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Abstract

This thesis examines self- and co-regulation practices as a possible solution to the
enforcement problem of data protection legislation in the European Union. The work focuses
on the application of these mechanisms in the online marketing field since this is a business
whose development heavily depends on the use of personal information. In addition, it is the
only sector which has elaborated and currently applies a community level code of conduct
controlling the data processing practices of companies. The methodology applied consists of a
survey, document analysis and elite interviews. The conducted research has shown that
existing self- and co-regulatory documents and the standards they establish are good at
addressing consumers’ concerns with regard to online marketing practices. However, some
amendments are needed in order to better protect the interests of individuals. Nevertheless, is
currently impossible to assess whether self- and co-regulatory procedures are an effective
means of improving data protection practices of online marketers due to the lack of proper

control mechanisms over the implementation of the rules.
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Introduction

Let me introduce two men®. The first, Winston Smith, a civil servant at the Ministry of
Truth, lives in a world where every word he says and every move he makes are observed and
recorded. The second, Joseph K., a senior bank employee, lives his ordinary life until one day,
all of a sudden, he is arrested by the officials of the Court of Inquiry, an institution he has
never heard of, for committing a crime never revealed to him. During his trial, K. finds out
that these people know everything about him, his preferences, his habits. One of the common
features between the two men is that they both live without privacy. However, while Smith is
aware that he is observed all the time and can act consciously in order to avoid doing (or hide
when doing) the things he is not supposed to do, Joseph K. does not know that he is watched
and his personal data, carefully collected. This does not allow him to protect his privacy, even
if he would like to.

George Orwell’s 1984, where Smith is the main character (Orwell 1984), is the classic
metaphor of a world without privacy. However, it is Franz Kafka’s The Trial (Kafka 1969),
where Joseph K. is the protagonist, which better describes the way in which personal data is
used and sometimes abused in today’s world. Nowadays, many public and private
organisations collect information about people in order to perform their activities. One of the
sectors whose lifeblood is personal information is online marketing. Professionals in the area
rely on creating and sustaining a personalised relationship with their target customers. For this
purpose, they accumulate huge databases with details about their clients and prospects. Later,
this data, often inaccurate and partial, is stored and employed for purposes different from the
one for which it was originally collected. Sometimes it is used to make important decisions

about individuals’ lives, thus depriving them of the control of their destinies.

! The metaphor presented here was first used to illustrate the different aspects of privacy by Solove (2004).
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Some of the practices of data controllers clash with the fundamental right to privacy. In
order to protect privacy by preventing abuses of personal data and secure a good working
environment for companies, policy makers elaborate special legislation. The existence of
explicit rules however, does not per se guarantee the effective protection of personal data. For
this purpose, adequate and good enforcement of the legal provisions is needed and here is
where policy makers have detected a problem. A possible solution is the application of self-
and co-regulation mechanisms, which will be the focus of this thesis.

Most of the research dedicated to the effectiveness of existing data protection frameworks
has examined the United States (US) context (Cate 1997, Solove 2004). Some studies look at
the relevant legislation in the European Union (EU) as a whole (Ciocchetti 2008a) and with
regard to eCommerce (Noll 2001, Gasser and Haeusermann 2007). However, little attention
has been paid to the effectiveness of regulation with regard to the online marketing sector.
The literature on direct and online marketing largely focuses on practical issues related to the
application of these commercial communications techniques (Stone 1988, Kotler 2000).
While much literature examines self- and co-regulation in general, only a few authors look at
it within the EU context (Senden 2005a, Senden 2005b), in the online environment (Newman
and Bach 2004, Price and Verhulst 2005) and in the electronic communications sector (Just
and Latzer 2004). One study concentrates on the effectiveness of self- and co-regulation in the
broader advertising sector (Harker 2003).

By bringing together the research on information privacy, online marketing and self- and
co-regulation, this thesis will answer the question whether self- and co-regulation mechanisms
are an effective means of improving the enforcement of existing data protection legislation in
the online marketing business. Apart from being an industry which heavily depends on the use
of personal data, the sector is the first and only one to have elaborated a document of self- and

co-regulation at a community level, namely the European Code of Practice for the Use of
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Personal Data in Direct Marketing of the Federation of European Direct and Interactive
Marketing (FEDMA) (FEDMA 2003). Its text is currently being complemented by an annex,
referring to marketers’ practices on the Internet, to be referred as the Online Annex. With it,
the industry demonstrates willingness to improve its data protection practices and it is worth
examining whether its efforts lead to the desired outcome or are just a way to boost the image
of the sector.

The unit of analysis of the thesis is the process of self- and co-regulation with regard to
data protection as applied by the online marketing sector in Europe. The research
methodology consists of a survey, document analysis and elite interviews. In order to
understand whether consumers are concerned with data protection online and which are the
most important issues for them, a short non-representative survey among users of the social
network Facebook was carried out. It shows the opinions of the most attractive consumer
group for marketers, which uses new technology on a daily basis and is constantly bombarded
with commercial communication messages via the Internet. Document analysis of papers
issued by the European Commission and other authorities was used to identify the
enforcement problem of data protection legislation and to outline self- and co-regulation by
the private sector as a possible solution. Later, the code of FEDMA was examined to find out
to what extend it meets legislation and consumers’ concerns as raised in the Facebook survey.
In order to better research the way in which the code is enforced and study the relationships
between the different stakeholders involved in the process of its elaboration and
implementation, elite interviews were conducted. They took place in person, in Brussels, from
May 15 to May 17, 2008. The people interviewed were from FEDMA, the association
representing the interests of online and direct marketers across Europe, the European
Advertising Standards Alliance (EASA), the organisation promoting soft law practices in the

commercial communications sector in Europe, the European Consumers’ Organisation
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(BEUC), the body in charge of protecting consumers’ interests in the EU decision-making
process, and the Data Protection Unit of Directorate-General Justice, Freedom and Security.
The unit represents the Commission in the Working Party on the Protection of Individuals
with regard to the Processing of Personal Data, the so called Article 29 Working Party. The
Working Party is a special body established to deal with data protection issues on an EU level,
including the approval of community-level codes of conduct by private sector actors.
Therefore, the views expressed by the official from the Commission also give insight in the
work of the Article 29 Working Party.

The structure of the thesis is the following. Chapter 1 presents the conflicting interests of
online marketers and consumers with regard to data use and protection. Chapter 2 provides a
short overview of the existing legislation aimed at striking a balance between the opposite
needs and shows the enforcement problem it faces. Chapter 3 suggests self- and co-regulatory
practices as a possible solution and demonstrates how these mechanisms are being
implemented in the online marketing sector in Europe. Chapter 4 examines their

effectiveness, detects certain weaknesses and makes suggestions for improvement.
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Chapter 1 — Two perspectives to the use of personal data in the
online marketing

This chapter will present the areas of potential conflict between online marketers and
consumers with regard to the processing of personal data. For this purpose, it will explain the
importance of data for this business and show how technological developments give almost
unlimited possibilities to handle information. At the same time, each operation through which
industries enrich the profiles of their customers is a step inside people’s private sphere. Thus,
the more data companies gather, the more uncovered and transparent individuals become. At
the end, the results of a survey aimed at detecting whether people are concerned about this

phenomenon will be presented.

1.1 The online marketers’ perspective

One of the most popular advertising formats ever, the 30 second television spot, is losing
its attractiveness as a channel to reach consumers and prospects (Berte et al. 2007, p. 123).
The reasons for this are the new possibilities offered by information technology, the altered
media usage patterns of audiences and the demand for higher accuracy in measuring return-
on-investments (ROI) (PQ Media 2008, p. 5). Instead of the traditional advertising channels,
i.e. radio, television and print media, companies opt for techniques such as sponsorship,
product placement, direct marketing, outdoor and online advertising, to reach their target
audiences and sell their products. These channels mainly rely on the individualised and
interactive approach to contact customers and gain their goodwill.

One of these techniques is online marketing. It is a corporate communications tool which
uses the Internet to establish and maintain a personal and interactive relationship with those

people interested in acquiring a particular good or service. The definitions of online marketing
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vary in scope from including email marketing and electronic shopping only (Kotler 2000, p.
272) to incorporating all kind of commercial communications techniques online. The latter
include pay per click advertising, banner adds, interactive advertising, search engine
marketing and blog marketing (FEDMA 2007, p. 2). The present research will focus on those
online marketing tools which involve the intensive use of personal data. Therefore, this thesis
will refer to online marketing as commercial communications technique which employs
email, internet website or a portal in order to reach a pre-determined audience, offer it goods
and services and carry out a transaction.

One typical example of online marketing could be a travel agency sending email offers
for holidays at the Croatian seaside to people who spent their last summer in Italy or Spain. In
order to carry out the mailing, the company needs a database with the names and email
addresses of individuals who had a vacation in one of the Mediterranean countries. Another
example would be an online bookshop which gives a 10% discount for a second purchase
within a 30-day period. For this purpose, the firm needs to create and maintain lists with some
item of personal identification information (names, email addresses or credit card numbers)
plus purchase histories of its clients.

The possibilities to handle personal data have increased tremendously with the
development of information technology and its wide application by marketers. In the offline
world, direct marketing practices were limited to the mailing of catalogues and standardised
product offers to the physical addresses of existing or potential customers. Over the time,
companies accumulated relatively little new information about individuals, the biggest portion
of it collected in the course of the commercial relationship with them. Nowadays, industries
can amass almost unlimited amounts of data simply because everything people do is recorded
and kept in databases. What is more, technology makes it possible to combine data from

different sources, thus enriching the profiles elaborated on the basis of the relationship with
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one firm only. Later, this data can be stored for long periods of time at a very low cost, further
modified with the addition of new details and the revision of the irrelevant ones and used for
new purposes. Thus, it is technically possible to gather information about customers, create
profiles and apply data-mining techniques to find those individuals who best match certain
criteria.

At the beginning of its relationship with individuals, a company has only the minimum
data necessary to carry out a transaction: name, email and/ or physical addresses, credit card
number. Online transactions produce further data, e.g. internet protocol (IP) address and type
of web browsers. Over the time, more information is added to the initial profiles: socio-
demographic, socio-economic and professional characteristics, details describing their
reaction to the firm’s promotions and offers or showing their online behaviour, e.g. if they
opened, forwarded or deleted the emails sent to them, how much time they spent on a
webpage and on which items they clicked. The new data comes from further transactions with
the individuals or other online sources: publicly available databases, e.g. public mail
directories or lists, news groups or chat rooms, telephone directories (Working Party 2000, p.
74); or data brokers, whose business is to gather, classify and disseminate personal
information. While for a company’s own needs it may be sufficient to have only the minimum
data required to carry out a transaction, agencies offering online marketing services and data
brokers are interested to have as many details as possible. In this way, they can identify
groups of individuals corresponding to criteria established for the purposes of different
campaigns.

The various data processing activities by online marketers could be described though a
cycle, which starts with data collection, passes through storage, analysis and use (Zarsky
2006) and should finish with deletion. The most accurate information is that directly

stemming from individuals. It can be collected either directly soliciting it from them or using
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special technological applications. In the first case, companies ask for the data in order to
carry out some kind of operation, either a commercial transaction, e.g. sale of products or
services, or provide a free service, e.g. email account or social network profile. In these cases,
consumers voluntarily give their information in order to perform the service. Sometimes, it is
up to users how much data they will reveal and it is often the case that they provide more
details than the minimum required by the website operator. There are also cases when
individuals are incentivised to give their data by a present or the possibility to participate in a
promotion, lottery or game.

The tools designed to automatically collect data online include cookies, web bugs,
spyware and adware (Solove et al. 2006, p. 185-191). These trace and record users’ behaviour
on the Internet and make profiles with their habits. Very often they are installed on computers
without the knowledge of their owners and therefore people are not always informed that their
actions are tracked. Sometimes, with the use of tools such as radio frequency identification
(RFID) tags and digital rights management (DRM), the two ways are combined. These make
it possible for companies to collect data about customers’ identities at the time and place of
acquisition of products and gather further information about users’ behaviour online through
solutions installed on the acquired goods.

One of the important requirements for the data used in online marketing is that it should
be accurate. Otherwise, marketers cannot reach exactly those consumers who might be
interested in acquiring the products and services offered in each campaign. That is why
businesses dedicate enormous resources to constantly updating and enriching their databases.
This is of the one challenges which technological developments pose to marketers: while it is
extremely convenient to merge two databases and add more details to the profiles of

individuals, there is always a risk of mistakes which could mix the different pieces of
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information, thus making the data in the newly created database inaccurate and practically
useless. Therefore, special efforts are needed to ensure the accuracy of the information.

In line with the later stages of the data cycle, information technology offers nearly
unlimited storage capacity at a very low price, as well as multiple options to sort the
information. Given these conveniences, many data controllers find it unnecessary to delete the
data they have collected because they may need it in the future. Thus, they can store data
literally forever and have enough reasons to do so. The need of online marketers for detailed
and accurate information, on the one hand, and the possibilities to collect and store data, on
the other hand, seriously clash with individuals’ fundamental right to privacy, which will be

examined in the next section.

1.2 The consumers’ perspective

The desire of marketers to collect as much information about people as possible collides
with individuals’ right to privacy, protected as a fundamental right under the Universal
Declaration of Human Rights (UDHR) (United Nations 1948). The concept, originally
defined as “the right to be left alone” (Warren and Brandeis in EPIC and Privacy International
2007, p. 1), has evolved and *“control over personal information - the ability to exercise
control over information about oneself” is currently one of its key dimensions (Solove 2002,
p. 1092). This work will approach privacy as “the flow of personal data — information about
ourselves” (Kang and Buchner 2004, p. 231) because it encompasses exactly those aspects
which marketers intrude with their activities.

Technological developments are gradually depriving people of their privacy in the same
way that they are constantly increasing the possibilities for marketers to develop their

businesses. In the offline world people went to the shop, paid cash and did not necessarily
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reveal any information about them to retailers. Even if they returned to the same outlet again
and again, the assistants learnt to recognise their faces and the products they would most
likely buy, but never knew their names, addresses or professions. Nowadays, people make
their purchases via the Internet using credit cards or give their discount cards to salesmen in
supermarkets before paying. Daily, they carry out many transactions with various public and
private organisations, every time leaving pieces of personal data. What is more, it is often the
case that a single transaction leaves a track of personal information with more than one
controller. For example, when somebody buys plane tickets online, data about the purchase is
recorded by their Internet service provider, the airline company and the bank, which has
issued their credit card. Thus, even the simplest transaction reveals pieces of each individual’s
personality to various controllers. As a result, nobody can stay anonymous, unless they are
refusing to use technology.

The information which people give to companies is kept and elaborated further. At the
beginning, everybody gives data controllers only the minimum information needed to carry
out a transaction: name, physical and email address, credit card number. Over the time, new
pieces of data are added to the clients’ profiles: preferences, habits, the way in which they
behave online. Technology makes it possible to store the information for almost unlimited
periods of time at a very low cost, enrich it by adding new details or correct the inaccuracies.
In this way, every change in a person’s life is reflected in his “digital dossier” (Solove 2004,
p. 1). Moreover, there is not just one digital dossier but many, controlled by different
companies. While each data controller holds track of a different aspect of one’s actions, if
combined, this information could reveal everything about an individual. People could not
prevent the possible merger of various databases simply because they do not know who
controls information about them. The speed at which data spreads makes it impossible to

correct potential inaccuracies or delete details which should not be publicly known
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(Ciocchetti 2008, p. 19b). Thus, from anonymous customers in the neighbouring supermarket,
people are becoming transparent puppets living in a “cube of glass” (Popkostadinova 2007).
In this way, the technological solutions, which make it possible for marketers to develop their
businesses, are depriving people of individualism and threatening the heterogeneity of the
society.

The way in which data is processed in the online world has further disadvantages for
individuals. This information, accumulated by different controllers over large periods of time,
is often used to make judgments about them and thus to influence their lives (Solove 2004, p.
52). In this way, somebody may be refused certain goods because of their bad credit history or
may not be given a job because of disorderly conduct during their teenage years. Sometimes,
data is illegally acquired and used by unauthorised third parties, which can lead to identity
thefts, i.e. the criminal exploitation of another individual’s personality.

Today’s data collection practices also have advantages for consumers by offering them
personalised and easy-to-use services. Consumers sometimes receive benefits from having
their information processed by online companies. If they agree that a company installs a
cookie on their computer, they will be identified next time they visit a website and will not
have to insert all their details again. In the context of online marketing, the profiling practices
make it possible that users are advertised products and services they may actually need and
want to buy. Having these goods offered directly and the possibility to purchase them by only
a mouse click save them lots of time and efforts. Despite the benefits they get, users seem
really concerned about their privacy online. In order to identify their main worries, a survey

was carried out, the results of which will be discussed in the next section.

1.3 Consumers’ concerns about data online

11
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A 12-item questionnaire was distributed through convenience sampling to 285
individuals from the social network of the author though Facebook. The website was used to
distribute the questionnaire for three main reasons. First, the social network is often a means
to collect personal data on the Internet. This is done both by the platform operator, which
notifies users for this practice in the terms and conditions to which each new subscriber has to
agree (Facebook 2007), and unauthorised third parties. Therefore, Facebook users have
revealed their personal information at least once, to register for the services of the platform,
and should be aware of the advantages and threats related to providing their data to online
companies. Second, through the platform and the contact list of the author it was easy to
access the most attractive target group for advertisers: people aged between 20 and 45, who
are active Internet users and therefore likely to be interested in new products and services. As
a result, they are often bombarded with commercial communications messages. A third
argument justifying the choice of Facebook to carry out the survey is that the platform’s
subscribers most probably utilise other services online which require identification and
therefore should have an opinion on the issue of how their data is handled. Although
convenience sampling does not grant external validity to the research, the results can provide
a snapshot about the attitude towards online personal data protection of the consumer group
which is most strongly affected by the practice.

The survey was conducted between 19 May and 5 June 2008. Out of those polled, 140
people filled in the questionnaire. The respondents were residents of Bulgaria, Romania,
Hungary, the United Kingdom, Spain, Italy, Germany, Austria. Most of the participants filed
the questionnaire directly on Facebook, using a special application of the platform. However,
seven of them were so concerned with their privacy that they preferred to send their opinions

by email. Their contributions were later added to the rest of the answers.

12
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The main purpose of the survey was to identify the main areas of concern for Internet
users in line with their privacy online. Therefore, the questions concerned the different stages
of the data cycle: collection, processing, storage and deletion. In addition, the inquiry aimed
to find out whether users would take any actions to counteract possible abuses of their data.
Most of the questions referred to the data collection stage of the cycle since here is where
users have the strongest level of control over their personal information (Annex 1).

To begin with, the survey showed that most respondents were either very (25%) or fairly
(47%) concerned that Internet companies collect and store their personal data. Less than one
third said that they were not very concerned and only 1% said they were not at all concerned.
This means that privacy online is an important issue for the Internet users approached. Still,
they give their data when they get something in return: in most cases, a free service, e.g. email
account or a social network profile (56%), or the possibility to buy a good or a service online
(40%). Very rarely (2%) they reveal personal details to participate in a promotion or a game.
Most of the participants in the survey said that they did not give Internet companies more data
than the minimum required (93%), which means they have a protective attitude towards their
information. These results make it possible to conclude that the majority of people are
concerned about their data online, which is why they reveal as few details as possible.

The Internet users approached were not always aware that their personal data is
occasionally collected without their knowledge: 15% said that they did not know that
sometimes companies tracked and recorded their movements on a website. This shows either
that some users do not pay much attention to the terms and conditions they agree when
registering for a service, or that companies do not always properly inform individuals about
the practices they use. However, while only 21% said they had never heard about
technologies limiting the collection of personal data online, just 26% said they had used them.

The reasons for this may be different. One respondent pointed out that the use of these

13
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technologies blocked his access to some websites. Consequently, although most people are
informed that their data is sometimes collected without their knowledge, only a small fraction
of them try to protect themselves by using special tools.

In terms of processing, most of the respondents (95%) said they considered it a problem
if a company to which they had given their personal data transferred it to another firm.
However, few of those polled commented that it is not a problem as far as it is mentioned in
the terms and conditions they have to agree. As far as storage and deletion are concerned, the
biggest portion of the respondents (98%) said that it is important for them that Internet
operators protect their data. At the same time, about two thirds of the Internet users
approached said that they thought it was a problem if companies kept their data for as long as
20 years. Therefore, security measures used by companies and terms of storage of data online
are important issues for people. About 85% of the respondents said that they would take some
action if they found out that their personal data is lost or misused. Their readiness to
counteract possible data abuses shows once again that the security of personal information
online is an important issue for them.

The results of this questionnaire make it possible to conclude that Internet users care
about how their personal information is handled. Another finding is that they are not always
aware that their data is collected when they visit a webpage. In addition, there are some issues
of particular importance to them: security measures which online companies apply in order to
protect their data, period during which it is held, operations featuring its transfer to third
parties. These are exactly the practices employed by marketers in their business operations,
which once again shows that there is a potential conflict between people’s concerns and
industry’s interests.

Policy makers have detected the existence of this problem and have been faced with the

question how to strike a balance between the nearly opposite stances. On the one hand, it is
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their obligation to protect individuals, especially in situations where their fundamental rights
are involved. On the other hand, direct marketing is a legitimate business of over 100 billion
euro, which employs over 2 million people directly and many more indirectly, in the EU only
(FEDMA 2008a)?, and it needs legal certainty for a good working environment and business
growth. The solution to this puzzle is data protection legislation, which also applies to the
online marketing sector. The next chapter will examine the way in which the relevant

provisions in Europe address citizens’ concerns and marketers’ needs.

2 No explicit data about the volume of the online marketing sector was available. Estimated investments in
Internet advertising in Europe total 7.3 billion euro (The European Advertising and Media Forecast in FEDMA
2008h).
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Chapter 2 — The policy approach to the personal data processing
problem

This chapter will present the legislative tools which apply to the data processing activities
of online marketers. The existence of good rules per se, however, does not give enough
protection to individuals. The reason for this is the poor enforcement, a problem presented in

the second part of the chapter.

2.1 The regulatory framework

The history of privacy protection regulation starts as early as the Bible (EPIC and Privacy
International 2007, p. 5). However, it was not until the 1960s and 1970s that special
information privacy protection legislation was elaborated by some European countries and the
US. The first explicit data protection document on an international level is the OECD
Guidelines on the Protection of Privacy and Transborder Flows of Personal Data (OECD
1980). The guidelines consist of eight basic principles, which require that personal
information must be obtained fairly and lawfully, used only for the originally specified
purpose, adequate, relevant and not excessive to purpose, accurate and up-to-date, accessible
to the data subject, kept secure and destroyed after its purpose is completed. Despite their
non-binding character, they remain a benchmark in the field. A year later, the Council of
Europe (CoE) adopted its Convention for the Protection of Individuals with Regard to
Automatic Processing of Personal Data (Council of Europe 1981), which includes basically
the same provisions.

On an EU level, privacy has been recognised as one of citizens’ fundamental rights.
Acrticle 7 of the Charter of Fundamental Rights of the European Union grants people respect

for private and family life, while Article 8 deals especially with personal data protection
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(European Parliament 2000, p. 10). It summarises the provisions of the EU Directive
95/46/EC on the Protection of Individuals with Regard to the Processing of Personal Data and
on the Free Movement of Such Data (European Parliament 1995), known as the Data
Protection Directive. The main purpose of the document is to protect individuals’ fundamental
right to privacy, as well as to “contribute to economic and social progress, trade expansion
and the well-being of individuals”, i.e. the development of the common market. In other
words, the Directive is aimed at ensuring both personal data protection and a good
environment for market growth. The principles of the Directive are comparable with those
stipulated in the international frameworks. In addition, it introduces clear rules how the
regulation of data protection should be organised at national and EU level. The document
requires from each Member State to set up a supervisory authority to observe and regulate the
data protection process in the country. In this way, the supervision of data protection activities
is delegated to special enforcement bodies operating at national level. At community level,
this task is carried out by the European Data Protection Supervisor (EDPS). The country
level authorities, the EDPS and the Commission, represented by the Data Protection Unit in
the Directorate-General Justice, Freedom and Security, together form the Article 29 Working
Party (European Parliament 1995).

In line with technological developments, the general Data Protection Directive was
complemented, in 2002, by the Directive 2002/58/EC Concerning the Processing of Personal
Data and the Protection of Privacy in the Electronic Communications Sector, also known as
the Directive on Privacy and Electronic Communications or the ePrivacy Directive (European
Parliament 2002). The document does not grant citizens additional rights, but establishes
specific provisions relevant to the electronic communications sector. It is currently being
reviewed under the EU initiative to update the pool of documents regulating the

telecommunications sector, the so called “Telecoms package”. The ePrivacy Directive is
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modified with the intention to “enhance the protection of personal data and the privacy of
individuals in the electronic communications sector” (Working Party 2008b, p. 2). Since the
review process has not finished yet, this research will refer to the original text of the Directive
as adopted in 2002.

These Directives form the general data protection framework in the EU. Although they
are considered to ensure good level of legal protection for individuals and a sound working
environment for industries, the rules are seen as ineffective due to their poor enforcement
(European Commission 2003). The next section will outline the main reasons for this problem

and suggest a possible solution.

2.2 The enforcement problem

Legislation could only be useful if it is successfully put into practice. Under the legal
tradition, enforcement stems from two sides: public authorities entitled to monitor if rules are
observed, and citizens who complain if their rights are infringed. In the data protection field,
enforcement problems as detected by the European Commission in its First report on the
Implementation of the Data Protection Directive (2003), result from both the inability of
supervisory bodies to fully carry out their obligations and the fact that individuals do not
exercise their rights (p. 12). The Commission finds out that the supervisory authorities are
under-resourced and have to deal with a large number of issues, which prevents them from
closely monitoring the activities of data controllers. Even if they were not, however, it is
practically impossible to oversee every single data processing activity by a public or a private
entity in a country. The reason for this is the proliferation of actors who handle personal

information and the large number of operations they carry out on a daily basis. Therefore,
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even if supervisory bodies were allocated larger financial and human resources, it would be
still difficult to solve the enforcement problem.

At the same time, the Commission discovers a “low level of knowledge of their rights
among data subjects” (European Commission 2003, p. 12). Therefore, people would not file a
complaint with the respective data protection authority, simply because they are not aware
what their rights are. Although the Facebook survey revealed that large number of the
participants (85%) would take an action if they found out that their data was abused, which
shows they are aware that they have the right to privacy protection, it is not certain if they
would know whom to contact. Therefore, they might not be aware of all of their rights, which
they would need for successful enforcement of the Data Protection Directive.

This is also the conclusion of a survey on personal data protection carried out among the
27 EU Member States at the beginning of 2008 (The Gallup Organisation 2008). It showed
that only a quarter of the respondents were fully informed about the variety of rights they had
regarding their personal information. Although the majority of the participants knew that they
could oppose the use of their personal data for marketing purposes (88%), had to give their
consent in order for their information to be further processed (81%), could correct inaccurate
or unlawfully obtained information (78%), could go to court with a complaint related to their
personal data (71%) and ask for a compensation (61%), as well as access their personal data
held by others (59%), only 27% of the participants in the survey knew that they had all these
rights. Therefore, even if they know that they have the right to access information about them
stored by a marketing company, they might not know that they could complain if the firm
refuses to give them access to it.

These two enforcement problems lead to a third: “very patchy compliance by data

controllers” (European Commission 2003, p. 12) due to the relatively low risks of getting
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caught. As Emilie Barrau, the BEUC representative interviewed for the purposes of this

research, pointed out:

“Today they [companies] know that even if they don’t obey the law, they would not have
problems or whatsoever, because data protection authorities have so much work they cannot
deal with it, consumers will not go to court because it will be too expensive and they are
afraid of it. These are all benefits for them. If I do not apply the law, I will be better off when
compared to my competitors who apply the law and | will not have cost or whatsoever
because nobody is going to enforce the law.”

Thus, the existence of good data protection legislation does not guarantee adequate
protection to citizens because of the poor enforcement of the law. In this way, the balance of
interests which policy makers aimed at achieving through the elaboration of special
information privacy protection frameworks is being disturbed. Urgent intervention is needed
to recover it. A possible solution of the enforcement problem is the issuing of interpretative
communications to clarify the understanding of certain provisions (EDPS 2007, p. 9). An
alternative is the adoption of sector-specific rules, e.g. in domains such as the RFID
technologies (EDPS 2007, p. 8), which shall provide details on the implementation of the
provisions. A means to avoid “excessively detailed legislation” (European Commission 2003,
p. 26) and provide details relevant for particular sectors is the adoption of non-legislative
instruments, e.g. self- and co-regulatory mechanisms, benchmarking, best practices, third-
party privacy audits (EDPS 2007). The next chapter will concentrate on self- and co-
regulation practices as a possible solution to the enforcement problem of data protection

legislation in Europe.
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Chapter 3 — Self- and co-regulation: solution to the enforcement
problem

This chapter will present self- and co-regulatory mechanisms as a potential solution to the
enforcement problem of data protection legislation. For this purpose, the work will define the
practice and show its evolution in the EU in general and in the information privacy field in
particular. The next section will introduce the community-level self- and co-regulatory tool
adopted in the data protection sector, the European Code of Practice for the Use of Personal
Data in Direct Marketing, and present the incentives of the different stakeholders involved in

its elaboration, implementation and enforcement, to participate in the process.

3.1 Self- and co-regulation mechanisms in data protection in Europe

Self- and co-regulation practices are procedures whereby public and private actors
interact in the elaboration and enforcement of rules regarding certain areas of activity, often
using codes of practice or good conduct. A comprehensive definition envisages “the existence
of some form of relationship between binding legislation and voluntary agreements in a
particular area” (Best in Senden 2005a, p. 11). In the EU context, there is a difference
between the two practices. Co-regulation requires the prior adoption of a legislative act
delegating the enforcement of certain rules to a range of stakeholders (European Parliament
2003, p. 3). Therefore, a public actor is necessarily involved in the process. This is not the
case with self-regulation, where the elaboration of rules and their enforcement lies in the
hands of non-public actors only (European Parliament 2003, p. 3). Although Price and
Verhulst (2005) use the term self-regulation to describe the introduction of rules both with
and without their prior prescription by the government, Price (personal communication,

31.03.2008) admits that self-regulation per se does not exist, because even when an industry
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decides to impose certain restrictions by itself, it is always in an attempt to prevent stricter
governmental control. In order to avoid disagreement over the exact terminology applied to
the practice and for the sake of integrity, this paper will use the generic term self- and co-
regulation. When a differentiation is needed, the terminology suggested by the EU will be
applied.

The EU started promoting these tools at the beginning of the 21% century under its
strategy to more actively involve the society in the governance process. Several policy papers
build up the framework encouraging the more active use of soft-law instruments. In 2001, the
Commission adopted the White Paper on European Governance, which suggests switching
from predominantly top-down to more bottom-up approach, combined with non-legislative
policy instruments, such as “recommendations, guidelines, or even self-regulation within a
commonly agreed framework” (European Commission 2001, p. 20). In 2002, the Action Plan
on Simplifying and Improving the Regulatory Environment was approved, which deals with a
broad range of modes of governance, including the use of soft law (recommendations), co-
regulation, voluntary sectoral agreements, benchmarking, peer pressure, networks and the
open method of co-ordination (European Commission 2002). A year later, the European
Parliament, the Council and the Commission concluded the Interinstitutional Agreement on
Better Law-Making. As Senden (2005a, p. 5) points out, the document sets out, for the first
time, the general framework and conditions for the use of self- and co-regulation in the EU.
The provisions which the framework includes regarding the use of these mechanisms closely
follow those established nearly a decade earlier in the data protection field through the Data
Protection Directive.

Acrticle 27 of the Directive encourages the adoption of sector-specific codes of conduct by
industries as instruments of self- and co-regulation. These documents, aimed at interpreting

the provisions of the Directive with regard to the particular needs of different industries, have
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to be approved by the Article 29 Working Party before entering into force. This requirement
is relevant only for Community-level codes. Later, the application of self- and co-regulatory
mechanisms in the data protection field has been promoted at public events (Bolkestein 2002)
and in further documents of the Commission (European Commission 2003, European
Commission 2007).

The implementation of self- and co-regulatory mechanisms is particularly important in
the information privacy field for several reasons. First, the proliferation of private actors who
carry out data processing activities and the large number of operations they perform make
“privacy protection through pure reliance on formal government regulation practically
impossible” (Newman and Bach 2004, p. 403). What is more, there is market asymmetry
between data processors and data subjects, which makes data protection an example of a
market failure (Ibid.). The reason for this is that businesses possess bigger possibilities to
process and control the information, while citizens do not have the resources to oppose them.
In addition, the knowledge of industries about the quantity and quality of data gathered is
often superior, which automatically makes them better off.

In addition, self- and co-regulatory mechanisms could successfully address all the three
aspects of the enforcement problem of the Data Protection Directive. Their implementation
will remove part of the enforcement burden from the supervisory authorities, transferring it to
data controllers themselves and to the organisations whose members they are. The voluntary
commitment to certain rules on behalf of the industry will ensure higher level of compliance.
Besides, once businesses have realised the benefits they could get from the application of self-
and co-regulatory mechanisms in terms of image and customers’ trust, they will promote
these procedures by mentioning them in their reports and referring to them on their webpages.
This will increase the awareness of data subjects about their rights in the information privacy

field and possibly make them require better data protection on behalf of controllers.
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Currently, the direct and interactive marketing sector in Europe has a Community-level
code of conduct, elaborated and approved in line with the procedures established by the Data
Protection Directive and the Article 29 Working Party (European Parliament 1995, Working
Party 1998). The instrument was submitted for formal approval by the Article 29 Working
Party in 1998 and adopted in 2003 (Working Party 2003). The procedure took as long as five
years because it was returned to FEDMA several times with different comments, which the
organisation had to include in the final version of the document. In addition, the Article 29
Working Party asked the opinion of BEUC and insisted that FEDMA considered their
concerns as well (Ibid.). The document does not directly regulate the data processing activities
of marketers, but sets the minimum standards which the direct marketing associations at a
country level, members of FEDMA, have to establish and follow in the national codes they
prepare. The code is currently complemented by the Online Annex (FEDMA 2007b). It gives
details about specific online marketing activities with regard to data processing. The first draft
of the Annex was filed with the Article 29 Working Party in March 2007 and the final version
is expected to be approved in September 2008 (Brandau interview).

Given the fact that the European direct and interactive marketing sector in the only
industry which has adopted a community-wide code of conduct in line with the procedures
established by the Data Protection Directive, it is interesting to understand the motivations of
the various stakeholders to participate. For this purpose, the ideas of the representatives of the
institutions involved in the self- and co-regulatory process will be presented as put forward
during the interviews conducted with them. The officials are Goetz Brandau, Legal Affairs
Manager of FEDMA, Richard Knubben, Policy and Implementation Manager of EASA,
Emilie Barrau, Junior Legal Officer at BEUC, and Jose Manuel de Frutos Gomez, Policy
Officer at the Data Protection Unit of Directorate-General Justice, Freedom and Security of

the European Commission. As it has already been explained, the views expressed by De
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Frutos Gomez give insight both into the work of the Commission and the Article 29 Working
Party. For the sake of integrity, the motives they presented will be combined with theoretical

arguments.

3.2 Stakeholders’ incentives to commit to self- and co-regulatory practices

The main reason why companies agree to adopt self- and co-regulatory practices is that
this is a way to avoid more costly and restrictive government regulation (Boddewyn in Price
and Verhulst 2005, p. 12). The FEDMA official agreed with this argument (Brandau
interview). In addition, these procedures can enhance marketers’ credibility among the
various groups of stakeholders with which they have relationships in general and consumers
in particular (Boddewyn in Price and Verhulst 2005, p. 12, Knubben interview, De Frutos
Gomez interview). What is more, self- and co-regulation procedures are quicker and more
flexible than state regulation (Just and Latzer 2004, p. 45), especially in terms of
implementation and enforcement. As Knubben from EASA explained, by the time a statutory
court issues its decision on a problem, its ruling will be no longer useful for the company
which filed it.

Businesses adopt these mechanisms because this is usually a condition for membership in
the interest groups which have adopted the guidelines. Interest groups are organisations,
separate from the government, which aim at influencing public policy by defending the
interest of their members (Wilson 1990, p. 8). Individuals are incentivised to organise in
groups because in this way they can more efficiently achieve their common interests (Olson
1993, p. 26). Since the actions of interest groups would benefit non-members operating in the
same sector as well, affiliates are normally provided with additional “selective” benefit (Olson

1993, p. 34). In the case of FEDMA, this is a direct access to the lobbying process (FEDMA
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2004). Therefore, if online marketers want to better pursue their interests in front of the EU
institutions, they have to commit to the organisation’s rules, including to follow the standards
established by its codes of conduct.

Public authorities also have several reasons to encourage self- and co-regulation practices
in online marketing. In this way, businesses use their sector specific know-how to tailor rules
which are applicable to their particular area of activity (Just and Latzer 2004, p. 45). Statutory
regulators are often incompetent to deal with the problems of some industries, especially
those that are technologically complex. The reason for this is that “detailed regulations are
rapidly overtaken by events and can often easily be circumvented” (Verrue 1999). By
transferring certain regulatory obligations to industries, public authorities avoid the necessity
to constantly try to catch up with new developments. What is more, the EASA representative
noted, in the commercial communications sector it is difficult to make statutory rules
applicable to the country specific context, while self-regulatory organisations can apply more
flexible criteria in their judgments (Knubben interview). In addition, by committing to self-
and co-regulation, businesses relieve part of the regulatory burden from the often under-
resourced public sector. This argument is particularly relevant to the data protection sector. As
Brandau from FEDMA explained “we have to monitor our members and ensure they also
follow our code”. Just and Latzer point out that this reduces the regulatory cost to the state
(2004, p. 45). What is more, by adopting self- and co-regulation practices, firms voluntarily
commit to follow them, which “is an effective way to ensure compliance with the privacy
principles in a specific sector”, De Frutos Gomez from the Commission said.

Consumers also benefit from the adoption of self- and co-regulatory practices by
industries. By ensuring better compliance with data protection rules by companies, these
mechanisms guarantee higher level of security and control over personal information to

citizens. Another benefit is that customers have their complaints handled more quickly and
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less expensively, since they do not need to hire a lawyer, Barrau from BEUC pointed out. For
this purpose, a complaint mechanism has to be in place, which is not always the case with
codes of conduct. Another problem Barrau identified is that in many cases codes of conduct
practically repeat the text of the law without any added value, which does not further
consumers’ interest beyond the protection which users already get by law. Additional
criticism she advanced is enforcement:

“If you have a code of conduct, made for the industry and by the industry, what is the
incentive for them to sanction and give proportionate sanctions whenever there is something
wrong? You are not going to bind the hands which feed you!”

To wrap up, public authorities, private actors and consumers all have incentives to
implement self- and co-regulatory mechanisms. Still, in order for a code of conduct to be in
the interest of citizens, it has to meet all the three criticisms advanced by BEUC: the existence
of a complaint mechanism, added value of the document and proper enforcement. In addition,
it has to address people’s concerns as identified by the Facebook survey carried out for the
purposes of the present research. Thus, it order to assess the effectiveness of the self- and co-
regulatory mechanisms as applied by the online marketing sector in Europe with regard to
data protection, particularly FEDMA’s European Code of Practice for the Use of Personal
Data in Direct Marketing and its Online Annex, it is necessary to analyse them in the light of

the aforementioned criticisms. This will be done in the next chapter of the thesis.
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Chapter 4 — Assessing the effectiveness of self- and co-regulation
in Europe’s online marketing

This chapter will first establish a set of criteria to assess the effectiveness of FEDMA’s
European Code of Practice for the Use of Personal Data in Direct Marketing and its Online
Annex. Then, the thesis will analyse the two documents and detect their strong and weak
points. At the end, the chapter will make recommendations for improvement of the code and
its annex in order to enhance the effectiveness of the self- and co-regulatory practices of

online marketing.

4.1 Establishing the criteria for effectiveness

Four main sources of information were consulted in order to elaborate a comprehensive
set of effectiveness criteria. The first one is a decision of the Article 29 Working Party in
which it stipulates that a code of conduct should be in accordance with the data protection
directives and of “sufficient quality and internal consistency and provides sufficient added
value” in order to receive an approval (Working Party 1998, p. 4). The second source is an
academic research by Harker (2003) where the author summarises the main conditions for the
effectiveness of the practice in the advertising sector. Those relevant to the online marketing
will be used in this work. The third document is a report of the Directorate-General Health
and Consumers, prepared as a result of the Round Table on Advertising Self-Regulation, held
in 2006. At this event the Commission, interested non-governmental organisations (NGOs),
including BEUC, and EASA, identified the Best Practice Model in self- and co-regulation in
advertising (European Commission 2006). Again, those relevant to the online marketing
sector will be used for the purposes of this research. Fourth, the comments made by Emilie

Barrau from BEUC will be taken into account. By combining the criteria of the different
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groups of stakeholders, this work aims to provide a framework which meets the effectiveness

requirements of all the parties involved. The resulting set of criteria is as follows:

1. Formal criteria
e legitimacy of the organisation elaborating the code
e enough funding for the activity
e participants in the drafting process: involvement of all the interested stakeholders
e endorsement by public authority

e regular audit of the rules, including the publication of annual reports

2. Substantive criteria
e compliance with the law

e added value, i.e. sector-specific provisions

3. Implementation criteria
e education of the industry with regard to the standards established by the code
e ease of access to the code

e creation of public awareness

4. Enforcement criteria
e complaint mechanism

e sanctions for non-compliance

The next section will look at each of these criteria and compare FEDMA'’s procedures

against them. In order to fully assess online marketers’ practices, it is necessary to evaluate
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both the European Code of Practice for the Use of Personal Data in Direct Marketing and its
Online Annex. Therefore, the analysis will look at both documents, specifying to which of the
two it refers. If no explicit note is made, the activities of FEDMA in general are considered. It
is important to remember that the version of the Online Annex, which this thesis considers, is
preliminary and has not been approved by the Article 29 Working Party. It will be further
amended in the near future in order to meet the formal requirements of the public authority.
The provisions it establishes only give an idea about what could be part of the final version of

the document.

4.2 Evaluating the code and its annex

The evaluation will be carried out following the order of the criteria as established above.
Conclusions will follow the section relevant for each criterion. The assessment will start with
the formal criteria, which refer to the procedures followed and the actors involved in the
elaboration, implementation, enforcement and monitoring of the European Code of Practice

for the Use of Personal Data in Direct Marketing.

4.2.1 Formal criteria
Legitimacy of the organisation elaborating the code

Legitimacy means that the organisation elaborating and administering a code of conduct
should be representative for the particular industry. In order to find out if FEDMA meets this
requirement, a short overview of the organisation’s history and structure is needed. It was
established in 1997 through the merger of Europe’s first direct marketing organisation,
European Direct Marketing Association (EDMA), created in 1976, and the younger

Federation of Direct and Interactive Marketing (FEDIM), set up in 1992. Currently, it is the
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only European wide direct and online marketing organisation. I1ts members are 28 national
Direct Marketing Associations (DMAs), of which 24 are European, and about 250 companies
using direct and online marketing as part of their commercial communications strategies.
Through the national DMAs, the organisation represents over 10,000 firms, most of them in
Europe. It defines itself as “the single voice of the European direct and interactive marketing
industry” (FEDMA 2008a). The organisation’s mission is to protect the interests of its
members from restrictive legislation, to promote European direct and interactive marketing
industry and to inform the different groups of stakeholders about the sector. This information
makes it possible to conclude that FEDMA is sufficiently representative for the direct and
online marketing sector in Europe to legitimise the self- and co-regulatory documents it has

elaborated.

Enough funding for the activity

Information about the finances allocated to the administration of the code would be a
proof of the importance of the activity for the organisation. However, FEDMA does not
publicly reveal data about its budget. What is known is that the organisation and its various
activities are funded through membership fees. Given the large number of members that
FEDMA has, it can be assumed that it has sufficient budget to carry out its operations,
including the elaboration, implementation and enforcement of its European Code of Practice
for the Use of Personal Data in Direct Marketing and its soon-to-be-approved Online Annex.
What is more, FEDMA has been involved in self- and co-regulation for more than ten years.
The longstanding commitment to the activity is a further proof of the fact that it allocates

sufficient finances to it.

Participants in the drafting process
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In order for a code of conduct to be effective, it has to address the interests of all the
stakeholders concerned by it: public authorities, industry and consumers. For this purpose, the
involvement of all of them in the drafting process is needed. The FEDMA code is a result of
the joint efforts of the industry and the Article 29 Working Party (FEDMA 2003, p. 1). The
Article 29 Working Party is composed by officials of the Data Protection Authorities (DPAS)
of all the Member States, the EDPS and the European Commission. The presence of officers
from 29 institutional bodies makes it a balanced and impartial representative of the public
interest. In addition, in the process of approving the document, the Article 29 Working Party
consulted BEUC (Working Party 2003, p. 3). This is not a procedural step required by law,
but a decision taken in order to more actively involve consumers in the process of elaboration
of the code and thus make sure that their interests are well safeguarded (Working Party 2003,
p. 3). BEUC concerns related to the protection of minors were taken into account in the final
version of the code. The organisation also recommended that FEDMA introduced provisions
related to its members’ online practices. The marketing activities on the Internet are
considered in the code’s annex, which is in the process of adoption.

With regards to the Online Annex, BEUC has not been informed that FEDMA is
preparing such a document, the representative of the organisation said (Barrau interview).
Brandau from FEDMA pointed out that it is in the competence of the Article 29 Working
Party to contact BEUC and consult the annex with them. Following its practice with the code,
the Article 29 Working Party should ask the opinion of the consumers’ organisation in order

to make sure that the interests of Internet users are well represented.

Endorsement by a public authority
Such a step is needed in order to ensure the legitimacy of the document. Article 27 of the

Data Protection Directive, regarding codes of conduct, stipulates that “Draft Community
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codes, and amendments or extensions to existing Community codes, may be submitted to the
Working Party referred to in Article 29” (emphasis added). The formulation poses certain
ambiguity whether the approval is actually mandatory. De Frutos Gomez from the
Commission commented that a formal approval is the only way to secure “political backing”
of the document and to make sure it is good enough to be enforced on the members of an
organisation. The FEDMA representative agreed that coordinating the document with the

Article 29 Working Party a necessary part of the process of adopting the code:

“If they say it is desirable they mean they expect it. (...) But that’s pretty much saying that if
we don’t do it we are going to have another Directive. Or they are going to put it into a law.
And it’s gonna be much more difficult for us to negotiate. (...) In this process, with the self-
regulatory code, at least we can negotiate.” (Brandau interview)

The Article 29 Working Party approved the European Code of Practice for the Use of
Personal Data in Direct Marketing and is currently reviewing its Online Annex. Therefore, a

public authority is actually endorsing the document.

Regular audit of the rules

Regular audit of the rules is needed in order to ensure they are good enough to address
the different activities of practitioners. The FEDMA code envisages that a special committee
within the organisation should consider annually if a revision of the code is necessary and
provide the Article 29 Working Party with “an annual report on the functioning of the code at
national level and in cross-border activities” (FEDMA 2003, p. 18). However, the
organisation does not prepare annual reports for the Article 29 Working Party. Therefore, it
cannot be sure if the code is effective.

Although the organisation does not prepare regular reports in writing, FEDMA gathers
information about possible problems with the implementation of the code from its national

members. It later discusses them at its frequent meetings with the Article 29 Working Party:
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“This works both ways, meaning that the Article 29 Working Party also approaches us when
they become aware of problems with the code.” (Brandau, personal communication,
07.07.2008)

Therefore, FEDMA does take some measures to ensure that the code is properly
implemented and is relevant to the current market situation. Still, the organisation only relies
on the complaints it receives to serve as a control mechanism. What is more, the existing
reporting system is only verbal, which does not make it reliable enough. This does not mean
that the rules are outdated and not applied properly. The case may be exactly the opposite, but
FEDMA does not have an adequate report mechanism to prove that. This is not a good proof
that the procedures applied are actually effective in protecting the interests of consumers and

ensuring a sound working environment for businesses.

Conclusions on formal criteria

The European Code of Practice for the Use of Personal Data in Direct Marketing and its
Online Annex fully comply with three out of the five formal criteria: legitimacy of the
organisation drafting the code, enough funding for the activity and endorsement by a public
authority. The involvement of all the stakeholders concerned by the activities of online
marketers is only relevant for the code, but not for the annex. However, it would be easy to
involve consumers’ representatives more actively in the process of composing the annex by
inviting BEUC to comment on the draft. In addition, the enforcement of FEDMA'’s code at a
national and international level is not systematically monitored by the organisation, which is
another weak point of the document for three reasons. First, in this way FEDMA is not aware
whether the standards established by the code are actually applied. Second, this practice is
contradictory to the text of the code. Thus, the organisation itself does not enforce the
requirements of its own code, which questions both its willingness to involve in self- and co-
regulatory procedures and its reliability. Third, this creates the risk of manipulating the

compliance with the code: it is relatively easy that an organisation says it is following the
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standards the instrument establishes without actually doing it, because nobody is checking
whether this is true. FEDMA transfers the responsibility to national DMASs to supervise their
members on a country by country basis. However, the marketing organisation does not
monitor whether DMAs actually do it. In addition, it does not exercise any control over the
activities of its direct corporate members.

The elaboration of the annex makes up for the content drawback to a certain extent,
because it is intended to meet the challenges posed by technological developments and their
application by the sector. Nevertheless, the annex is based on the text of the code. Therefore,
if it has certain shortcomings, they will be transferred to the annex as well, which will enlarge
the problem. Therefore, FEDMA needs to start elaborating and publishing written reports on
the functioning of the code as stipulated in the text of the document, which will help it detect
areas where it would need possible amendments and strengthen the control over the

compliance with the code.

4.2.2 Substantive criteria
These criteria are aimed at assessing the content of the code and checking to what extent

it complies with the data protection directives, what is its added value and how it addresses
consumers’ questions regarding the information privacy practices of online marketers. In
order to answer the last question, the concerns raised by the participants in the Facebook

survey were taken into account.

Compliance with the law
This is one of the two criteria which a code of conduct has to meet in order to get the
approval of the Article 29 Working Party. According to its opinion issued in support of

FEDMA'’s code, it is “is in accordance with the Directive and the national legislation in
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place” (Working Party 2003, p. 3). With regard to the Online Annex, the Article 29 Working
Party concludes that “some work needs to be done in order to bring it in line with Directives
95/46/EC and 2002/58/EC” (Working Party 2008, p. 9). It is to expect that FEDMA will
consider the Working Party’s comment and the final version of the annex will be adjusted to
better comply with statutory regulations.

Still, in order to identify the level of compliance with the law, it is necessary to see how
exactly the provisions of the directives are transposed into the code and its annex. For this
purpose, this subsection will analyse the way in which FEDMA’s self- and co-regulatory
documents address consumers’ concerns as raised by the participants in the Facebook survey,
namely:

e information that data is collected

e security measures by Internet companies

e period of data retention

e (data transfers to third parties

The Data Protection Directive requires that data controllers inform data subjects about
their identity and the purposes of processing at the time of collection of data. The same
provision is included in the code and the annex. Although the directives do not have special
provisions about data collected automatically, the ePrivacy Directive requires that the
stipulations of the Data Protection Directive shall refer to these practices as well. Thus, data
subjects should be informed when such tools are used, given the opportunity to refuse the
collection of data and explained what the consequences of a refusal could be (European
Parliament 1995). These requirements are included in the draft of FEDMA’s Online Annex
(FEDMA 2007). In addition, the documents prohibits data controllers to use information

collected via cookies to sell products or services to data subjects that have not expressed their

36



CEU eTD Collection

explicit interest in an offer, which is a clause that goes beyond the minimum requirements
stipulated in the legislative provisions.

Both directives have special terms regarding the security measures which data processors
have to implement with regard to the information they handle. The FEDMA code broadly
repeats the same provisions. In addition, it suggests companies to employ Privacy Enhancing
Technologies (PETs) and gives sector-specific examples for practices which businesses could
employ. The draft of the annex does not have a section dedicated to the issue. However, given
the possibilities to store data online, it would be reasonable to reiterate the importance of data
security by including a specific provision on the issue in the final version of the annex.

Regarding data retention, the Data Protection Directive requires that data should be: “kept
in a form which permits identification of data subjects for no longer than is necessary for the
purposes for which the data were collected or for which they are further processed”. The same
provision is repeated by the FEDMA code. However, neither the code, nor its Online Annex,
recommends a period of maximum data retention. In order to more effectively meet users’
concerns, explicit stipulation of this term should be provided. This is particularly important in
the case when a consent was generated after a single transaction between a company and a
consumer, which happened long time ago.

The Data Protection Directive requires data subjects “to be informed before personal data
are disclosed for the first time to third parties or used on their behalf for the purposes of direct
marketing, and to be expressly offered the right to object free of charge to such disclosures or
uses”. This provision is included in the code and its Online Annex. Thus, it is up to users
themselves to decide whether they will allow that their data is transferred.

The analysis of these provisions makes it possible to conclude that the code and its annex
duly follow the texts of the directives. Still, certain areas have been identified where

amendments are needed, particularly the implementation of security measures and the period

37



CEU eTD Collection

of data retention. Nevertheless, the two documents introduce a few requirements which go
beyond the text of the directives, which is the case with certain practices related to cookies.
Whether the self- and co-regulatory documents provide further added value, which would be a
sign for real willingness to protect consumers’ interests, will be discussed in the next

subsection.

Added value

This is the second criterion which a code of conduct has to meet in order to get the
approval of the Article 29 Working Party. In its assessment of the FEDMA code, the Article
29 Working Party finds out that it is “sufficiently focused and deals with a good number of
significant matters in the direct marketing sector”. These include: definitions, enumeration of
the possibilities to collect data, practices regarding specific sector issues (e.g. host mailings,
disclosure of lists), provisions on the protection of children, detailed elaboration on the right
to object the processing of data for direct marketing purposes (Working Party 2003). For
example, while the Data Protection Directive does not require specific measures to ensure that
children are adequately protected, the code stipulates that “Data Controllers should always
make every reasonable effort to ensure that the Child and/or the Parent are properly informed
about the purposes of the processing of the Child’s data”. Another prominent example of
added value is the recommendation that data controllers should deal with data subjects’
requests within 20 working days (FEDMA 2003, p. 14), a provision which is not included in
the legislation. A third example is the requirement that data processors should designate a
person within the organisation to deal with data protection issues. In addition, the code
includes examples which substantiate the provisions that are also considered as a
manifestation of added value, the representative of the Commission said (De Frutos Gomez

interview).
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The draft of the annex contains provisions related to the categories which the Article 29
Working Party identifies as manifestations of added value of the code. These include
definitions, enumeration of the possibilities to collect data online and specifications in what
cases this data can be used for marketing purposes, practices relevant for the sector (e.g.
online member-get-member campaigns, host mailings). It also introduces the requirement that
FEDMA members should elaborate privacy policies explaining users how their personal
information will be handled.

Following Article 29 Working Party’s recommendations, FEDMA has agreed to
introduced clauses on the protection of children in a revised version of the code, the official
from the organisation said (Brandau interview). Therefore, it is possible to conclude that the

code has added value as well.

Conclusions on substantive criteria

The code and its Online Annex largely comply with the substantive criteria for
effectiveness. However, in order to fully meet consumers’ concerns, it would be reasonable to
include provisions on security measures which data processors have to apply in the final
version of the annex, as well as stipulate the period of maximum data retention. This will

improve the texts so that they better address consumers’ interests.

4.2.3 Implementation criteria
These criteria are aimed at identifying to what extent the code is known by the industry

and consumers. This would make it possible to understand whether the standards it establishes
have the chance of being respected by the industry and if consumers would rely on it to

complain and have their problems resolved.
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Education of the industry with regard to the standards established by the code

FEDMA members should be well aware of the existence of the code and the standards it
establishes because compliance with the document is one of the requirements for membership
in the organisation (FEDMA 2004, p. 4). In addition, the association held a workshop on data
protection in 2007 and plans to continue with the practice in the future (FEDMA 2007c). The
organisation includes the topic in the agenda of events dedicated on the latest developments in
the sector (FEDMA 2007a). FEDMA does not forget to mention the code at public events at
which it takes part (FEDMA 2008b, p. 2). Therefore, the organisation is putting in efforts to

popularise the document among the industry.

Ease of access to the code

FEDMA'’s code is published on the organisation’s webpage and on the one of the
Commission, which means that it is easily accessible. What is more, most national DMAs
have their domestic codes available at their respective websites so that anybody who would be

interested to read them could do so.

Creation of public awareness

FEDMA does not make explicit efforts to popularise the code among the general audience
(Brandau interview, FEDMA 2008b, p. 3). However, considering the fact that the code is meant
to serve as a basis for the preparation of country self- and co-regulatory instruments by the
organisation’s national members, it would be more relevant to examine how each of them raises
the awareness of the public with regard to the code. Given the EU focus of the present work, this

issue could be addressed by further research.

Conclusions on implementation criteria
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FEDMA is complying with two out of the three criteria: education of the industry and ease
of access to the code. In terms of the third criterion, the awareness of the code among the general
audience, it is impossible to assess the compliance with it without examining the situation at a

country level, which could be the subject matter of further research.

4.2.4 Enforcement criteria
The purpose of these criteria is to identify how possible complaints based on clauses of

the code would be handled and what the consequences for those who have violated the good

practices would be.

Complaint mechanism

The existence of such mechanism is important for the sake of counteracting possible
infringers of the code. The code of FEDMA requires that national DMAs establish compliant
mechanisms in their country codes. In case FEDMA receives a compliant, which is related to
a problem at a country level, it forwards it to the respective national DMA, which should
resolve it (Brandau interview). FEDMA itself only deals with the resolution of cross-border
complaints (FEDMA 2003, p. 18). The body in charge of dealing with complaints is the Data
Protection Committee, which is composed of members of the national DMAs, a person within
FEDMA and three representatives of direct company members (FEDMA 2003, p. 18).
However, an independent element is missing from the complaint resolution body. Such would
ensure impartiality of the procedures and guarantee the objectivity of the decisions which
have been taken. Therefore, the inclusion of an independent agent should be considered as a

means of improving the effectiveness of the code in terms of this criterion.

Sanctions for non-compliance
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Sanctions are needed to ensure high level of compliance with the standards established by
the code. In the document, FEDMA envisages expelling the member which has violated the
rules from the structures of the organisation. Brandau from the association confirmed that this
has happened. FEDMA may also consider imposing “other sanctions”, including legal
actions, in case of violation of the rules (FEDMA 2003, p. 17). However, the organisation
does not impose fines for non-compliance, which could possibly be stronger incentives for
companies to follow the standards established in the code. Brandau commented that this
would be a measure difficult to enforce, considering the fact that companies have to pay
membership fees and being required to pay in addition could make them reconsider their
membership. Instead, he suggested that good image is a strong enough incentive. De Frutos
Gomez from the Commission agreed that the risk of bad image is the only enforceable
sanction in the case of organisations with a voluntary membership. Considering the fact that it
would be almost impossible and not enforceable to introduce monetary sanctions in a body
like FEDMA, it can be assumed that existing penalties are a good option to ensure the
effectiveness of the sanctions mechanism. Therefore, it is possible to conclude that they do

not have to be changed.

Conclusions on enforcement criteria

These findings show that FEDMA's practices meet the effectiveness criterion demanding
sanctions for non-compliance with the self- and co-regulatory rules introduced by an
organistaion. The other requirement, referring to the complaint mechanism in place, is not
fully addressed, since an independent element is missing from the body entitled to resolve
complaints. In addition, the organisation has to amend part of its practices to be able to fully
comply with the formal, substantive and implementation requirements for effectiveness. The

next section will make suggestions for improvement.
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4.3 Recommendations for improvement
Participants in the drafting process

Following its practice with the code and in order to ensure that consumers’ interests are
well represented in the Online Annex, the Article 29 Working Party should send the document
to BEUC for consultation. Then, the legitimate concerns raised by the organisatison should be

taken into account in the final version of the code.

Regular audit of the rules

FEDMA should start preparing annual reports about the implementation and enforcement
of the code both at European and country level. In this way, it will be able to monitor whether
the document’s provisions are implemented by its members and are adequate to solve the
problems emerging from the practices of direct marketers in general and online practitioners
in particular. Thus, the organisation will be capable of more precisely assessing the
effectiveness of the provisions it has elaborated, which would be a sign of real concern about
the proper functioning of existing self- and co-regulatory mechanisms. This will also help the
organisation solve the problem with being in a situation in which it does not comply with the
rules it has introduced itself.

The reporting mechanism should be organised in a vertical way: indirect corporate
members should be accountable to the national DMASs, which should report to FEDMA.
Direct corporate members should prove their compliance with the standards established by the
code directly to FEDMA. FEDMA should prepare and submit reports to the Article 29
Working Party, as established in its code. In addition, it should publish them on its webpage
for the sake of transparency and to prove its willingness to ensure high level of compliance

with the mechanisms it has established. This will make it possible to enforce the self- and co-
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regulatory instrument and guarantee it is really applied, and consumers’ interests, well

protected.

Security measures

In the final version of the annex, FEDMA should include special provisions requiring
direct and online marketers to introduce strict security measures regarding data stored in an
electronic format. It could even give concrete examples for such tools. In this way, it will
encourage its members to be more responsible towards the storage of data, which would
possibly reduce the risk of personal information losses, as well as the negative consequences

from it.

Period of data retention

Each company working online collects data for different purposes and therefore needs it
for varying periods of time. However, as the Facebook survey showed, people are concerned
about the length of the period for which companies keep their data. Therefore, the annex
should stipulate a maximum period of data retention, which would strike a balance between
the needs of direct marketers and the privacy of consumers. The period should vary with
regard to the intensity of the relationship of a consumer and a company. In order to balance
the interests of users and businesses, it would be reasonable that FEDMA stipulates a period
starting from the last date when the two parties were in contact. In order to identity the length

of the period, further research should be carried out.

Creation of public awareness
Since FEDMA'’s code is not intended to directly resolve the complaints of European

citizens, but is a benchmark for national DMAs in their efforts to elaborate country level self-
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and co-regulatory tools, it is the national codes which should be popularised among individuals.
Therefore, FEDMA should assist national DMAs in the efforts to raise the awareness about the

code at a country level and actively encourage citizens to use it as a conflict resolution tool.

Complaint mechanism

FEDMA should require that national DMAs include an independent element in the
complaint resolution body, called when a problem has to be solved. This would mean
“somebody who is not paid by the industry” (Knubben interview). Their role would be to
better represent consumers’ interest. In addition, FEDMA should include as independent
element in its Data Protection Committee every time when it has to deal with a complaint at a
cross-border level.

These amendments would address the weaknesses of current procedures and improve the
effectiveness of existing self- and co-regulatory practices. Those recommendations
concerning the substance and enforcement criteria could be implemented in the Online Annex
and be considered in future amendments of the code itself. If online marketers consider the
findings of this work, they will show real willingness to protect consumers’ interest, not just
desire to polish their images. In this way, self- and co-regulatory mechanisms will prove to be
effective way of addressing the enforcement problem of the data protection legislation in the

EU.
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Conclusion

Data protection is a policy area where there is a potential conflict between businesses and
individuals: while the former need personal information in order to carry out their activities,
the latter want their privacy, individualism and control over their lives. The conflict becomes
even more persistent with industries whose everyday operations depend on the processing of
accurate data, e.g. online marketing, and given the possibilities which technology offers to
gather, analyse and store information. In an attempt to strike a balance between the opposite
stances, policy makers have elaborated special data protection legislation. In the EU, it
includes the Data Protection Directive and the ePrivacy Directive. However, legislation can
only be effective if duly enforced and here is where policy makers have detected a problem.

This thesis has suggested self- and co-regulatory mechanisms as a possible solution to
this puzzle. The work has explained why these practices would be useful in the data
protection area and shown how they have been applied by the online marketing industry in the
EU. In order to find out whether these mechanisms really work, the thesis has analysed the
self- and co-regulatory tools of direct and online marketing practitioners in Europe, the
European Code of Practice for the Use of Personal Data in Direct Marketing and the draft of
its Online Annex. For this purpose, a set of criteria based on contributions by the different
stakeholders involved has been used.

The analysis has shown that the two documents and the standards they establish are good
at addressing consumers’ concerns with regard to online marketing practices. However, some
amendments are needed in order to better protect the interests of individuals. Nevertheless, at
this stage it is impossible to conclude whether self- and co-regulatory mechanisms are an
effective way to improve the enforcement of data protection legislation in the online

marketing field in Europe. Even if the recommended amendments are made, this will not be
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enough to ensure good enforcement. The reason for this is the lack of proper reporting
mechanisms. Thus, direct and indirect FEDMA members may claim they follow the standards
established by the code and its Online Annex but nobody makes sure this is true. In this way,
the enforcement problem of statutory legislation may be a problem of the self- and co-
regulatory instruments as well.

Therefore, the most urgent change which FEDMA has to make in line with its code of
conduct and the Online Annex is to introduce strict reporting mechanisms. This will make it
possible to assess whether self- and co-regulatory mechanisms are really an effective way of
improving the enforcement of data protection legislation in the online marketing sector. If
these practices are effective in this sector, they could be adopted by other businesses and in
other policy fields, thus ensuring the balance between the interests of individuals and
businesses. If not, other means have to be considered to guarantee there is a balance between
the interests of citizens and businesses with regard to data protection. This is the only way to
ensure that today’s world is not turning into the reality of 1984, where everything Winston
Smith does is known by the Big Brother, or The Trial, where Joseph K. has lost control over
the information about himself. Because both situations are detrimental to individualism and
heterogeneity, values which humanity highly appreciates and which has allowed it to reach its

current stage of development.
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Appendix 1

Facebook questionnaire

Are you concerned that Internet companies collect and store your personal
data (e.g. name, age, address, telephone number, bank card number)?

Very concerned

Fairly concerned

Not very concerned

Not at all concerned

In what occasions do you voluntarily reveal personal data to companies
online? (Multiple answers are possible)

To register for a free service (e.g. free email/ social network account)

To purchase a good/ service

To participate in a promotion/ game

Other (please, specify)

Are you aware that your personal data is sometimes collected without your
knowledge (e. g. when you visit a website they track where you go and what
you read)?

Yes

No

Is it important for you that Internet companies protect your personal data?
Very important

Fairly important

Not very important

Not at all important

Would you take any action if you understand that your personal data has
been lost or misused?

Yes

No

Do you consider it a problem if your data is kept and still available in 20
years?

Yes

No

Do you think it is a problem if a company to which you have given your
personal data transfers it to another company?

Yes

No
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8. Do you give Internet companies more data than the minimum required for a
certain service?

e Yes

e NoO

9. Are you aware of the existence of technologies limiting the collection of
personal data on the Internet (e.g. cookie filters)? Have you ever used any of
them?

e No, | have not heard about them

e Yes, | have heard about them, but | have never used them

e Yes, | have heard about them and | have already used them

10. Age
e Under 20
e 21-25

e 25-30

e 30-35

e Over35

11. Sex
e Male
e Female

12. Country
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