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Abstract 

The advent of the internet and the proliferation of new technologies have created 

exceptional opportunities for women, however, emerging technologies have also created new 

mediums through which women can be targeted for harassment, violence, and abuse. This thesis 

argues that technology facilitated violence against women (TFVAW) is violence, and that despite 

international legal obligations, the international community has not taken adequate steps to 

protect women in online spaces. The first chapter presents TFVAW as violence and outlines the 

relevant international law pertaining to the eradication of violence against women. Second, this 

thesis uses case study analysis to evaluate the Democratic Republic of the Congo, the Islamic 

Republic of Pakistan, and the Kingdom of Sweden on their legislative efforts to combat 

TFVAW. Finally, this thesis analyzes the efforts made in the cases selected and, using a new 

typology for forms of TFVAW, calls for an international declaration that violence facilitated by 

technology, in both its pure and hybrid forms, constitutes real and prosecutable violence. 
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Introduction 

For women across the world, the last half century has been a mix of incomparable 

progress and frustrating stagnation. The rights of women have been recognized at unparalleled 

rates; ending intimate partner violence (IPV) has risen to an international priority, and rape has 

been recognized both as an epidemic on college campuses and a crime against humanity when 

used as an act of war (ICTY 2011). In spite of widespread workplace harassment and abuse, 

women are entering the workforce and rising to top positions in for-profit and nonprofit sectors 

alike. Despite these advancements, the prevalence and scope of violence against women (VAW) 

is staggering. UN Women estimates that 35% of women worldwide have experienced physical or 

sexual violence in their lifetime (UN Women 2016). While sexual harassment and gender-based 

violence are experienced differently depending on the national and regional context, violence 

against women is always a symptom of a larger system of gender inequality and coercive control.  

Violence against women is not a new phenomenon. It took place for hundreds of years 

prior to its recognition by individual states and instruments of global governance. Despite the 

myriad of international legal obligations that states have to prevent, prosecute, and eliminate 

forms of discrimination against women, women continue to experience violence in a variety of 

distinct ways. New and emerging technologies have exacerbated some of these harms, providing 

new mediums through which women can be targeted for harassment, violence, and abuse. 

Technology facilitated violence against women (TFVAW) refers to an assortment of behaviors 

and actions where digital technologies are used to facilitate virtual or in-person harms and inflicts 

very tangible psychological, economic, and physical consequences that prevent women from 

engaging as equal members of society (Henry and Powell 2016, 195).  Violence facilitated by 

technology is not a separate form of inequality, but is rather an extension of a centuries-old 

tradition of (mainly) men using fear and violence to control women. 
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This thesis argues that TFVAW is violence against women, and that despite existing 

international legal obligations, states have not taken adequate steps to protect women in online 

spaces. The first chapter will provide a conceptual background and literature review explaining 

the roots of violence against women, existing international legal obligations, and the role 

technology plays in perpetuating VAW. The conceptual background develops the backbone for 

this thesis, arguing that technology facilitated violence against women is violence. The second 

chapter presents the case study analysis methodology and addresses the various limitations of 

this method. The third chapter evaluates existing legislative efforts taken to combat TFVAW in 

the Democratic Republic of the Congo, the Islamic Republic of Pakistan, and the Kingdom of 

Sweden. The fourth and final chapter analyzes the common trends identified in the cases 

selected and develops a new typology for legislating against TFVAW. This typology makes a 

clear distinction between hybrid and pure forms of TFVAW and will benefit policy-makers as 

they attempt to create truly comprehensive legislation to combat TFVAW. This thesis concludes 

by calling for an international declaration that violence facilitated by technology, in both its pure 

and hybrid forms, constitutes real and prosecutable violence. 
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Chapter 1: Literature Review and Conceptual Background  

 The literature review and conceptual background of this thesis work to build a bridge 

between two concepts. The first two sections provide insights into the roots of violence against 

women (VAW) and outline existing international law that compels states to act to eradicate 

VAW in all its forms. The final section argues that violence facilitated by technology is no less 

violent than if the abuse had taken place entirely in an offline environment. Perpetrators of 

TFVAW are not performing an alternate identity in cyberspace when they harass, stalk or 

threaten women, but rather use their own thoughts, beliefs, and feelings to carry out targeted 

attacks. This chapter concludes that given that TFVAW is violence, states have an international 

legal obligation to take positive measures to eliminate it. 

1.1 Violence Against Women: Identifying its Roots 

Violence against women encompasses a number of distinct acts from harassment, rape 

and intimate partner violence, to honor killings and feminicides. What all of these acts have in 

common, however, is that they are the result of societally reinforced gender norms that 

undergird a system of gender inequality. Feminist scholars, Dobash and Dobash, argue that 

VAW is both a symptom of gender inequality and a tool for female subordination (Dobash and 

Dobash 1992, 2). Gender norms are historically rooted in the concept of the public-private 

divide. As noted by Elizabeth Schneider in her 1994 article “The Violence of Privacy”, the 

female identity revolves around her role in the “private” or domestic sphere, whereas the male 

identity is created through his actions in the “public” domain (Schneider 1994, 36). These 

separate spheres have been instrumental to the construction of gender norms and were used for 

generations to provide justification for the absence of state intervention in family disputes 

(Schneider 1994, 36). Legal systems, particularly in the United States and Europe, avoided 

intervention in family affairs, claiming their lack of jurisdiction over “private” matters. Supported 
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by government indifference, the use of violence by men in intimate partner relationships was a 

perfectly acceptable performance of one’s role as head of the household.  

The long established gender hierarchy relegated women to the private sphere, allowing 

the State to ignore, and thereby implicitly condone, the use of violence by men in intimate 

partner relationships (Bustelo et al. 2007, 144). In open defiance of the familial black box, 

however, the State maintained its authority to legislate and intervene in other elements of familial 

life, namely with regard to family planning and abortions (Schneider 1994, 38). The selective use 

of the “private” sphere restriction by the State was, in practice, a convenient tool for maintaining 

female subordination in society.  

Violence against women is universal; it is not bound to one nationality, class, education, 

or race (Engle 2009, 1). Gendered violence creates a common social dependency that can be 

seen both within a family unit and as a part of the broader societal landscape (Engle 2009, 1). 

While global prevalence of violence against women is alarmingly high, there is no doubt that 

certain population’s experience violence at sharply different rates and in starkly different 

fashions. Even within the same national context women with intersecting identities, e.g. women 

of color, LGBTQI+1 women, and women with disabilities, experience violence differently 

(Crenshaw 1989, 152).  The concept of intersectionality, coined by Kimberle Crenshaw in 1991, 

asserts that women with intersecting identities experience discrimination in a manner that is 

synergistic rather than additive. This means that one does not experience sexism and racism 

separately, but rather the combination of these two identities creates a distinct and amplified 

form of discrimination (Crenshaw 1989, 152).   

A growing body of feminist literature, championed by Michael P. Johnson, posits that 

there are four main forms of IPV, intimate terrorism, violent resistance, situational couple 

violence, and mutual violent control (Johnson 2008, 25). The most severe form of IPV, as 

described by Johnson, is intimate terrorism. The majority of women who are forced to leave 

                                                 
1LGBTQI+ - Lesbian, Gay, Bisexual, Transgender, Queer, Intersex, other identities and orientations  
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their homes and seek refuge in shelters fall within this category (Johnson 2008, 6). Intimate 

terrorism is embedded in a larger concept of coercive control, which utilizes fear and violence, 

among other tactics, to maintain tight control over women’s lives (Leone, Johnson, and Cohan 

2007, 427).  

Intimate terrorism, while perhaps rooted in patriarchal views of gender norms and 

societal acceptance of violence against women, puts control and fear at the center of the 

interpersonal dynamic.  While the term intimate terrorism tends to be used within the context of 

an intimate partnership, the concept of coercive control can be extrapolated outward to apply to 

societal patterns of violence against women. Using this framework, violence against women is 

not the result of a specific violation of traditional gender roles, but is rather men’s use of threats 

and violence as a way to maintain control over women more generally (Johnson 2008, 26). Male 

supremacists, a category of men that is heavily represented on digital platforms, cling to tactics of 

coercive control in an attempt to push women out of areas of public discourse (Chokshi 2018).  

1.2 Combating Violence against Women: International Law and State obligations   

It took women’s rights activists from all over the world decades to convince institutions 

of global governance that violence against women is a human rights issue rather than a private 

family matter. In 1992, the United Nations Committee on the Elimination of All Forms of Discrimination 

Against Women (CEDAW) affirmed in General Recommendation 19 that violence against women 

is a form of discrimination (CEDAW 1992).  Recommendation 19 defines gender-based violence 

as “violence that is directed against a woman because she is a woman or that affects women 

disproportionately” and notes that this violence “seriously inhibits women’s ability to enjoy 

rights and freedoms on a basis of equality with men” (CEDAW 1992). 

One year later, in 1993, the UN Declaration on the Elimination of Violence Against Women 

declared that “violence against women constitutes a violation of the rights and fundamental 

freedoms of women”, and acknowledges the root of this violence as “a manifestation of 
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historically unequal power relations between men and women” (UNGA 1993). The Declaration 

further calls on states to eliminate violence against women in all its forms (UNGA 1993). Later 

that same year the Vienna Declaration and Programme of Action adopted by the World Conference on 

Human Rights recognized the eradication of both private and public forms of violence against 

women as a human rights obligation (World Conference on Human Rights 1993). In 1994, the 

Commission on Human Rights appointed a Special Rapporteur on Violence Against Women, its 

Causes and Consequences, and in 1995 the UN Conference on Women, hosted in Beijing, 

promoted violence against women as a critical area of concern (OHCHR 2014). 

A principle of positive state obligations to prevent, prosecute, and punish violence 

against women had been established by 1995, and various regional and international bodies took 

this obligation seriously. Despite international legal obligations binding many states, ensuring 

compliance became a prominent issue. Feminist scholars continue to highlight the perpetuation 

of violence against women in weak states where the government is unable or unwilling to protect 

women within its borders (Bustelo et al. 2007, 145).  

This “Failing State” frame was underlined in a 2001 decision by the Inter-American 

Commission on Human Rights in the case of Maria da Penha v. Brazil (Maria da Penha v. Brazil 

2001). The Commission found that “the failure [of Brazil] to prosecute and convict the 

perpetrator of [intimate partner violence]...is an indication that the State condones the violence” 

(Maria da Penha v. Brazil 2001). This case was a turning point for state responsibility; culpability 

for violence against women was no longer isolated to individual perpetrators. States that 

knowingly allow violent acts to occur, or fail to combat conditions that perpetuate such violence, 

will be held accountable. In furtherance of this obligation, in 2017 the CEDAW Committee 

published General Recommendation 35, asserting that “the prohibition of gender-based violence 

against women has evolved into a principle of customary international law”, and is legally 

binding for all states regardless of their ratification of international treaties (CEDAW 2017).  
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1.3 Technology Facilitated Violence: the Dissolution of a Feminist Internet 

The 1990s brought forth a wave of techno-utopian thinkers who coined themselves 

cyberfeminists (Evans 2014). Cyberfeminists saw emerging technologies, namely the internet, as 

opportunities to break down barriers and create a digital realm void of inequality. These women 

were fully aware that the culture emanating from digital spaces would likely reflect the same 

gendered power dynamics as the offline world, but they hoped the internet could be a new tool 

to challenge inequality and a place for global female collaboration (Evans 2014). The modern day 

internet is a miraculous space for people of all genders, sexualities, races, and religions to 

communicate, voice their opinions, network and make money, however it is far from the 

inclusive utopia of which the cyberfeminists dreamed. Much to the chagrin of the techno-

utopian movement, the internet has evolved into a medium that perpetuates existing sexism and 

often amplifies it under the guise of anonymous free speech (Filipovic 2007, 297).  

A new form of violence against women, one that is again deeply entrenched in traditional 

gender roles and elements of coercive control, has blossomed and flourished in online spaces 

where perpetrators can hide behind masks of anonymity. Technology facilitated violence against 

women is an umbrella description for many of the different forms of abuse women experience 

while interacting with emerging technologies. Cyberviolence manifests itself in many ways; 

common forms include hacking, impersonation, stalking and surveillance, harassment, 

recruitment of women and girls for exploitation, as well as malicious distribution of images and 

videos without the consent of one or more of the parties involved (Henry and Powell 2016, 196). 

Women are specifically targeted for these forms of violence because they are women, and they 

face serious economic, psychological, and physical consequences as a result (Deibert et al. 2017, 

2).  

As is true with many forms of sexual violence and harassment offline, women face 

technology facilitated violence at disproportionate rates to men. United States volunteer 

organization Working to Halt Online Abuse found that roughly three quarters of U.S. victims of 
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cyberstalking and harassment are women (Hess 2014). The Guardian conducted an analysis in 

2016 that reviewed 70 million of the comments posted on its articles and message boards, 

isolating the ones that were blocked or removed for being “abusive or disruptive” (Jane 2017, 

46). Of the authors who received the most threats and abusive remarks, 80% were women (Jane 

2017, 47). In 2017, Amnesty International conducted a survey of women in eight countries: the 

United States of America, the United Kingdom, Spain, New Zealand, Italy, Poland, Sweden and 

Denmark (Amnesty International 2017). The report found that not only are women targeted 

more often than men for online abuse, women who have experienced technology facilitated 

violence make up one fourth of all women on the internet (Amnesty International 2017).  

Women who are targeted by technology facilitated violence are often perceived as 

experiencing a mere inconvenience, or a form of abuse that is somehow less real than offline 

violence. Markos Moulitsas, the owner of progressive blog Daily Kos argued in 2007 that women 

who complain about TFVAW are overreacting, that “if [women] can’t handle a little heat in their 

email inbox, then really, they should try another line of work” (Filipovic 2007, 301). In the same 

vein, there are constant efforts made to undermine women who speak out against TFVAW. 

Examples of these kinds of remarks include “women who put their pictures online cannot 

complain when they are harassed”, “women should be grateful for the positive attention”, 

“women who speak out just want attention”, and “the women who object to having their privacy 

violated are trying to shut down First Amendment Rights” (Filipovic 2007, 297). Women who 

report threats to police are frequently met with “boys will be boys”, “It’s no big deal. It’s just 

online talk. Nobody’s coming to get you”, or the all too common “go home [and] turn off your 

computer” (Citron 2014, 88) Women who experience TFVAW are certainly not overreacting, 

and they are definitely not asking for it.  

While it is true that men are also victims of online abuse, the attacks directed at men tend 

to be specifically related to their behavior, political views, or beliefs. Women, however, are 

constantly the focus of comments of a sexual or violent nature. Journalist Amanda Hess 
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documented examples of the kind of hate speech that is directed towards women online: “Happy 

to say we live in the same state. I’m looking you up, and when I find you, im going to rape you 

and remove your head”, “i hope someone slits your throat and cums down your gob”, “I just 

want to rape her with a traffic cone”, all of which are representative of similar remarks directed 

at women on a daily basis (Hess 2014). This constant barrage of disgusting and aggressive 

language not only has the potential to frighten women, but also to undermine their feeling of 

belonging in areas of public discourse. Feminist author, Jill Filipovic concludes in her article 

“Blogging While Female: How Internet Misogyny Parallels ‘Real-World’ Harassment” that online 

harassment is intended to remind women that despite their accomplishments or qualifications 

their “primary purpose is decorative” (Filipovic 2007, 303). Not only are women not worth 

listening to, but women who engage in online spaces will be punished (Filipovic 2007, 303).  

Technology facilitated violence against women can have extreme psychological 

consequences for victims of abuse. The same Amnesty International survey that determined one 

out of every four women online experiences cyberviolence, noted that 66% of women polled 

stated feeling apprehension when thinking about using the internet as a result of online 

harassment (Amnesty International 2017). Of those who had experienced abuse, 32% reported 

that they changed the way they express themselves online because of cyberviolence (Amnesty 

International 2017). Feminist scholar, Emma A. Jane, corroborates this finding in her article 

“Feminist flight and fight responses to gendered cyberhate”, where she notes that restricting 

internet use and one’s engagement with technology is a common response by women who 

experience cyberviolence (Jane 2017, 50). While not every woman responds to cyberattacks by 

altering their online expression, one thing is clear: technology facilitated violence is having a 

silencing effect on women in aggregate.  

In addition to the above-mentioned psychological effects, TFVAW can result in serious 

economic consequences for women as well (Hess 2014; Filipovic 2007; Jane 2017; Citron 2014). 

Direct costs to women include job loss and irreversible damage to one’s professional reputation. 
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Danielle Citron documents in her book Hate Crimes in Cyberspace stories of women who suffer 

periods of unemployment after particularly bad instances of cyber-harassment and cyberstalking 

(Citron 2014, 3). One woman was targeted by anonymous internet trolls who posted false 

accusations about past sexual misconduct, irresponsible financial management, and violent 

tendencies (Citron 2014, 3). Still others had their phone numbers and home addresses leaked 

online alongside fake advertisements for sexual acts, or disparaging emails sent to their 

employers (Citron 2014, 3). Legal fees to prosecute perpetrators and counseling fees to address 

the psychological effects of abuse can add up to thousands of dollars.  

Women also face considerable opportunity costs because of online abuse. Lower 

productivity as a result of wading through abusive emails and comments, as well as a loss of 

billable hours spent communicating with police, lawyers, or mental health professionals. Finally, 

and perhaps the least discussed consequence is the missing market of women, who, due to fear, 

exhaustion or spent emotional capital, refuse to engage with the internet as a form of 

professional or personal development (Jane 2017, 50).  

The physical side effects of TFVAW are the most frequently discussed. Cyberviolence is 

not isolated to the digital realm, it often takes a hybrid form and manifests into physical 

presentations of violence. Whether this is an online threat of death or sexual assault that is 

actualized, or the use of a global positioning system (GPS) tracker to stalk an ex-partner, women 

who engage with emerging technologies are at risk of far more than a nastily worded email. 

Given that many threats of sexual and physical violence are made from anonymous users, it is 

almost impossible to know if the post is coming from across the world, down the street, or the 

man sitting in the neighboring cubicle.   

In 2012, Michael A. Johnson created numerous fake online profiles and ads 

impersonating his ex-wife. One ad, titled “Rape Me and My Daughters” posted alongside his ex-

wife’s address, combined with other ads soliciting sex, caused 50 strangers to show up at her 

home (Jane 2017, 47). One man tried to break in, and another attempted to undress her 
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daughter. Johnson was convicted of stalking, and sent to prison, however these types of 

incidents represent the terrifying hybrid threat that digital technologies pose to women. 

Emerging technologies also pose a threat from women already experiencing intimate partner 

violence or intimate terrorism more specifically. The rise of new mobile applications that track a 

user’s location or replicate one’s screen on another device provide ample opportunities for men 

to maintain coercive control over the lives of their partners.  

Table 1 below discusses six forms of technology facilitated violence against women and 

gives examples of ways in which they are experienced. This list was formed and adapted in part 

from existing empirical research (Henry and Powell 2016) to create an extensive categorical 

understanding of technology facilitated VAW. Given the extraordinarily diverse manner in which 

women experience abuse through emerging technologies, Table 1 is unlikely to be exhaustive. 

What is certain, however, is that all the acts listed below are forms of violence. 
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Table 1: Forms of Technology Facilitated Violence Against Women2  

Category Definition Examples 

Technology facilitated 
harassment 

Unwelcome verbal and visual comments and 
remarks that insult, degrade, harm or distress 
the recipient. Technology facilitated 
harassment takes place via a number of 
mediums: chat rooms, forums, through email 
or social media, messaging applications etc.  

Hate speech, unwanted sexual 
attention/comments/remarks, 
online sexual coercion, virtual 
rape, online sexual solicitation, 
false accusations, reputation 
harming lies/comments 

Technology facilitated 
stalking and 
surveillance 

The use of technology to monitor or surveil a 
person without their consent or to facilitate 
behaviors that are unwanted, repetitive, 
intrusive, threatening, and harassing. These 
actions cause fear for one’s safety or of bodily 
harm and can be perpetrated by a lone 
individual or a mob. 

Surveillance, tracking, threats of: 
sexual violence, assault, or 
murder. 

Image based sexual 
exploitation 

The sharing of sexually explicit images or 
videos without the consent of the individuals 
represented within. Additionally, the sending 
of sexually explicit images without the consent 
of the individual receiving the image. 

Revenge porn, non-consensual 
sexting 

Technology facilitated 
physical offenses 

The use of technology to lure individuals into 
violent situations, or to identify their location 
for the same ends.  

Assault, rape, 
recruitment/trafficking, 
murder/honor crimes 

Technology facilitated 
identity exploitation 

The use of technology to gain illegal or 
unauthorized access to systems or resources 
for the purpose of acquiring, altering, or 
modifying personal information; to assume the 
identity of an individual; or to release personal 
information about an individual without their 
consent. 

Hacking, doxxing, 
impersonation, social 
engineering  

Intragroup hate speech 
and incitement 

Online groups that perpetuate harmful gender 
expectations and encourage the use of 
violence against women (online and offline). 

Incels, male supremacy  groups 

 

 

 

 

 

 

                                                 
2
 Note: Concepts in Table 1 were adapted from Nicola Henry and Anastasia Powell’s 2016 article “Technology-

Facilitated Sexual Violence: A Literature Review of Empirical Research” (Henry and Powell 2016) 
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Violence against women is an old phenomenon that has been used for centuries to 

control women through fear and violence. This intimate terrorism spreads beyond intimate 

partner relationships and represents a broader challenge to women’s engagement as equal 

members of society. With the advent of the internet and emerging technologies, men from all 

over the world can use fear and threats of violence as a mechanism to coerce and control women 

in an attempt to force them out of spaces of public discourse. Forms of technology facilitated 

violence disproportionately harm women, are directed at women because they are women, and 

have real psychological, economic, and physical consequences. Given that TFVAW clearly fits 

within the parameters of violence against women as described by CEDAW in 1992, the 

eradication of this violence is a human rights obligation assigned to states, with roots in 

international law. After explaining the selected methodology, the remainder of this thesis is 

devoted to evaluating three case studies, the Democratic Republic of the Congo, the Islamic 

Republic of Pakistan, and the Kingdom of Sweden, to identify the barriers to eliminating 

TFVAW globally.  
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Chapter 2: Methodology and Limitations 

This thesis utilizes three case studies to provide a global perspective on the range of 

legislative efforts states have taken to prevent and prosecute technology facilitated violence 

against women. The aim of this case study analysis is to answer the research question: why are 

states failing to uphold their international legal obligations to combat TFVAW? The three case 

studies were selected due to their diverse nature: the Democratic Republic of the Congo (DRC), 

the Islamic Republic of Pakistan, and the Kingdom of Sweden. Case studies, rather than surveys 

or interviews, were chosen to fill an existing gap in research. Various international organizations 

and research institutions have published research regarding the various types of TFVAW, 

including the European Union (European Institute for Gender Equality 2017b), Amnesty 

International (Amnesty International 2017), and Citizen Lab (Deibert et al. 2017). Furthermore, 

journalists and advocacy organizations alike have reported extensively on individual stories of 

online harassment, stalking and hate speech (Nagarajan 2016; Amnesty International 2017; Hess 

2014; Filipovic 2007; Citron 2014; Jane 2017).  

In addition to studying the types and forms of abuse, some small-scale attempts have 

been made to establish the prevalence of various forms of online abuse by conducting surveys in 

selected countries (Amnesty International 2017; European Institute for Gender Equality 2017b; 

Digital Rights Foundation 2017a). While the aforementioned studies are crucial to increasing 

global understanding of the magnitude of the problem of technology facilitated violence, more 

data is desperately needed. Unfortunately, a global survey, or even single country survey that 

holds up to scientific standards is beyond the scope of this thesis. This thesis, therefore, while 

acknowledging existing contributions to the field, seeks to evaluate the actions taken by states to 

combat TFVAW and explain some key barriers to upholding their international legal obligations. 

Reporting the existence of the problem is of paramount importance, however evaluating global 

efforts is crucial to identifying next steps in policy response and understanding existing gaps in 
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legislation.  

By employing a diverse case-selection strategy, this thesis seeks to provide a 

representative analysis of global efforts to combat technology facilitated violence against women 

(Gerring 2008, 650). In pursuance of a diverse and representative analysis, this thesis selected 

two extreme values that represent the high and low levels of legislative efforts to combat 

TFVAW, as well as one mid-level value, that represents a breakpoint along the continuum 

(Gerring 2008, 651). While this thesis seeks to collect data on a diverse range of case studies, the 

wide array of input factors limits this analysis from attempting to develop a universal causal 

claim. Instead, this thesis aims to establish a robust overview of the threats facing women online 

and to evaluate the larger global effort to uphold international law and to protect women using 

emerging technologies. The cases will be evaluated based on the prevalence, relevance, and 

effectiveness of legislative efforts to combat TFVAW where they exist.  

The limitations of the diverse case approach are rooted in the general lack of 

comprehensive global data on rates of TFVAW. As such, it is impossible to accurately select 

cases that are perfectly dispersed along the continuum of either prevalence of online violence or 

the success of legislative efforts. The cases selected for in-depth analysis were done with the goal 

of representing the full variation of global country contexts and achieving a minimal level of 

representativeness. However, due to the lack of global data the three selected cases may not 

perfectly reflect the exact distribution present in the wider population (Gerring 2008, 647).  

A final limitation of the case study methodology is the lack of data and general 

information relating to technology facilitated violence against women in the Democratic 

Republic of the Congo specifically. While compiling research for the DRC proved to be quite 

challenging, the lack of information serves to underline the importance of including the DRC in 

this thesis. The DRC, a country with considerable gender equality and abuse problems, has taken 

no steps towards documenting or eliminating TFVAW. This case study represents numerous 

other countries around the world, where the problem of TFVAW, though prominent, is poorly 
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documented and not treated as a priority.    
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Chapter 3: Case Studies 

The three countries selected for evaluation were chosen using diverse case-selection 

strategy (Gerring 2008, 650). As part of the analysis, each case will be reviewed concerning the 

prevalence of TFVAW, the relevance of the existing legislative efforts to combat TFVAW, and 

the effectiveness of those efforts where they exist. The cases were not selected irrespective of 

their relationship with offline violence against women, but rather due to their location on a 

spectrum of diverse attempts made to combat TFVAW, which incorporates offline efforts. The 

range starts with the Democratic Republic of the Congo, which has passed no legislation 

pertaining to TFVAW, to the Islamic Republic of Pakistan, which has numerous laws with 

inconsistent implementation (Bytes for All 2014, 5), and finally to the Kingdom of Sweden, 

which uses existing laws to varying degrees of success (NCCP 2015, 16). Upon completion of 

the evaluation, the Analysis portion of this thesis will discuss common challenges and what the 

shortcomings mean for the larger global system to combat TFVAW. 

3.1 The Democratic Republic of the Congo  

3.1.1 Prevalence of TFVAW 

It is impossible to evaluate the Democratic Republic of the Congo (DRC) regarding 

technology facilitated violence against women without first addressing the egregious level of 

violence against women offline that takes place within the country. The DRC has repeatedly 

found itself ranked among the world’s most dangerous countries in which to be a woman, due in 

no small part to the ongoing intrastate conflict that has been marred by exorbitant rates of sexual 

and gender based violence (United Kingdom Home Office 2017, 15). A study conducted in 2011 

by the American Journal of Public Health found that over a twelve-month period in the DRC, 48 

women were raped every hour (Peterman, Palermo, and Bredenkamp 2011, 1064).  

To date, there is no nation-wide data on the prevalence of technology facilitated violence 

against women in the DRC, however interviews conducted by NGO, Take Back the Tech, show 
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that problems with digital surveillance and malicious distribution of images and videos are 

becoming more prominent (APC 2016, 5). Take Back the Tech interviewed 40 victims of 

TFVAW and noted several key themes regarding the violence they reported. Of the anecdotal 

evidence collected, Take Back the Tech found that 25% of women indicated that their partners 

monitor mobile text messages and incoming calls on their devices (Fascendini and Fialova 2011, 

23). Due to the greater access to technology experienced by men in the DRC, male partners 

often open SIM cards or email addresses on behalf of their spouse or partner. In several 

instances of intimate partner violence, men repeatedly assaulted, and in one case killed, their 

female partners after reading messages or viewing call logs on their devices (Fascendini and 

Fialova 2011, 23).  

A second trend in the TFVAW observed by Take Back the Tech was the use of email 

account control in intimate partner violence, which was present in some form in 15% of the 

cases documented (Fascendini and Fialova 2011, 23). In these cases, men maintained the 

password details for their partners’ accounts without their knowledge or consent and monitored 

their activity (Fascendini and Fialova 2011, 23). A third form of violence observed was image-

based exploitation, including the distribution of both nude images, and videos of a sexual nature, 

without the consent of their partners. This accounted for 17.5% of the TFVAW documented by 

Take Back the Tech (Fascendini and Fialova 2011, 25). Finally, some women, particularly those 

who were more politically engaged, also faced harassment over blogs and message forums. The 

blog on which most women reported receiving hate speech was hosted in France, outside the 

jurisdiction of Congolese law enforcement (Nyst 2014, 5). These global cases of online 

harassment illustrate the challenges of tackling issues on the internet. 

The 40 women interviewed by Take Back the Tech were victims of an array of violent 

acts facilitated by technology. Some instances resulted in severe physical abuse, while others 

suffered psychological and economic harms from violations to their freedom and dignity. A 

number of women reported a mixture of the three. All of these women, however, struggled to 
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find legal recourse, due to the lack of recognition of TFVAW as violence and the preferential 

treatment awarded to men in marital relationships. These concerns will be discussed in the 

following subsections of this case study. 

While Take Back the Tech provided a thorough introduction to TFVAW in the 

Democratic Republic of the Congo, there was a general lack of empirical evidence for this case 

study. The dearth of empirical data on TFVAW in the DRC is particularly telling of the attitude 

towards TFVAW within the country. The alarming level of VAW in the DRC, combined with 

the personal stories compiled by Take Back the Tech, seem to indicate that technology does 

indeed facilitate violence against women in the DRC. Unfortunately, however, the government 

has yet to acknowledge TFVAW as a significant problem worthy of legislative action. The DRC 

is not alone in its lack of data regarding TFVAW. This case study aptly represents a number of 

similar contexts globally, where women clearly experience TFVAW, but do not receive 

protection from any formal legal institutions.   

3.1.2 Relevance of Existing Laws 

There are no distinct laws in the DRC that provide women with protection from 

technology facilitated violence, in fact the number of laws directed towards eliminating gender-

based violence in general are few and far between. The 2006 Constitution declares in Article 14 

that “The public authorities shall ensure the elimination of all forms of discrimination against 

women and guarantee the protection of women’s rights” and in Article 15 that “sexual violence 

committed against any person in order to destabilize or to break up a family or to bring about 

the disappearance of an entire people shall constitute a crime against humanity and be punishable 

under the law” (Art. 14&15 Const.DRC).  

In addition to its constitutional provisions, the DRC amended its Penal Code (No. 

06/018) and Penal Procedure Code (No. 06/019) in 2006, both of which criminalize and provide 

prosecutorial procedure for various forms of sexual violence, including rape, sexual slavery, 

sexual harassment, forced pregnancy, forced marriage, sexual mutilation, the deliberate 
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transmission of sexually transmitted diseases among other acts (United Kingdom Home Office 

2017, 12; DRC Penal Code 2006, §06/018, §06/019). However, the DRC does not have any 

legislation that specifically recognizes intimate partner violence, or provides any legal recourse 

for such acts should they occur (United Kingdom Home Office 2017, 7). Furthermore, the DRC 

Family Code also recognizes men as the head of the household, requiring women to obey them, 

making prosecuting intimate partner abuse, technology facilitated or otherwise, exceedingly 

difficult (Family Code 1987, §444).   

3.1.3 Effectiveness of the Existing Legal Framework 

The existing laws that were written to combat violence against women in the DRC have 

not proven to be particularly effective, and they have been exceedingly poor at eliminating 

technology facilitated abuse. Given that the laws against gendered violence do not take emerging 

technologies into consideration, women who are abused in this manner are facing an uphill battle 

if they attempt to prosecute their abuser, particularly if the identity of the perpetrator is 

unknown, or if the perpetrator does not live in the same region as the victim. If the DRC had a 

growing societal acceptance or existing legal precedent for using laws pertaining to offline 

harassment and assault in the context of technology-facilitated abuse, the lack of specific laws 

may be less problematic. However, given the legally reinforced gender hierarchy, prosecuting 

TFVAW is fraught with challenges.  

While bringing a criminal case against a digital abuser in the DRC is exceedingly difficult, 

there are options for women to pursue civil claims against perpetrators of TFVAW in an attempt 

to gain financial compensation for the harms inflicted. The DRC Penal Code has a statute that 

states, “Any person who causes harm to another is obligated to provide reparation for the act” 

(APC 2016, 6). Unfortunately, the onus for proving “harm” falls on the victim. In order to 

provide a solid argument that the consequences of online abuse are tangible and concrete, 

victims must frequently pay an attorney to argue their case before the judge, a step that requires 

significant capital.  The average annual income for an individual in the DRC is 400 USD, 
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however a study conducted by Congolese NGO Si Jeunesse Savait, indicates that the cost of 

undertaking a criminal proceeding is around 1920 USD (APC 2016, 7). This is a serious 

impediment for pressing charges in any circumstance; however, women have a distinctly difficult 

time prosecuting men in a legal context where men are given preferential treatment. 

3.2 The Islamic Republic of Pakistan  

3.2.1 Prevalence of TFVAW 

Violence against women in Pakistan is a chronic societal problem that seeps into all 

social spheres. Rooted in deeply entrenched societal gender norms, women in Pakistan 

experience intimate partner violence, sexual abuse, harassment, acid attacks, forced marriages 

and honor killings, among other forms of violence, at extremely high rates (United Kingdom 

Home Office 2016, 5). While underreporting remains a significant challenge to accurate analysis, 

over 10,000 cases of violence against women were reported in 2014 (United Kingdom Home 

Office 2016, 6). Over the course of 2014, four women were raped per day, 1,000 honor killings 

took place, and 232 incidents of acid attacks against women were reported (United Kingdom 

Home Office 2016, 6). Additional reports indicate that 85% of women experience intimate 

partner violence including physical, sexual, or psychological violence (United Kingdom Home 

Office 2016, 23).  

According to the harassment helpline operated by the Digital Rights Foundation, a 

Pakistani NGO that engages with human rights and digital governance, cyber-harassment in 

Pakistan is overwhelming experienced by women (Digital Rights Foundation 2017b, 3). A 2017 

report, “Measuring Pakistani Women’s Experiences of Online Violence”, found that 40% of 

female participants acknowledged having been stalked or harassed using messaging apps (Digital 

Rights Foundation 2017a, 36). Existing estimates on the prevalence of TFVAW are instrumental 

to understanding the magnitude of the problem in Pakistan; however, more data is needed to put 
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together a full picture. Much of what is known about technology facilitated violence in the 

country has been gathered from individual case studies.  

In the past decade there have been several high profile cases of honor killings in 

Pakistan. These murders were perpetrated as a direct result of women’s online presence or 

engagement with emerging technologies. In the 2010 Kohistan case, a video clip of four young 

Pakistani women laughing and dancing in the presence of three men was shared online, resulting 

in the honor killing of all four women. The community elders claimed that the women had 

brought dishonor to their families (Digital Rights Foundation 2017a, 5). In 2015, Pakistani 

activist Sabeen Mahmud took to the internet to promote emerging technologies as tools for 

mobilization against gender based violence. Mahmud received repeated threats of sexual assault 

and death as a result of her continued activism. In April 2015 she was fatally shot while driving 

home from a conference (de Pencier 2017). In 2016, social-media star, Qandeel Baloch was 

murdered by her brother Waseem Azeem. In a statement justifying his actions he explained that 

by Baloch was “bringing dishonor to the family” with her actions online (Khan 2016).  

These instances of technology facilitated honor killings are very powerful declarations 

that women are not allowed to participate in online discourse in Pakistan. In both cases, the 

internet served a dual function, as both the location of the women’s public engagement, as well 

as a platform for the incitement of violence. While the victims in these cases were not killed by 

mobs, numerous threats and statements were made encouraging the initiation of violent acts 

against them prior to their deaths.  

3.2.2 Relevance of Existing Laws 

Pakistan, unlike the Democratic Republic of the Congo, has numerous laws that overlap 

and engage with the concept of technology facilitated violence against women. The existing laws 

have taken aim at cyberviolence from different angles, some of which target electronic crimes 

directly, while others aim to absorb online acts into offline laws. Both forms have had varying 

degrees of success. The most powerful law on the books in Pakistan is the Prevention of Electronic 
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Crimes Act (PECA) of 2016, however its predecessors made attempts to provide recourse to 

general forms of cyberviolence as well (The Prevention of Electronic Crimes Act 2016). 

Prior to PECA, a number of older laws were applied to combat forms of cyber-

harassment in Pakistan. Sections 509 and 499 of the Pakistan Penal Code address harassment and 

defamation respectively, and were written in a sufficiently broad manner to be applied to actions 

that take place online (Digital Rights Foundation 2017b, 6; Pakistan Penal Code 1860, §499, §509). 

Even further back in Pakistan’s legislative history is the 1885 Telegraph Act which monitors 

harassment communicated by any “apparatus, equipment or plant used for transmitting, 

emitting, making or receiving signs, signals writing, speech, sound or intelligence of any nature”, 

mandating a sentence of imprisonment up to three years or an equal fine (Bytes for All 2013, 3; 

The Telegraph Act 1885, §3.1). While the Telegraph Act may claim to cover some aspects of 

electronic communication, it is severely outdated and has not been adapted to fit the nuanced 

nature of cyberviolence.  

For cases of technology facilitated violence that took place prior to 2016, Pakistani 

citizens can make use of the 2002 Electronic Transactions Ordinance (ETO) which promulgated the 

crimes of “violation of privacy of information” and “damage to information system[s]” (Bytes 

for All 2013, 5; Electronic Transactions Ordinance 2002, §36, §37). Under the ETO individuals can be 

sentenced to a term of up to seven years or a fine not exceeding one million rupees (roughly 

8,500 USD) , or both (Electronic Transactions Ordinance 2002, §37.3). The ETO was originally 

written to facilitate electronic transactions and generally bolster Pakistan’s e-commerce, however 

its 2007 counterpart the Electronic Crimes Ordinance further outlined crimes such as illegal data 

access, data damage, electronic fraud and forgery, spamming, spoofing, cyberstalking and cyber-

terrorism, among others (Electronic Crimes Ordinance 2007). Criticized as a tool to stamp out 

political opposition, the Electronic Crimes Ordinance lapsed in 2009; under the ordinance 

perpetrators could be punished with a sentence ranging from two years in prison to death (Bytes 

for All 2014, 4). 
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In an effort to tackle forms of offline violence against women, the Pakistani province of 

Punjab passed the 2016 Punjab Protection of Women against Violence Act, which includes 

“cybercrime[s]” in its definition of violence, along with intimate partner violence, sexual 

violence, psychological abuse, economic abuse, and stalking (The Punjab Protection of Women 

Against Violence Act 2016, §2(r)(1)). While including cybercrime as a form of violence signals a 

promising shift in how violence is perceived in Pakistan, excluding both the gendered nature of 

such forms of violence, as well as the numerous distinct acts that could potentially fall within the 

umbrella category of “cybercrime”, diminishes the overall effectiveness of the Act (Digital Rights 

Foundation 2017b, 6). 

All of these laws considered however, the 2016 Prevention of Electronic Crimes Act is the 

most adept at addressing TFVAW, however it has been widely criticized by members of 

Pakistani civil society as an attempt to silence opposition voices (Digital Rights Foundation 

2017b, 7). Despite the warranted criticism of the Act, PECA includes several relevant sections 

that protect women online. Section 20 includes elements that address forms of online 

harassment including acts that negatively affect the reputation of an individual (Digital Rights 

Foundation 2017b, 8; The Prevention of Electronic Crimes Act 2016, §20). Section 21 prohibits the 

malicious distribution of sexually explicit images or video without the consent of the parties 

involved (Digital Rights Foundation 2017b, 8; The Prevention of Electronic Crimes Act 2016, §21). 

Section 24 addresses cyberstalking, however with legally ambiguous wording that would make it 

challenging to use to prosecute a perpetrator (The Prevention of Electronic Crimes Act 2016, §24). For 

example in order to be officially considered “stalking” victims must make a “clear indication of 

disinterest” to their stalker (Digital Rights Foundation 2017b, 9).  

3.2.3 Effectiveness of the Existing Legal Framework 

 While there is no comprehensive data on the rates of prosecution for perpetrators of 

technology facilitated violence against women in Pakistan, a number of individual case studies 

have been completed that provide insight into the legal process. Pakistani NGO, Bytes for All, 
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interviewed women who reported experiences of technology facilitated violence to law 

enforcement (Bytes for All 2014, 5). Of the women who did report, all of them documented 

hybrid forms of violence, or violence that was both digital and physical in nature.  

Pakistan has an impressive number of legal mechanisms that could provide these women 

with recourse for cyberviolence; however, these laws are far from accessible to the average 

woman. Bytes for All found that of the women who reported technology facilitated violence, 

many struggled to get law enforcement to recognize or acknowledge the full depth of the crimes 

committed, particularly those of a digital nature. While police were willing to document crimes of 

rape, assault, or abuse, they were reluctant to charge men with crimes such as “violation of 

privacy, dissemination of obscene and injurious material, blackmail and attempted extortion, and 

damage and harm to the survivor’s reputation” (Bytes for All 2013, 5). Although many of the 

women attempted to communicate such charges to law enforcement, these crimes did not make 

their way into the final police reports on which legal proceedings are initiated (Bytes for All 2013, 

5).  

While some of the women found the police officers were aware of the legal provisions, 

still others found police in more rural locations had no knowledge of the legislation that created 

some of the crimes perpetrated against them (Bytes for All 2014, 6). Furthermore, police who do 

file reports on behalf of women often find themselves heavily pressured by people within the 

community to lessen or drop the charges (Bytes for All 2013, 6).  

Beyond the local difficulties, women have also reported challenges due to the anonymity 

of users online. Even if a police officer was willing to bring charges against an individual for 

cyberviolence, identifying that individual is impossible without adequate resources or technical 

prowess. Some law enforcement officers in Pakistan cite their inability to get large technology 

companies such as Facebook and Twitter to release the identities of individuals, furthermore on 

Twitter once a post has been flagged as offensive it is removed, deleting the evidence unless the 

police file a request with the company (Bytes for All 2014, 8). Women also found themselves 
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falling into a jurisdictional gap, where the government of Pakistan did not have the authority to 

adjudicate crimes of a global nature. When a website that was being used to incite violence or 

harass an individual was hosted in a different country, the Pakistani authorities noted that 

without a bilateral treaty with the relevant country, there was simply nothing they could do 

(Bytes for All 2014, 6). Given the general societal acceptance of violence against women in 

Pakistan, it is not overly surprising that law enforcement were less than eager to go above and 

beyond to assist women experiencing abuse online. These additional hurdles facing women when 

they report abuse allow men to act with impunity regardless of the enacted legislation.  

3.3 The Kingdom of Sweden 

3.3.1 Prevalence of TFVAW 

Technology facilitated violence against women is not isolated to geographic spaces that 

are deemed dangerous environments for women. The Kingdom of Sweden is consistently ranked 

towards the top of the gender equality index and recently was named the most gender equal 

country in the European Union (European Institute for Gender Equality 2017a, 7).  Despite 

Sweden’s impressive levels of gender equality, a 2016 study published in Social Science and Medicine 

notes that the country has surprisingly high levels of IPV. The rate of intimate partner violence 

in Sweden is 28%, six percentage points higher than the average for the European Union (Gracia 

and Merlo 2016, 27). A possible explanation for the inconsistency offered by the report is that 

countries with higher levels of gender equality see higher levels of acceptability and disclosure. 

This argument is reflected in the so-called “Nordic Paradox”, with Denmark and Finland 

reporting rates of IPV of 32% and 30% respectively (Gracia and Merlo 2016, 28). What this 

likely reveals is that the rates of intimate partner violence are far higher than global estimates 

indicate.  

In line with these high rates of IPV in Sweden, technology facilitated violence against 

women is also prevalent at similar levels. A 2017 study conducted by Amnesty International 

C
E

U
eT

D
C

ol
le

ct
io

n

https://paperpile.com/c/0Cc9UY/XVDL/?locator=6
https://paperpile.com/c/0Cc9UY/yrnS/?locator=7
https://paperpile.com/c/0Cc9UY/UJKp/?locator=27
https://paperpile.com/c/0Cc9UY/UJKp/?locator=27
https://paperpile.com/c/0Cc9UY/UJKp/?locator=28


27 

  

reported that 30% of the women polled in Sweden stated they had experienced online abuse or 

harassment, and 80% of those polled agreed that technology facilitated abuse is common 

(Amnesty International 2017). Perhaps the most well known case of TFVAW in Sweden took 

place in 2012 at a secondary school near Gothenburg, Sweden. Two teenage girls started an 

Instagram account titled “Sluts of Gothenburg” that posted 200 photographs of local teenagers 

alongside allegations about their sexual history (Lyons et al. 2016). The girls were found guilty of 

defamation in 2013 and were required to pay 15,000 Swedish krona to each of the 38 victims, 

sentenced to community service, and juvenile detention (Lyons et al. 2016). This case highlights a 

common trend in Europe and the United States, where instances of cyber-bullying of minors and 

TFVAW overlap and often require similar treatment by the law.  

3.3.2 Relevance of Existing Laws 

There is no specific piece of legislation that works to combat technology facilitated 

violence against women in Sweden. Rather than writing new laws that are specific to online 

forms of violence, Sweden uses a comprehensive set of existing laws that cover offline harms to 

prosecute online actions. The Swedish Penal Code, or Brottsbalk, includes a wide variety of 

crimes that work to combat cyberviolence including unlawful prosecution, stalking, defamation 

and rape (Brottsbalk 1962).  In 1998, the Swedish government introduced the Act on Violence 

Against Women, which introduced a new offense “gross violation of a woman’s integrity” (Bill 

1997/98 55). Gross violation of a woman’s integrity provides a mechanism for women to 

prosecute individuals who commit repeated crimes of a violent or sexual nature (Brottsbalk 1962, 

§4: 4a). Each offense is assessed cumulatively; the maximum sentence for this crime is six years 

in prison (Brottsbalk 1962, §4: 4a). In 2011, the penal code was updated again to include unlawful 

persecution, which added harassment and stalking to the list of prosecutable offenses (Brottsbalk 

1962, §4: 4a).  

In January 2017, the National Strategy to Prevent and Combat Men’s Violence Against Women 

came into force. The National Strategy will take place over a ten-year period, and includes 
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provisions for more effective crime-fighting, incorporating data collection and efforts to prevent 

online threats and abuse (European Parliament 2018, 16). These legislative efforts have had 

varying degrees of success, which will be discussed in the next section. 

3.3.3 Effectiveness of the Existing Legal Framework 

 The effectiveness of Sweden’s laws regarding technology facilitated violence against 

women is a particularly fascinating case study. While Sweden has no official laws that are specific 

to cyberviolence, the country has a particularly strong record of using existing laws to prosecute 

individuals for cybercrimes. In December 2017, Sweden became the first country to successfully 

try and convict someone for virtual rape, or rape over the internet. A court found that a man 

who blackmailed children in the U.S., Canada, and Britain into performing acts of a sexual nature 

in front of a webcam, was guilty of rape and child pornography, sentencing him to ten years in 

prison and over $130,000 in damages to the victims (Cole 2017).  This was a landmark trial and 

one that will hopefully set a precedent for cyber related offenses globally.  

Despite this notable success, a 2015 study published by the Swedish Council for Crime 

Prevention (NCCP) found that of all types of abusive behavior online, only 4% resulted in 

prosecution (NCCP 2015, 10; Lyons et al. 2016). The reasoning for the low level of prosecution 

was twofold; many of the incidents did not constitute criminal offenses, and for those that did 

reach the level of unlawful persecution or defamation, victims had significant problems 

identifying their abuser and submitting sufficient evidence to prosecute (NCCP 2015, 87).  

This report noted that convicting individuals for image based sexual exploitation, such as 

“revenge porn” is uniquely challenging in Sweden. Given that the naked body is not considered a 

derogatory image, merely uploading a nude image or a video of a sexual nature does not 

constitute defamation (NCCP 2015, 16). The context within which an individual uploads the 

image or video, including any accompanying text, tends to be more important than the media 

itself (NCCP 2015, 16). However, the greatest impediment to prosecution was the inability to 

identify anonymous perpetrators without the help of service providers or internet intermediaries 
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such as Facebook, Instagram, Twitter, and YouTube (NCCP 2015, 91). Of the cases closed, 44% 

were due to insufficient evidence or inability to identify the aggressor (NCCP 2015, 91). While 

Sweden has a comprehensive set of laws to protect women, they are seemingly inadequate to 

provide full protection to women online. If Sweden wishes to maintain its status as a leader in 

gender equality, the government may need to work to fill the gaps in its legal system.   
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Chapter 4: Analysis 

The three case studies used in this thesis were selected because of their diversity, 

however they are important for their similarities and the common gaps they identify in the global 

effort to combat technology facilitated violence against women. While the Democratic Republic 

of the Congo, Pakistan, and Sweden, each provide a distinct and non-replicable cultural context, 

there are a number of common threads that yield insights for policy-makers and advocates. The 

analysis portion of this thesis will look at some of the key areas of global concern, followed by 

the creation of a typology for TFVAW to assist policy-makers in eliminating gaps in legislation. 

Finally, the thesis will conclude by calling on international community to formally declare that 

cyberviolence is a form of violence against women. This would constitute one of many 

important steps towards eradicating TFVAW. 

4.1 Gendered Terrorism: Global Areas of Concern 

 Existing literature and anecdotal evidence serve as a reminder that technology facilitated 

violence against women is entrenched in offline inequality. TFVAW is a targeted form of 

discrimination that is perpetrated with the intent of exercising control over female voices, both 

in areas of public discourse and in private spaces. This use of fear to give rise to a political 

outcome is gendered terrorism in cyberspace and it should not be met with impunity. Taking 

clear and decisive action against TFVAW, however, is not free of challenges. Of the many 

barriers identified, five are particularly troublesome: anonymity, globalization, insufficient data 

collection, gender-sensitive training, and the legal preference given to forms of violence with 

physical consequences. These challenges are well exemplified in the case studies of the DRC, 

Pakistan and Sweden, but are also prevalent in other country contexts around the world. The 

first four will be discussed briefly in this section; however, the final barrier will be addressed in 

section 4.2. 
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The ability for attackers to shroud their identity and remain anonymous is perhaps the 

largest barrier to eradicating TFVAW. Without the expenditure of extensive resources, expertise, 

and capital, identifying an anonymous abuser is often impossible. The prevalence of online abuse 

makes exerting this level of effort for each instance unsustainable. Furthermore, large scale 

political efforts to eliminate anonymity online clash with the very important democratic pillar of 

free speech. There is no easy answer to this problem and it is one that this thesis does not have 

the time to address comprehensively. As such, anonymity and its relation to TFVAW is 

identified as an extremely important area of future research. 

In addition to anonymity online, the globalization of the internet creates jurisdictional 

barriers for governments attempting to identify perpetrators or remove harmful content. When 

an activist in Pakistan writes on a blog hosted in France, without a bilateral treaty, Pakistani 

authorities are unable to remedy the abuse. A global effort to improve international cooperation 

is necessary. A first step towards such a framework could be the creation of a simple, but 

universally accepted procedure for submitting requests to foreign governments or internet 

intermediaries. These requests could be for the removal of content, or the preservation of 

evidence.  However, a more comprehensive framework may be more appropriate. A multi-

stakeholder partnership working to balance the preservation of free speech with the elimination 

of TFVAW, while idealistic, would likely be the most effective.  Future research regarding 

anonymity and its relation to TFVAW would be critical to the implementation of any kind of 

global framework to ensure that governments are not able to misuse these procedures to 

promote censorship or surveillance. 

A third theme that was prominent in all three case studies was the lack of data, not only 

at a global level, but at a country level as well. If the prevalence of TFVAW is not measured, it 

will remain difficult to evaluate progress. This thesis implores governments, research institutes, 

civil society, and international organizations to measure the prevalence of TFVAW in all its 

forms. UN Women, as the leading international organization on gender equality and female 
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empowerment would be well placed to organize a global data collection effort. While this may 

take years to operationalize, a large part of understanding the scope of a global problem is 

measuring its prevalence and mapping its consequences. 

Finally, gender-sensitive training is crucial for law enforcement, policy-makers, and 

judicial officials. There must be a normative shift towards recognizing that TFVAW is violence, 

and must be taken seriously. Law enforcement officers should be adequately trained in 

identifying cybercrimes and know how to handle a cyber-investigation. Without confidence in 

police, women will be less likely to report violence perpetrated against them. In an attempt to 

protect themselves, women should make use of encryption, anonymity, and digital security tools. 

Ideally, the onus for eliminating VAW would not be placed on women, and this thesis is not 

suggesting that women are in any way complicit in the violence directed at them. However, 

women are unlikely to get a global reprieve from TFVAW anytime soon. As such there are a 

number of simple ways women can protect their data and their personal information online to 

make it slightly more difficult for aggressors to violate their privacy (Deibert et al. 2017, 7). Civil 

society organizations should invest in training and capacity building for their own staff, and for 

female communities globally.  

The international community has already identified violence against women as a form of 

discrimination, and has vowed to eradicate it in all of its forms (CEDAW 2017). The typology 

provided in the next section seeks to identify the forms of TFVAW that are being ignored and 

implicitly condoned by states, thereby providing policy-makers with a way to identify the gaps in 

their own legislation.  

4.2 Technology Facilitated Violence Against Women: a New Typology 

Existing literature on TFVAW focuses on defining acts of cyberviolence and 

interviewing women about their experiences. While specific acts of TFVAW and their definitions 

have been considered in Table 1 of this thesis, it is important to recognize that all acts of 
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cyberviolence can take both a hybrid and a pure form. This thesis therefore finds a pattern not in 

the acts of TFVAW that have been successfully written into legislation, but rather in the forms 

of TFVAW (hybrid or pure) that are acknowledged or ignored by states globally. In order to 

provide policy-makers and advocates with a tool set to distinguish between various forms of 

violence, this thesis offers up a new typology explored in Table 2 below.  

Table 2: Defining the TFVAW Typology  

 

Hybrid-known: The use of technology by a known assailant to stalk, abuse, kill, or otherwise harm a 
victim. Most commonly utilized by past or current spouses/partners to terrorize or control the 
behavior of another individual. Consequences of such actions are identifiable due to their physical 
nature, however there can be additional economic and psychological side effects. 
 
Hybrid-unknown: The use of technology by an unknown or anonymous individual(s) to carry out or 
incite violence. This is often used as a weapon to harm or silence female political activists, journalist, 
and public figures. Consequences of such actions are identifiable due to their physical nature, however 
there can be additional economic and psychological side effects. 
 
Pure-known: The use of technology by a known assailant to harass or threaten a victim. Most 
commonly utilized by past or current spouses/partners to terrorize or control the behavior of another 
individual. Consequences of such attacks are economic and psychological. These attacks do not cross 
the digital divide. 
 
Pure-unknown: The use of technology by an unknown or anonymous individual(s) to harass or 
threaten a victim. This is often used as a weapon to harm or silence female political activists, journalist, 
and public figures. Consequences of such attacks are economic and psychological. These attacks do not 
cross the digital divide. 

 

The purpose of the TFVAW typology is to identify patterns in protection from TFVAW, 

and conversely, areas in which women are left vulnerable. Building off of the above typology, 

Table 3 below provides a visual representation for crafting policy interventions, helping policy-

makers to identify where responses are lacking or are too passive. The case studies explored in 

this thesis have shown that existing laws give more credence to hybrid-known and hybrid-

unknown TFVAW, represented in the top two quadrants of Table 3. Because instances of hybrid 

cyberviolence result in physical impacts, ones that resemble traditional “real world” violence, 

those impacts are generally protected by existing laws on harassment, stalking and assault. The 
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main gaps in legislation in the DRC, Pakistan and Sweden, are found in the bottom two 

quadrants of Table 3, where pure forms of cyberviolence are outlined.  

Table 3: Using the TFVAW Typology 

 

 Known Perpetrator Unknown Perpetrator 

Hybrid Known perpetrator;  
Commonly directed at 
ex-spouse or partner; 
Physical consequences 

Unknown or anonymous 
perpetrator; 
Commonly directed at activists, 
journalists, public figures; 
Physical consequences 

Pure Known perpetrator; 
Commonly directed an 
ex-spouse or partner; 
Psychological, economic 
consequences 
 

Unknown or anonymous 
perpetrator; 
Commonly directed at activists, 
journalists, public figures; 
Psychological, economic 
consequences 

 

While Sweden has had several remarkable instances where pure forms of cyberviolence 

were successfully prosecuted, these cases are outnumbered by individuals who are unable to gain 

legal recourse due to the lack of tangible consequences or admissible evidence. Among forms of 

pure cyberviolence, cases where the perpetrator was unknown or anonymous were almost 

impossible to prosecute given the existing legal frameworks available to victims. The reasoning 

behind this varies depending on the country context, but is typically rooted in issues of 

anonymity, the general stigma placed on mental health, and the stubborn belief that pure 

cyberviolence is not actual violence. As such, this typology helps policy-makers recognize that 

while hybrid forms of TFVAW are covered by existing laws, forms of pure cyberviolence are not 

being adequately addressed. 

Non-consensual pornography or “revenge porn” is one area of pure cyberviolence that 

has begun to gain some traction globally, mainly as the result of high profile hacking directed at 

international celebrities. However, many “revenge porn” laws require the perpetrator to have 
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known or intended the distribution of the image to cause “serious emotional distress” (Cal. 647(j) 

(4) PC 2013). This sets a high legal threshold for victims that acts as a barrier to successful 

convictions. Even in Pakistan where the 2016 Prevention of Electronic Crimes Act theoretically 

provides protection for acts that “negatively affect one’s reputation”, the law is rarely accepted 

and poorly enforced (Bytes for All 2014, 8). Sweden has the opposite problem, where merely 

posting a nude photo or a video of a sexual nature, is not considered derogatory and cannot 

therefore be considered defamation (NCCP 2015, 16). As such, the context within which the 

media is shared matters more than the content itself.  

The distinction between hybrid and pure forms of cyberviolence is important because it 

identifies a key gap in global legislation. Countries worldwide, particularly the DRC, Pakistan, 

and Sweden have failed to adequately protect women from pure cyberviolence. Policy-makers 

should craft their proposals for intervention with reference to the TFVAW to ensure pure 

cyberviolence is equally acknowledged. As noted section 4.1 there are distinct obstacles that 

prevent policy-makers from intervening in areas of pure cyberviolence, however the idea that 

pure TFVAW is not real violence should not be one of them. The following section calls for a 

global recognition of TFVAW to ensure that states are fully compliant with international law, 

and can promptly take steps to fill the gaps in existing legislation. 

4.3 A Call to Action: Technology Facilitated Violence Against Women is Violence  

Women’s lives are under constant siege from known and unknown attackers through the 

use of digital technologies.  Accepting these actions as violence against women (VAW) is 

paramount to the success of the international framework to eradicate VAW, technology 

facilitated, or otherwise. The case study analyses show that acts of TFVAW that produce 

psychological and economic consequences are still not accepted globally as violent, abusive, 

actions. The typology developed in the previous section supports this conclusion and provides a 

framework for policy-makers to ensure their country is providing comprehensive protection to 
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women online. By engaging with legislation that punishes forms of hybrid cyberviolence states 

have fulfilled only part of their legal obligations to combat VAW; they must go one step further 

and engage with policy solutions that address pure forms of cyberviolence against women as 

well.  

By officially recognizing TFVAW as a form of VAW, the international community would 

be taking a symbolic and legally binding step towards gender equality. With this declaration states 

will be bound by the CEDAW Convention and customary international law to take positive 

measures to eradicate TFVAW in all its forms, including those that take place entirely in the 

digital realm (CEDAW 1992). Eliminating TFVAW will not be an easy task; issues of anonymity, 

jurisdiction, and free speech are bound to cause a variety of legal hurdles. It is crucial that 

attempts to combat TFVAW do not unwittingly provide opportunities for oppressive regimes to 

repress free speech under the guise of protecting women. Creating a framework that acts on the 

severity of TFVAW without unduly violating the integrity of individual user data or user privacy 

will require extensive cooperation and intellectual capital. However, as the world continues to 

grow ever more connected, the international community must speak loudly and with one voice 

to declare that women are welcome on the internet and that aggressors cannot act with impunity 

in cyberspace.   
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Conclusion  

Combating violence against women has been an international priority since the 1970s; 

however, the forms of violence facing women have evolved with the rapid growth of the internet 

and the proliferation of digital technologies. New and emerging technologies have brought a 

wide array of positive opportunities to women; however, they have also created new platforms 

for targeted discrimination and abuse. The various forms of TFVAW, including harassment, 

stalking, image based exploitation, identity exploitation, physical offenses, and the incitement of 

violence, are rooted in the same offline inequalities as traditional forms of VAW.  

The case studies analyzed within this thesis, the DRC, Pakistan, and Sweden, were 

chosen using diverse case-selection strategy with the purpose of providing a representative 

analysis of global legislative efforts to combat TFVAW (Gerring 2008, 650). The case studies 

show that while states continue to take crucial steps towards eliminating forms of TFVAW, these 

attempts fall short of a comprehensive effort “to eliminate all forms of violence against women” 

(CEDAW 1992). Where legislative attempts have been made, they tend to be most successful in 

prosecuting hybrid forms of TFVAW. Hybrid forms of cyberviolence, unlike pure forms of 

cyberviolence, exhibit physical consequences of the abuse. While homage has been paid to pure 

forms of cyberviolence, through PECA in Pakistan (The Prevention of Electronic Crimes Act 2016) 

and one-off cases in Sweden (Cole 2017; Lyons et al. 2016), successful prosecutions of pure 

cyberviolence are far from everyday occurrences.  Pure forms of cyberviolence, particularly when 

they are perpetrated by unknown or anonymous individuals, are not met with the same level of 

legal recourse as crimes of a hybrid nature. 

Given this bifurcated response to TFVAW, it is crucial that the international community 

recognize all acts of TFVAW as a form of violence against women. Accepting TFVAW as 

violence is not merely an exercise in semantics; recognizing TFVAW as a form of violence 

against women confers very specific legal obligations onto the international community as a 
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whole. While acknowledging cyberviolence as violence will not act as a silver bullet to 

miraculously solve the ever-growing problem of TFVAW, it is the first step towards a necessary 

normative shift. Given the prominence of the internet and its instrumental role in the lives of 

women globally, it is time for states to engage with TFVAW.  If the global community is ever to 

create true and lasting gender equality, half of its population cannot be barred from utilizing a 

key platform for empowerment. 
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