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Don’t be terrorized. Don’t let fear rule your life.

Even if you are scared.

Salman Rushdie
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Abstract

Terrorism is a threat to all democratic institutions. It is a constantly evolv-

ing phenomenon. With the advent of Web 2.0, Cyber-terrorism was born. It

exploits the Internet to spread its radical ideology and instill fear in people.

Because of the ever-increasing role that the Web plays in terrorism’s action

strategies, it has become imperative to develop new measures that target this

particular form of terrorism. In April 2021, The European Parliament and the

Council of the European Union approved the Regulation to Combat the Dis-

semination of Terrorist Content Online (TERREG). This thesis aims to focus

on why this Regulation was necessary, what countermeasures it introduces, and

what side effects it has.

Moreover, public opinion has not willingly accepted TERREG. Through a sen-

timent analysis of Twitter users, this research found that the main reason why

individuals opposed such Regulation is that it excessively limits their funda-

mental rights. It was also inferred that this discontent stems from a failure of

the European Union to promote public awareness campaigns on the issue of

cyber-terrorism.
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Introduction

“Democratic nations must try to find ways to starve the terrorist and the hijacker

of the oxygen of publicity on which they depend” (Apple Jr [1]). With these

words, Margaret Thatcher in 1985 emphasized the central role that publicity (or

propaganda) plays in terrorist groups. Through propaganda, terrorist groups

can simultaneously recruit new members and spread fear.

The advent of the digitization era has offered terrorists a significant advantage:

the possibility of exploiting the Internet to raise their communication with the

outside world exponentially. Therefore, it has become the primary means for

terrorist propaganda (Lieberman [19]). As a result, cyber-terrorism was born,

which encompassed all terrorist activities occurring in the virtual world.

Cyber-terrorism poses a great threat to democracy. It can "strike" billions of

people simultaneously with a single click. This is why world powers, including

the European Union, have recognized the urgent need to combat this new form

of terrorism (Bogdanoski and Petreski [5]). The most recent measure adopted by

the European Union to hinder cyber-terrorism is the Regulation on Addressing

the Dissemination of Terrorist Content Online, better known as TERREG (T. E.

Parliament and Council of the European Union [25]). This Regulation was

approved by the European Parliament and Council in April 2021 and entered

into force on June 7, 2022. It aims to eliminate all terrorist content from the

Web. Achieving this goal requires measures that inevitably impact the content

posted by each user. Consequently, this Regulation is part of a much broader

context that transcends the terrorist threat. Indeed, TERREG has become part
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Introduction

of the debate regarding how and whether the EU should regulate the Internet.

Nowadays, the Web represents the main place where people spend most of

their time. It is the medium through which they communicate and acquire

information. Consequently, the moment one interferes with this dimension fuels

a massive debate. Specifically, one becomes part of the discussion between those

who want a free and incensed Internet and those who advocate the need to

introduce measures to regulate the Web and make it a safe space.

Therefore, because cyber-terrorism, like traditional terrorism, has the primary

purpose of having a powerful impact on people, and because at the same time,

the counter-terrorism measures also affect individuals, public opinion on this

issue acquires relevance.

Despite this, European bodies often tend to underestimate the importance of

gaining public support regarding their activities. Concerning the European in-

stitutions dealing with terrorism, Europol, Eurojust, the EU Counter-Terrorism

Coordinator, and TERREG specifically, there is evidence of a lack of effort to

raise public awareness of the seriousness of the threat of cyber-terrorism and

the consequent need for new counter-terrorism measures.

This thesis aims to focus on the new EU Regulation and analyze its pros and

cons. Specifically, the goal is to bring to light the opinion that users of Twitter,

the Social Media of excellence for political discussion, have about this Regula-

tion.

Specifically, the thesis will be structured as follows: the first chapter will be de-

voted to studying the existing literature on terrorism and cyber-terrorism. The

second chapter will be devoted to tracing the temporal and strategic evolution

of terrorism from the birth of modern terrorism in the 1880s to the various forms

of cyber-terrorism we face today. Next, the third chapter offers an overview of

European terrorism legislation and institutions dealing with it. With the fourth

chapter, we enter the heart of this thesis. In fact, it is committed to the study

of the TERREG. Throughout this section, we move from an analysis of the
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Introduction

content of the Regulation to a consideration of its limitations and drawbacks.

Finally, before reaching our conclusions, the fifth chapter analyzes Twitter users’

sentiment on terrorism, cyber-terrorism, and TERREG. Through this research,

and mainly through the analysis of negative tweets about the Regulation, it is

possible to identify the main matrices that led people to take a stand against

the adoption of the EU Regulation.
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Chapter 1

Literature Review

1.1 Terrorism definition and history

To understand what is meant by cyber-terrorism and how European agencies

fought it, it is necessary to have a clear understanding of what terrorism is.

Many definitions of the concept of terrorism have been formulated throughout

history. The United Nations Security Council in Resolution 1566 (2004) states

that terrorism can be defined as: "any criminal acts, including against civilians,

committed with the intent to cause death or serious bodily injury, [...], with the

purpose to provoke a state of terror in the general public or in a group of persons

or particular persons, intimidate a population or compel a government or an

international organization to do or to abstain from doing any act" (Saul [26]).

In the international arena, the Schmid definition is considered by many to be

conventional. He argues that: "terrorism is a method of combat in which sym-

bolic or random victims become the target of acts of violence. Members of a

group are placed in chronic fear (terror) resulting from previous acts of violence

or from the credible threat of violence [...]. The purpose of terrorism is either to

immobilize the target of terror in order to produce disorientation and/or acqui-

escence, or to mobilize secondary targets from whom something is demanded

or who constitute the target of special attention" (Schmid [28]).
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Chapter1. Literature Review

The European Union, in turn, defines terrorism as offenses committed for: "in-

timidating a population; compelling a government or international organization

to perform or refrain from performing any act; and seriously destabilizing or de-

stroying the fundamental political, constitutional, economic, or social structures

of a country or international organization" (Dumitriu [13]).

Not the least, one of the U.S. government definitions states: "terrorism is the

threat or use of violence for political purposes by individuals or groups, whether

they are acting for or against government authorities, when these actions are

intended to shock, stun, or intimidate a target group larger than the victim

itself" (Shanahan [29]).

Clearly, there has been no agreement on a common definition of terrorism.

However, there are three basic aspects that unite any attempt to define the

phenomenon.

First, terrorism is always about someone’s "distorted" perception of justice.

And, in addition, it always has a political nature involving actions designed to

attract public attention and bring about political change.

Second, terrorists always distinguish themselves by being nongovernmental en-

tities.

Finally, terrorists always target innocent civilians by carrying out surprise at-

tacks that do not fall within international norms or "tolerated" standards for

the use of violence.

So, the summa of the most distinctive features of terrorism can be identified

in the fact that it involves the calculated use of violence against individuals or

groups for the purpose of intimidation, inducing fear, often to kill, in the name

of political, religious or other purposes. The overall purpose of intimidation is

well emphasized by Raymond Aron, whose definition of terrorism states: "A

violent action is called terrorism when its psychological effects are far greater

than its purely physical results" (Chaliand and Blin [8]).

Having clear what is meant when we talk about terrorism, the question that
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Chapter1. Literature Review

now needs to be answered is how the latter transforms and acts when it enters

cyberspace. In fact, this research focuses on the section of terrorism that uses

internet and Social Media as a means of communication and propaganda.

1.2 Terrorism and Social Media

When talking about cyberspace, there is a general tendency to refer to Social

Media and their role within contemporary society. In fact, Social Media have

become the center of both the virtual world and the daily lives of most indi-

viduals. Social media have changed the way people communicate with each

other and how they interface with the outside world. Thus, as Social Media has

become a cornerstone of contemporary society, terrorism has also had to deal

with it.

Indeed, an aspect that academics have found interesting concerns the communi-

cation strategies of terrorist groups and how these have evolved over the years.

In particular, with the advent of Web 2.0, terrorist groups have begun to see the

Internet as a new frontier to conquer and an additional means to spread their

message. Consequently, many scholars have focused on how terrorist groups

can exploit the virtual world to achieve their goals.

Imran Awan points out how terrorist groups, e.g., ISIS, use Internet not only

as a means of communication among the faithful but also, and especially, as a

means of recruitment and propaganda (Awan [2]).

Terrorists strategy of using social media to share their ideology, enables them

to have a global public that they would never reach with "in-person" commu-

nication. (Denning, 2010).

Moreover, Freiburger and Crane argue that Social Media are an advantage for

terrorism from the prospective of the "Social Learning Theory." (Freiburger and

Crane, 2008). In fact, the Internet facilitates the sharing of knowledge between

people, and this learning process includes the promotion ’deviant behaviour’.
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Chapter1. Literature Review

Moreover, it has been proven that the algorithms underlying Social Media play

a central role in the online recruitment mechanism of terrorist groups (Dhiraj

Murthy, 2021). In fact, the mechanism whereby each user is offered different

content based on his or her preferences and "habits" means that if a user pays

attention to a particular type of content considered "radical", then more and

more content of the same type is offered to him or her. In this way, terrorist

groups can exploit the growing polarization of online society in their favor, mak-

ing, among other things, communication and confrontation between opposing

poles even more difficult.

In addition, an absolute advantage offered by Social Media is that, for the first

time, bi-lateral communication is at the center of online interaction (Majid

KhosraviNik and Mohammedwesam Amer, 2022). This means that the people

to whom online terrorist propaganda is directed can absorb it and, at the same

time, comment on it, boosting and sharing it in turn. This makes the users

an active player of the "ideological mission" they are supporting. In a social

context that, until a few decades ago, was characterized by the crisis of the

individual and the growing desire to make one’s voice heard, this possibility of

feeling part of something bigger and revolutionary has played a key role in the

online communication strategies of terrorist groups.

Hence, considering the obvious cruciality that Social Media represents for the

survival of terrorism in contemporary society, it became equally vital to study

how the Internet could be used to combat terrorism and, in particular, the

dissemination of terrorist content online.

1.3 Counter-terrorism online strategies

It is undeniable that the digital world has accelerated and facilitated the spread

of terrorism in modern societies. However, it is also true that the use of specific

software and Artificial Intelligence (AI) have contributed significantly to the
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Chapter1. Literature Review

fight against terrorism (Singh and Lin [30]). For this reason, many researchers

have studied how these tools could be implemented to become a shield, and

sometimes even a weapon, against terrorism threats.

More specifically, a Joint Report by UNICRI and UNCCT highlighted how Arti-

ficial intelligence (AI) can be an indispensable tool for intercepting correlations

and recurring patterns in online data that otherwise would not be detectable.

(UNICRI and UNCCT [34]). As a versatile technology, this capability can also

be used to the benefit of the battle against terrorism. By virtue of this, the

counter-terrorism institutes around the world are studying how to use AI in

pursuit of their objective.

Through the use of these technologies, is possible to blackout most terrorist

content and block the accounts that create it, and simultaneously track down

the physical individual (or organization) behind it (Weimann [35]).

The Internet has created the real foundations of the current and future demo-

cratic society, mainly because the values underlying the two "phenomena" are

the same. The essence of the Internet, as that of democracy, is openness and

inclusiveness. Openness leads to widespread participation, opportunities to ex-

press one’s thoughts freely, and communication across borders and barriers.

Nevertheless, the Internet allows cultures and individuals with dissonant ideas

to come together and unite in a great and fruitful global debate.

From this perspective, there is a tendency to emphasize the beneficial effects

of decentralization. Indeed, decentralized systems may be the ideal means to

combat dangers, such as terrorism, that rely on highly distributed networks.

There is a belief that an effort from "one center" can never combat the terrorist

phenomenon effectively. Consequentially, a "global electronic citizenship" (un-

derstood as a network that can connect all citizens) seems to be the best way

to defend against terrorist propaganda (Hintz et al. [17]).

Underlying this idea is the belief that open and transparent environments are

much safer than closed environments, and connecting millions of people even
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Chapter1. Literature Review

with divergent ideas in an open environment like the Internet combats the

division that terrorist organizations seek.

However, the main problem behind these online counter-terrorism measures is

that they are often limited to reactive rather than preventive action (Govern-

ment [16]). In fact, so far, they have been limited to identifying online content

for terrorist purposes and eliminating it. In contrast, much more work could

be done on using Artificial Intelligence as a direct means to target and weaken

terrorist organizations.

1.4 From a “State focus” to a “society focus”

Over the years, many have devoted themselves to the study of terrorism, starting

from its origins to the latest forms of cyber-terrorism. However, little space

has been devoted to those who are often the victims of such attacks. More

specifically, although much has been said about how terrorists choose their

targets, not much has been said about individuals’ perceptions of terrorism.

Where some scholars have engaged in this type of analysis, they have limited

themselves to considering the inhabitants of regions where terrorist groups are

most active and also have the most power politically and socially, such as Israel

(Cohen-Louck [9]).

Instead, few words have been spent on more Western contexts. Rather, when

wondering about the perception of terrorism within the European Union, for

example, previous studies have limited themselves to analyzing the position of

each Member State concerning terrorism, what is their stance on it, and the

measures taken at the political and social level to combat this phenomenon

(Bureš [6]).

Nevertheless, there is clearly a general tendency to forget, or at least underes-

timate, the perception of individuals residing within that geographic area.

This gap becomes even more critical when we move from the analysis of ter-

12

C
E

U
eT

D
C

ol
le

ct
io

n



Chapter1. Literature Review

rorism to that of counter-terrorism measures and, in particular, online counter-

terrorism.

As a matter of fact, the main goal of terrorist actions, especially those that take

place on virtual platforms, is to spread fear among people and, at the same

time, to influence them with their doctrine.

For these reasons, studying the perceptions of social media users regarding the

phenomenon of terrorism on the one hand and the implementation of online

counter-terrorism measures on the other allows us to understand how aware

individuals are of the seriousness of this phenomenon.

Moreover, the European Union’s measures to counter the spread of cyber-

terrorism inevitably affect all social media users. Artificial Intelligence (AI)

and algorithms that automatically filter everything posted online risk violating

people’s right to privacy and interfering with their right to expression.

As a result, European leaders need to have public support for the measures

introduced to counter online propaganda because it means limiting resistance

to their adoption.

For this reason, this paper aims to put a focus on what are the perceptions

of these individuals regarding the phenomenon of terrorism, and the measures

taken online to combat the spread of terrorist content on social platforms.

In addition, it has been shown by previous studies that Twitter, among all Social

Media, is the preferred platform for political discussion (Davies [12]). Several

academics have agreed that Twitter is the favorite social-network not only for

leaders to communicate their initiatives and share their political positions, but

also for the population to take part in political life and show their support (or

dissent) regarding specific political issues (Spoladore [32] and Nguyen [22]).

Therefore, the present analysis will also focus on Twitter users’ sentiment re-

garding the issue of cyber-terrorism and European anti-terrorism measures im-

plemented online.

However, before embarking on the study of public opinion, a brief analysis of
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Chapter1. Literature Review

the historical and evolutionary background of terrorism can help to get a clearer

idea of what are the effects of this phenomenon on society.
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Chapter 2

Cyber-terrorism background

2.1 From “traditional” terrorism to cyber-terrorism

As it turns out, it is not easy to find general agreement in defining the traits

of terrorism and cyber-terrorism. However, tracing the historical evolution of

this phenomenon can help the bodies responsible for combating terrorism un-

derstand the mechanisms that govern it and, consequently, develop defensive

measures.

The entire world has experienced various forms of terrorism. While manifesting

itself in various ways, it has always had the goal of carrying out mass slaughter

and targeting civil society to assert political or religious ideas that differ from

the prevailing ones.

The distinction into phases and the identification of turning points in the con-

cept of terrorism, especially in the refinement of tactics and aims, underlies the

process of reassurance to which the West aspires.

When discussing modern terrorism and its origins, the most supported the-

ory is the "Four Waves of Modern Terrorism Theory" (David C. Rapoport).

Rapoport’s analysis is based on associating different contemporary global ter-

rorist groups based on their shared ideology, strategy, and visions of the future.

According to the Wave Theory, modern terrorism originated in Russia in the
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Chapter2. Cyber-terrorism background

1880s. In addition, regarding the main events that have been a turning point

in the history of terrorism, there is no doubt that over the years, numerous

terrorist incidents have been directed at ethnic cleansing or opposing the ruling

political.

However, the September 11, 2001 attack on the Twin Towers shook public opin-

ion more than others. This attack highlighted for the first time that terrorism

is now a global phenomenon, no longer confined within the borders of one state.

Moreover, it brought to light that combating it requires appropriate systems

that ensure practical cooperation among states.

Moreover, terrorism has evolved both because of a transformation in the ideolo-

gies behind it and the impetus provided by the advent of new technologies. As

Audrey Kurth Cronin states "an innovation can result from an idea, practice,

or technological development"(Cronin [10]).

Further evidence of this is that contemporary terrorism uses modern technolo-

gies to establish itself and, in particular, it uses the extraordinary capacity of

the media to spread terror worldwide. It is no longer essential to make striking

actions like 9/11, but it is enough to perform a small act, as long as the media

amplify it.

In fact, terrorism, to survive, needs to publicize the outcome of its devastation

for the purpose, precisely, of terrorizing the population. Nowadays, more than

ever before, terrorism feeds on itself.

Hence, cyberspace is the new frontier of terrorism because of the possibility

of multiplying the message and spread ideals through the media. Today as

never before, terrorist groups can reach anyone in any corner of the world. The

ability to communicate in virtual space has allowed terrorism to reach a number

of people previously unthinkable. More importantly, hyperspace has allowed

terrorism to reach with extreme ease the very people who are the most important

to them: young people. Indeed, young people are those who most approach the

virtual world, those who spend most of their days connected online, navigating
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Chapter2. Cyber-terrorism background

between one social media outlet and another. In addition, young people, who

are still developing their cultural and ideological backgrounds, are those most

easily influenced and indoctrinated.

As the digital reality has become the focus of contemporary terrorist activity,

an ad hoc term has been coined to refer to all terrorist activities that take place

in this dimension: "Cyber-terrorism."

2.2 Cyber-terrorism faces

Cyberspace has the (unique) ability to even out political imbalances, which

dominate international relations, by placing subjects of the most diverse nature

on the chessboard: individuals, non-state actors, as well as states. These act

on an almost equal playing field, thus disappearing all forms of asymmetry. In

a "traditional" act of war, the physicality of those acting on land, at sea, or in

the air makes the actors easily identifiable.

The same is not the case in cyberspace, where, because of its inherent digitized

nature, it is very complex not only to impute the action promptly to one or

more specific actors but also to understand the reason for the attack and its

objectives, as much as, to prevent those who actually acted from easily evading

all legal, political, diplomatic, economic and military responsibility.

This new "aspatial" dimension presents itself as "deterritorialized," "decentral-

ized," and marked by simultaneity, anonymity, "depersonalization," and "de-

temporalization" of activities.

Defined as the "fifth domain of conflict" (Mbanaso and Dandaura [21]), it is

poised to be the new battleground and geopolitical contest in the 21st century.

A fascinating domain, constantly and rapidly evolving, it represents one of the

most critical fields of international politics today and potentially tomorrow, as

well as a real threat to national and international security.

Into this already complex context comes the so-called "Cyber-terrorism." Cyber-
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Chapter2. Cyber-terrorism background

terrorism is identified as a category of cyber threat and one of the new faces of

terrorism.

Thanks to the inherent characteristics of cyberspace, the new terrorist strategy,

from national and transnational, has now become globalized. In fact, the Net

is shaping up as an ideal arena for terrorism because it represents a technology

that offers easy access and allows it to reach a worldwide audience.

In the academic field, it is possible to find two defining orientations of cyber-

terrorism: in the first, target-oriented, the Net is understood as the target and

weapon; in the second, tool-oriented, the Net is referred to primarily as the tool

and as the support (Singhal [31]).

As a matter of fact, terrorist organizations or individual terrorists use the In-

ternet for different purposes: either to damage and compromise the computer

systems or critical infrastructure of a given country (the Network constitutes

the target and the weapon), or to carry out all the activities inherent to the

management and survival of the terrorist organization, such as propaganda,

fundraising, communication, and recruitment (the Network represents a tool).

In conclusion, cyber-terrorism can be declined in three different ways. It can

take the shape of cyber-crime when primarily pursuing the interests of in-

dividuals through actions committed in violation of international and national

legislation (where present) involving the use of computers. The acquisition of

confidential data and fraud are among these crimes. Another shade of cyber-

terrorism is cyber-attack, which aims to weaken or neutralize the computer

systems under attack. Behind it is the desire to compromise a country’s na-

tional security seriously. The ultimate goal is to cause the paralysis of the

victim, publicly demonstrate its fragility, and disseminate terror in individuals.

Finally, cyber-terrorism is closely related to the phenomenon of propaganda.

Namely, the dissemination of terrorist content online to both spread fear and

recruit new followers.
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Chapter2. Cyber-terrorism background

2.3 Contemporary terrorism and cyber-terrorism

reality

Nowadays, terrorism in all its forms is a significant threat to democracy and

the security of individual citizens.

In 2020, according to the 2021 EU Terrorism Situation and Trends Report, there

were a total of 57 attempted terrorist attacks in Europe (including carried out,

failed, and foiled attacks) (fig. 2.1). This is slightly higher than the 55 attempts

in 2019. Moreover, between 2019 and 2020, the total number of deaths and

injuries in the EU doubled from 10 deaths and 27 injuries in 2019 to 27 deaths

and 54 injuries in 2020 (Europol [15]).

Figure 2.1: Attacks and arrests on suspicion of terrorism in the
EU

Source: European Union Terrorism Situation and Trend report 2021

In any case, although the number of terrorist attacks in the EU remained stable
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in 2020, extremists took advantage of the pandemic caused by Covid-19 to

spread their ideological propaganda.

With the increase in the number of hours spent on the Internet during the

pandemic, and the inability to continue their activities physically due to Covid-

19 restrictions, online communities played a central role in radicalization.

As a result of efforts by messaging apps (such as Telegram, which took action in

2019 to prevent the spread of radical messages through its platform) to oppose

terrorist groups, extremist propaganda has spread to other, often smaller, online

platforms. For example, right-wing extremists, particularly young people, have

often migrated to online gaming platforms.

These recent events, mainly due to the Covid-2019 global pandemic, have put

the danger of online terrorism to modern societies even more under the magni-

fying glass. Indeed, it is clear that online media offered terrorism a quick and

effective way to continue its activities, both propaganda and fear-mongering,

even in such a crisis where physical actions and attacks were impossible to plan

because of the lockdown in force. Hence, addressing terrorism on the physical

territory is no longer enough because cyberspace and social media are the new

favorite field of terrorists’ action.

In an interview with The Guardian, Julian King, European Commissioner for

the Security Union, said that almost every terrorist attack has had an online

dimension in the last years. "Either inciting or in some cases instructing, pro-

viding instruction, or glorifying" (Boffey [4]).

Therefore, these circumstances have brought to light the need to develop and

designate extraordinary measures and institutional bodies to combat the spread

of terrorism in cyberspace.
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Chapter 3

EU Counter-terrorism tools

3.1 The framework: an overview of European

legislation on counter-terrorism and violent

radicalization

Given the ever-present danger posed by terrorism, the European Union has

increased its fight against this phenomenon in recent decades. Over the past

two decades, the EU has implemented Directives and Acts intending to hinder

terrorism, culminating in the recent days with the approval in April 2021 of the

new European Regulation on countering the dissemination of terrorist content

online.

To understand why the need to formulate this new Regulation was felt, it is

helpful to trace a history of previous European directives adopted to counter

terrorist acts.

After the devastating attacks of September 11, 2001, the European Union took

note of the need to promote measures to prevent and combat international

terrorism. The EU realized the need to act on two different fronts. The first one,

of a repressive nature, aimed to foster the harmonization of criminal law norms

in all Member States and strengthen the mechanism for judicial cooperation
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and information exchange. The second was directed to implementing security

and socio-cultural policies for disarming the very powerful weapon of violent

radicalization.

On the first front, a series of crucial instruments were immediately adopted to

ensure an effective judicial response to terrorism and transnational organized

crime, including Framework Decision 2002/584/JHA on the European Arrest

Warrant (European Union [14]), and Council Framework Decision 2002/475/JHA

on combating terrorism, in which common standards of incrimination of terror-

ist conduct were established (E. Parliament and European Union [24]). In

particular, with the latter, the importance of a common strategy for countering

and preventing jihadist terrorism was recognized at the European level for the

first time.

In the aftermath of the March 2004 attacks in Madrid and the July 2005 attacks

in London, Decision 2005/671/JHA on the exchange of information and coop-

eration concerning terrorist offenses was also adopted. The Decision requires

each Member State to transmit relevant information to Eurojust, Europol, and

the other Member States and designate an authority as Eurojust’s national cor-

respondent for terrorism-related matters. This discipline has been reinforced by

the recent entry into force of the November 14, 2018 Regulation on Eurojust.

This Regulation binds the Member States directly and concerns their obliga-

tions to fully and promptly transmit to Eurojust the information held by the

competent national authorities.

On the side of countering radicalization and violent extremism, after the terror-

ist attacks in Madrid and London mentioned above, the Commission considered

it necessary to direct strategies for preventing and countering terrorism not only

through criminal law instruments, but also through measures inspired by the

socio-historical, religious and ideological dimensions of the phenomenon. These

measures are aimed at preventing any form of violent radicalization by sup-

porting Member States in strategic areas, such as the development of effective
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counter-narrative policies through the web and media, education and youth

participation in social life, employment, issues related to inclusion and inte-

gration within a community, equality of opportunity, non-discrimination and

intercultural dialogue.

Moreover, the prevention of terrorism and violent extremism has been identified

in the European Security Agenda for 2015-2020 as the most urgent challenge,

along with the fight against organized crime and cybercrime (Schiopu and Bobin

[27]).

With particular reference to combating radicalization and proselytization oc-

curring through the illegal use of the Internet, Directive 2017/541 introduced

an obligation for Member States to take measures aimed at preventing online

propaganda through the timely removal of online content that constitutes a

public incitement to commit a terrorist offense (Caiola [7]).

3.2 European Union bodies playing a role in the

fight against terrorism

The need to keep the guard up against the threat of terrorism has led the

European Union to provide three bodies that offer indispensable support in the

fight against terrorism. These are Europol, Eurojust, and the EU Counter-

terrorism Coordinator.

3.2.1 Europol

The European Agency Europol function is to collect and analyze information

and provide operational support in the investigation activities of member states.

In recent years, its action has been essential in prosecuting cross-border crimes,

especially with regard to drug trafficking and the prosecution of persons involved

in terrorist activities. Within its framework, the Europol Information System
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(EIS) was established: a database in which all information and data of suspects

are collected.

Despite the successes that have been pursued, much remains to be done for

Europol’s role to become more effective. In particular, more cooperation with

national authorities is needed, as their weak trust in Europol has a negative

impact on information flow and data exchange.

3.2.2 Eurojust

The Eurojust Agency, since it was established, has among its tasks to facilitate

counter-terrorism activities. In pursuit of this purpose, Eurojust coordinates

investigations and prosecutions by national authorities dealing with cases of

terrorism and severe forms of organized crime and, more generally, matters of

judicial cooperation. Its work is carried out mainly at the operational level,

providing information and strategic assistance through real teams of experts.

Eurojust is also involved in establishing joint investigation teams that carry out

fundamental investigations in cross-border criminal cases. No less significant is

the action of coordinating parallel prosecutions involving judicial authorities of

different member states and sharing experience gained in the field by organizing

workshops and preparing reports and reports. However, Eurojust’s activity is

not limited to the operational level. In fact, it also plays a crucial role at the

strategic level by sharing its experiences in supporting national authorities in

counter-terrorism cases, as well as the results of its analyses, with practitioners

and legislators at the European and national levels.

3.2.3 EU Counter-Terrorism Coordinator

Since the Madrid terrorist attacks in 2004, the European Union has had a

Counter-Terrorism Coordinator. In July 2021, Ilkka Salmi has been named

to serve in this position. He is responsible (as the nomen juris indicates) for
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coordinating and monitoring the various activities that the European Union

undertakes to combat terrorism. With this in mind, he works closely with the

preparatory bodies of the Council, the Commission, and the European External

Action Service (EEAS). In addition, very relevant is his power to make policy

recommendations and signal to the Council the priorities to be pursued, and

to monitor the implementation of the decisions taken. Finally, significant is its

"external" role since it has the task of establishing forms of cooperation with

third countries in the fight against terrorism, especially through a constant

exchange of information.

These three European bodies cooperate at the institutional level to monitor

terrorism trends over the years and to facilitate the work of European legislative

authorities, which, thanks to the material provided by the three bodies, can

formulate and implement more effective resolutions.

However, these agencies leave public awareness totally in the background. None

of them sees it as one of their tasks to gather information regarding public

opinion on terrorism and to plan "counter-propaganda" actions directed at the

public. Therefore, at the institutional level, there are no teams dedicated to

monitoring public opinion, particularly that manifested online. There are no

bodies dedicated to assessing how to increase general approval for specific legis-

lation. This lack makes it more difficult to protect people from being influenced

by extremist ideologies, especially when they are spread through social media.

This levity in considering people’s perception of terrorism is also found in the

new European Regulation designed precisely to limit the dissemination of ter-

rorist content online.
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Chapter 4

The need for new rules:

The EU Regulation on addressing

the dissemination of terrorist

content online

4.1 Regulation content

Now, we can move on to an analysis of the new European Regulation on ad-

dressing the dissemination of terrorist content online (TERREG).

Following the provisional agreement between the Council and the European

Parliament in December 2020 on a new Regulation regarding the dissemination

of terrorist content and the Council’s approval of the text on March 16, 2021,

this Regulation was adopted by the Parliament on April 28, 2021.

The Regulation defines the responsibilities of the Member States and the obliga-

tions of hosting service providers (including social platforms such as Facebook,

Twitter, YouTube, etc.) to effectively detect and remove online terrorist content

from their platforms to counter the misuse of hosting services for the dissemi-

nation of terrorist content online.

26

C
E

U
eT

D
C

ol
le

ct
io

n



Chapter4. The need for new rules:
The EU Regulation on addressing the dissemination of terrorist content online

De facto, the presence of terrorist content online has proven to be a catalyst for

the radicalization of individuals that can lead to terrorist acts. Hence, it has

serious negative consequences for users, and society as well as for online service

providers hosting such content, as it undermines the trust of their users and

harms their business models. Hosting service providers have special responsi-

bilities to society in terms of protecting their services from misuse by terrorists

and contributing to countering the spread of terrorist content through their

online services.

Therefore, the legislation will apply to hosting service providers offering services

in the Union, regardless of their principal place of business, to the extent that

they disseminate information to the public. This also includes content that

expresses controversial views in a public debate on sensitive political issues.

Thus, the competent authority in each Member State will have the power to

issue a removal order requiring platforms to remove or block access to terrorist

content throughout the EU. The removal of terrorist content is expected within

one hour after receipt of the removal order.

Consequently, platforms will have to take specific, reasonable, and proportionate

measures to protect their services from the dissemination of terrorist content.

However, the choice of such measures is left to each of them. The Regulation

clarifies that the hosting service provider could take various measures to combat

the spread of terrorist content, including automated measures. In addition,

if the competent authority finds that the specific measures put in place are

insufficient, it may require the adoption of additional appropriate, and effective

measures.

In order to ensure transparency, platforms will have to publish annual reports on

measures implemented. Finally, member states will have to establish penalties

applicable to violations of the Regulation by hosting service providers.
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4.2 Regulation “concerns and challenges”

The adoption of this Regulation has brought with it numerous issues and criti-

cisms.

The ensuing debate, among other things, stems from the fact that the European

Union has failed to stress the need for this Regulation in people’s eyes. In

essence, the European Union, as much as it has been very active in dealing

with the problem of the spread of terrorist content online, has not been as

active in implementing strategies to raise public awareness of this issue.

At the same time, it has been shown that, over the years, individuals have

become increasingly sensitive to issues related to the handling of their personal

data (Custers et al. [11]). In particular, it has been shown that social media

users have become less willing to make their data accessible to third parties.

This is because users’ trust in online service providers and the government

bodies that regulate them has declined.

The main problem that has been identified with the implementation of the new

European Regulation is that it incentivizes online platforms to use automated

tools, such as filters on uploads, to remove content deemed to be "terrorist".

An automated moderation system cannot distinguish between what is parody,

satire, educational material, and truly terrorist content. As a result, content

about news or evidence of war crimes or mistreatment of minorities will most

likely be systematically removed, thus undermining our ability to inform or

express ourselves freely.

Most worryingly, any EU country can issue an order to delete online content

hosted anywhere in the EU within an hour without judicial oversight or control.

This could pave the way for authoritarian regimes, such as those in Poland and

Hungary, to silence their critics abroad by issuing content deletion orders be-

yond their borders, thus effectively extending their jurisdiction. Since this must

happen within an hour, online platforms will have no choice but to comply with
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these orders to avoid fines or legal problems. At the same time, the Regulation

fails to resolve disagreements among EU states over what constitutes terrorism,

irony, art, or news reporting.

For these reasons, on March 25, 2021, several civil society organizations had

urged MEPs to vote against the adoption of the Regulation in an open letter.

They pointed out that the Regulation "still contains dangerous measures that

will ultimately weaken the protection of fundamental rights in the EU" (Letter

[18]). They also said that the Regulation puts algorithms in charge of decid-

ing what counts as free speech by giving more power to current opaque and

unaccountable content moderation practices used by dominant platforms.

In this regard, according to Eliška Pírková, Europe Policy Analyst at Access

Now, "to comply with the Regulation, many platforms will be able to use auto-

mated decision-making systems to remove content, which is problematic. Ma-

chine learning systems for detecting and identifying potentially illegal content

are blind to context and make mistakes for which users’ fundamental rights and

freedoms pay the price." Indeed, while the Regulation does not compel the use

of such systems, it does not prohibit it either.

To sum up, some concerns regarding fundamental rights remain. The Regula-

tion continuously stresses the importance of implementing the legal instrument

while preserving fundamental rights, such as the freedom of expression and

the right to privacy. These remarks are contained both in the recitals and in

many provisions of the legal text. It also provides that human oversight and

verification should be in place where automated tools are used to detect ter-

rorist content online. However, the Member States are entitled to designate

their national competent authorities. Nevertheless, while the Regulation states

that such competent authorities must carry out their duties in an objective and

non-discriminatory manner, the suggestion of imposing a judicial review of the

removal orders was not incorporated in the Regulation.

Therefore, these critical issues stem precisely from the fact that insufficient
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attention has been paid to public opinion on terrorism. People not perceiving

the seriousness of the phenomenon do not understand the need to implement a

Regulation that invades so much of their privacy and potentially puts a brake

on their freedom of expression.

Hence, underlying this paper is the idea that a more aware public opinion

of the risk that terrorism in general, and cyber-terrorism specifically, poses

can facilitate the counter-terrorism actions deemed necessary by the European

Union.

For this reason, the next chapter analyses the sentiment of Twitter users in

relation to terrorism and TERREG to explain why they did not welcome the

implementation of the latter.
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Chapter 5

Twitter users’ sentiment analysis

5.1 Methodology

Granted that the study of public opinion can be a useful key for European

leaders to implement efficient and widely supported counter-terrorism measures

online, and considering that, to date, the European Union has not actively acted

to raise awareness in this regard, the following chapter aims to give space to

people’s opinion through an analysis of Twitter users’ sentiment. Specifically,

it is intended to bring to light both how the social debate on terrorism has

changed over the past ten years and what is the opinion of users regarding the

TERREG Regulation.

Twitter turns out to be a highly relevant field of inquiry for two reasons: the first

is that the Regulation whose public approval is to be analyzed has an impact

precisely on the content posted by users of this social and their personal data.

The second reason is that, as inferred from other studies, Twitter is the social

media that, among all, lends itself most to political and institutional debate

(Nusselder [23]).

Moreover, keeping in mind that, nowadays, social media can be considered the

mirror of society (Suleiman et al. [33]; Manzoor [20]), through the consideration

of how much the number of tweets has varied over the years, it is possible to
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estimate how much the public’s perception of the danger of terrorism has varied

according to specific historical events.

To achieve this goal, this study combine quantitative and qualitative analysis.

First, through a quantitative analysis of the number of tweets that have been

posted from 2012 until May 2022, we intend to observe how the social debate

on the topic of terrorism has varied over time. This time range encapsulates the

most salient events of recent years in terms of terrorism. In 2014 the whole world

witnessed the self-proclaimed Islamic State. In 2015, two of the most significant

terrorist attacks occurred on European soil in recent years: the Madrid bombing

and the attack on the Charlie Hebdo newspaper in Paris. In 2016, following

the Brussels attack, the Extraordinary Council on Justice and Home Affairs

stressed the need to agree on a code of conduct on hate speech that would

involve private operators at the forefront. This led to the birth of the "Code

of Conduct on the Unlawful Incitement of Hate Online" due to collaboration

between the European Commission, Member States, and large IT companies

(Facebook, Google, YouTube, Twitter, and Microsoft). In addition, 2019 saw

the military defeat of Isis with the fall of its last bastion in Syria on March

23 of that year. However, this did not mean the end of attacks in Europe. In

November 2020, a further attack occurred in Vienna. The need, therefore, to

curb the power, especially dissemination, of terrorist groups led the European

Parliament and the Council to approve in 2021 the Regulation on addressing

the dissemination of terrorist content online.

That said, analyzing the magnitude of the media debate on Twitter allows us

to understand how the salience of terrorism, particularly of the risk it poses to

citizens around the world, has changed over the years.

In detail, the research was carried out as follows: through the use of keywords

and hashtags such as "#stopterrorism," "#fighterrorism," "#againstterror-

ism," and "#antiterrorism," we downloaded all tweets from Twitter users who

have commented on this phenomenon over the past ten years.
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Using the same principle, I downloaded all tweets that contained the words or

hashtags "#cyberterrorism," "#onlineterrorism," "#stopcyberterrorism," and

"#stoponlineterrorism" in this same time frame. In this way, it is possible to

compare the trend of tweets related to the phenomenon of terrorism in general

and those related to cyber-terrorism.

Second, we move from a quantitative to a more qualitative analysis. In fact,

through a content analysis of tweets about the new European Regulation, we in-

tend to analyze public sentiment about the same. Specifically, I downloaded all

tweets published from September 12, 2018, the date the Commission proposed

the EU Regulation, until May 31, 2022, containing the terms "online terroris-

m/terrorist, cyber-terrorism" and then selected only those that contained the

words "EU Regulation" in turn. In addition, I downloaded all tweets containing

the hashtag #TERREG ((official hashtag to refer to the Regulation in ques-

tion). This principle was used to download tweets related to this topic in the

five most widely spoken languages in the European territory: German, French,

English, Italian, and Spanish.

Then each tweet was ranked according to three categories "positive," "negative,"

and "neutral."

This allowed consideration of the extent to which the European Regulation

enjoys general approval and whether that approval has varied over time.

Furthermore, to better understand the motivations of the people who opposed

the Regulation, I selected all the negative comments and analyzed their content

in more detail to identify the root of their disagreement.

5.2 Findings

This type of analysis, which brings together a quantitative and a qualitative

investigation, allows us to get a clear idea of the evolving social debate on

terrorism and how external factors are influencing it.
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5.2.1 Twitter users’ discussion on terrorism

The data provided by the analysis regarding the number of tweets posted over

the past decade on terrorism and cyber-terrorism specifically highlight how the

debate on the social platform has varied considerably over the years. The graph

depicted in Figure 5.1 shows the trend in the flow of tweets posted on the topic

since January 2012.

Figure 5.1: Timeline tweets on Terrorism and Cyber-terrorism
Source: author’s elaboration on Twitter data

The graph shows a first noticeable rise in the curves representing both tweets

related to terrorism in general and those related to cyberterrorism specifically

corresponding to January 2015. On January 7, 2015, Isis attacked the head-

quarters of the Paris satirical newspaper Charlie Hebdo causing a significant

shock throughout the world population. A swirling spike in the turns is subse-

quently recorded in November 2015. Indeed, that month saw one of the most

meaningful terrorist attacks on European soil in recent years. A series of at-

tacks in the French capital left a total of 130 people dead. The Brussels attack

followed this in March 2016, then the Berlin attack in December 2016, the Lon-

don and Paris attacks in June 2017, and the Barcelona attack in August of the

same year, corresponding to the other peaks on the red curve that can be seen

in Fig. 5.1. Following a period of calm, November 2020 saw the largest number

of tweets posted on the topic of terrorism. Not coincidentally, in that month
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Europe was again the stage for a terrorist attack that specifically hit the heart

of the Austrian capital. Finally, the last increase in tweets is recorded in August

2021 when the Kabul airport was the victim of an attack by Isis.

From observing the graph in Fig. 5.1, it is evident that external events such

as terrorist attacks in recent years are a powerful stimulus for social discussion.

From this graphical representation, it would appear that Twitter discussion

related to both terrorism and cyber-terrorism tends to cancel out during times

of the year that are not marked by these tragic events. However, if we choose

to represent the data through a logarithmic function, we can see more clearly

the constant oscillation of the two curves (Fig. 5.2).

Figure 5.2: Log. function of tweets on Terrorism and Cyber-
terrorism

Source: author’s elaboration on Twitter data

Through this depiction, it is clear that terrorism is an ever-present topic on

Twitter. This shows that terrorism is a topic that constantly occupies people’s

minds as it is an ever-present threat that, despite the efforts undertaken, is

struggling to be eradicated. In addition, it can be seen that the two curves

represented tweets about terrorism and those about cyberterrorism tend to

diverge in recent years. In particular, the number of tweets posted on the

topic of cyberterrorism is gradually decreasing. This tendency is most visible

in the graph depicted in fig. 5.3. It shows that in the overall discourse on

terrorism, cyberterrorism occupies a decreasing percentage. This demonstrate
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that the public to date is not sufficiently aware of this issue, tending at times

to underestimate it.

Figure 5.3: Percentage of tweets on Terrorism and Cyber-
terrorism

Source: author’s elaboration on Twitter data

5.2.2 Twitter users’ sentiment on the new EU Regulation

The second part of my research focuses on people’s opinion in relation to the

TERREG Regulation. Of the 3857 tweets analyzed, less than 5% consider the

Regulation introduced by the European Union to be a positive factor for so-

ciety. On the contrary, the majority of tweets (75.8%) do not agree with the

implementation of this Regulation, and 19.2% of them do not have a definite

opinion about it yet (Fig. 5.4). From these numbers, it is easy to infer that

public opinion did not welcome the introduction of the new European Regu-

lation. Even when Twitter users recognized the importance of combating the

dissemination of content propagandizing radical ideals, they did not likewise

consider the control measures that the Regulation introduces to be necessary

or at least effective.
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Figure 5.4: Percentages of tweets on the EU Regulation
Source: author’s elaboration on Twitter data

In addition, public opinion has remained the same over the years (Fig. 5.5).

From the time the Regulation was proposed until today, the number of negative

tweets has consistently remained higher than the number of positive tweets.

Notably, even during the periods when the Regulation was most "publicized"

on social media by the official accounts of the European institutions in March

2019, November 2020 (months when the trilogues between the Commission and

parliament took place), and April 2021 when the Regulation was approved, the

general sentiment of users remained strongly negative.

These data show that the EU has not been efficient in communicating the

urgency of such Internet regulatory measures and has not paid enough attention

to the needs of its citizens.

The general unhappiness aroused by this Regulation may be a severe problem

for the EU, which has set itself the goal of returning to discuss the effectiveness

of these measures in 2024, two years after their implementation. Indeed, on

that occasion, the European Parliament and the Council may decide to revoke
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Figure 5.5: Timeline of tweets on the EU Regulation
Source: author’s elaboration on Twitter data

the Regulation if they conclude that it has done more harm than good to the

European community.

Therefore, it becomes interesting to understand what reasons people had for

opposing the Regulation under consideration. Analysis of the content of the

negative tweets allows us to take a step in this direction. The argument brought

forward by the majority of opponents is that this Regulation violates people’s

fundamental rights. Specifically, they believe that the measures introduced by

TERREG excessively restrict their freedom of expression online and their right

to privacy. Another recurring theme in the negative tweets concerns criticism of

the European Union. In fact, some users argue that the EU does not represent

the interests of its citizens because it is too focused on achieving economic and

political goals. The third group of users is represented by those who exploit

TERREG only to criticize the actions of a particular party and support another.

Finally, a small minority criticizes the European Regulation because they believe

that limiting the spread of radical content online does not serve to defeat the

threat of terrorism. Figure 5.6 shows the percentages of these four main matrices

that fuel the negative sentiment of Twitter users.
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Figure 5.6: The main matrices of negative sentiment
Source: author’s elaboration on Twitter data

From the graph in fig.5.6, it is evident that although it is possible to identify

four different streams of thought behind the negative tweets, the argument of

violation of citizens’ fundamental rights is by far the most present.
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Conclusion

Terrorism is a concern that has plagued our society for centuries. It is constantly

evolving. By renewing itself and transforming its strategies of action, it contin-

ues to test the defensive mechanisms of our governments. Indeed, contemporary

terrorism has appropriated all the innovations of the modern world. "Money

and financial speculation, information technologies and aeronautics, the produc-

tion of spectacle and media networks: they have assimilated all of modernity

and globalization, while maintaining their aim to destroy it" (Baudrillard [3]).

As we have seen, the advent of digitization and, in particular, that of social

media has been another turning point for terrorist action. Terrorists have seen

in social platforms the possibility of spreading widespread fear, recruiting new

followers, and facilitating communication among members of the terrorist group.

All in immediate ways and at exponential levels, managing to reach previously

unimaginable numbers of people.

This has led democratic institutions to deal with this new form of terrorism, bet-

ter identified as Cyber-terrorism. At the European level, the European Union,

over the years, has tried to refine its counter-terrorism strategies more and more.

It has not only introduced directives and acts to counter terrorism but has also

established institutional bodies responsible for monitoring terrorist activities on

European territory and managing cooperation between all member states and

government bodies. Moreover, just to protect its citizens from cyber-terrorism,

the Commission and the European Parliament approved in April 2021 a Regu-

lation aimed at countering the dissemination of terrorist content online.
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Conclusion

In addition, because terrorism by definition aims to target the people, it repre-

sents a salient topic for public opinion.

As demonstrated by data on the Twitter debate about terrorism and cyber-

terrorism, users of the Social Network have never left the discussion over the past

decade. There is a consistent awareness among Twitter users of the salience of

this phenomenon. As might be expected, salience tends to increase in proximity

to the terrorist attacks that have put our democracy on high alert in recent

years.

However, what is most interesting is that although people are sensitive to the

threat posed by terrorism and cyber-terrorism, this sensitivity loses relevance

when dealing with the control measures introduced by the European Regulation

to address the dissemination of terrorist content online. The analysis of the

sentiment of tweets about TERREG showed that about 75% of them are critical

of the Regulation.

This percentage finds an explanation if we look at the main reasons that led

these people to oppose the Regulation. As we saw in the previous chapter,

the primary matrix at the root of these tweets lies in the debate about users’

fundamental rights (freedom of expression and the right to privacy). In this

case, the opposition gets strength from a much larger argument that fuels the

discussion between those who want to regulate the digital world and those who

instead are advocates of a free Internet. That argument is: to place limitations

on the Internet means to place limitations on individuals’ freedom of expression

and, at the same time, invade their privacy. This critical issue completely

shifts users’ focus from the "danger of terrorism" to the "danger of filters."

Consequently, even if the pursued goal of the European Regulation is "noble,"

it is unable to gain public support. Accordingly, having neglected the latter

when drafting the Regulation could be a fatal move for the EU, which may be

forced to withdraw TERREG during the evaluation of its effectiveness scheduled

for 2024.
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Conclusion

A second interesting matrix behind the opposition to the Regulations also orig-

inates from a debate that goes beyond terrorism, namely the one between "Eu-

ropeans" and "Euroskeptics." Many have simply used TERREG to criticize a

European Union that they feel no longer represents them. They have taken a

stand against an EU that, in their view, has no interest in its citizens but caters

only to a small elite of individuals. Their argument is based on the fact that

they see European institutions as more concerned with pursuing the economic

and political interests of the Union and its member states than interested in

safeguarding the rights of the society they represent.

As expected, no one opposed the Regulation because they thought terrorism was

not an issue. And very few said that these restrictions would not serve to defeat

terrorist groups. Instead, the most popular view was that these restrictions, in

addition to filtering out terrorist content, would limit users’ freedom of speech.

This view stems from the fact that the EU has not sufficiently considered that

when dealing with social media and its regulation, one is immersed in a much

larger context and touches on issues that transcend the specific situation. The

EU did not dwell sufficiently on what the implications of this Regulation would

be for users, completely neglecting what their opinion on the matter might have

been. Hence, a greater focus on the fundamental rights of citizens and more

public awareness of the urgent need to curb cyber-terrorism would have helped

the EU to ensure that people’s attention remained on terrorism and was not

lost in broader issues.

In conclusion, we should not think that politics and user freedom are mutually

exclusive. Rather, it is true that in this occasion the right balance has not been

achieved. In this regard, it might benefit the EU to shift the focus from a purely

"State view" to one more interested in society and its citizens.
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