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“Theatricality and Deception are
powerful agents to the uninitiated.”

Bane, The Dark Knight Rises

Abstract

The digital age has truly arrived and has transformed the way information is
disseminated, giving unprecedented opportunities for connectivity and access to
critical knowledge. However, the proliferation of internet disinformation has
emerged as a formidable challenge to democratic processes and human rights
worldwide. This multidimensional phenomenon, characterized by the deliberate
spread of false or misleading information, has far-reaching implications for the
legitimacy of democratic institutions, public trust, and the fundamental rights of

individuals.

This research critically examines the impact of internet disinformation on
democratic governance and human rights, aiming to provide a comprehensive
understanding of its multifaceted consequences. Through a rigorous literature
review and empirical analysis, this study explores the main ideas and contributions

that form the core of the existing research on the topic.

The research delves into pivotal works such as Tandoc et al.'s (2018) investigation
of disinformation campaigns that manipulate public perception, influence voter
behavior, and undermine the integrity of democratic systems. Moreover, Pennycook
and Cannon’s (2018) study on the Implied Truth Effect highlights the reinforcement
of polarized political discourse through disinformation, further eroding trust in

democratic institutions.
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By analyzing prominent academic works, this study identifies essential papers that
offer valuable insights into the role of disinformation in shaping electoral outcomes
and public opinion formation. It establishes the significance of VVosoughi et al.'s
(2016) research, which sheds light on the mechanisms behind the rapid

dissemination and amplification of false information on social media platforms.

Controversies surrounding disinformation and its potential to distort democratic
processes are examined in light of comprehensive studies like Vicario et al.'s (2016)
early warning system for potential misinformation targets, revealing the need for

proactive measures to counter disinformation.

Common assumptions made in the literature are explored, including the influence
of emotional appeal, confirmation bias, and virality in persuading individuals to
accept false information. Psychological perspectives on Bolsonaro's messages in
Brazil provide crucial insights into the persuasive nature of disinformation

campaigns.

The research identifies the current deficiencies and unresolved issues, emphasizing
the importance of collaboration among policymakers, tech companies, and civil
society to develop effective policy responses in diverse institutional and societal
settings. Drawing upon interdisciplinary approaches from communication studies,
political science, sociology, and psychology, this study underscores the necessity
for comprehensive strategies to combat disinformation without compromising

democratic principles.

Overall, this research contributes to the broader understanding of disinformation's
implications for democracy, information ecosystems, and the delicate relationship
between media and society. By offering policy recommendations and insights into
the dynamics of disinformation, it equips stakeholders with the tools to safeguard
democratic processes and protect human rights in an ever-evolving digital

landscape.
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Hypothesis
The spread of internet disinformation is a threat to the legitimacy of democratic institutions

and processes.

This hypothesis postulates that the uncontrolled dissemination of internet disinformation poses a
significant threat to the legitimacy of democratic institutions and processes. The widespread and
ever-growing presence of disinformation on the digital world leads to a decline in public trust in
institutions which protect our democracy, fosters a distorted political discourse corrupted by
falsehoods, and undermines the effective working of democratic systems. By investigating this
hypothesis comprehensively, this thesis seeks to provide empirical evidence and a nuanced
understanding of the impact of internet disinformation on the health and resilience of democratic

governance.
Some of the key theories and literature that support my hypothesis are as follows:

Agenda-Setting Theory: According to the agenda-setting theory, the public's view, and order of
importance for problems can be influenced by media, especially social media, and internet
platforms. Disinformation campaigns have the power to sway public opinion by deflecting
attention from crucial issues and spreading false narratives (McCombs & Shaw, 1972). This

influences the public's perception of democratic institutions and procedures.

Social Influence Theory: The social influence theory investigates how the impact of others shapes
people's attitudes, beliefs, and behaviors. Social networks can be used by disinformation to
proliferate, leveraging social influence to give misleading information the appearance of

credibility. Due to people's propensity to believe and spread information from their social
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networks, this can diminish public confidence in democratic institutions and procedures

(Pennycook & Cannon, 2018).

Network Theory: Network theory looks at the dynamics and organization of networks that bring
things together, like social and informational networks. These networks are frequently used to
distribute false information, hence expanding their influence. According to Vicario et al. (2016),
skewed information within networks might result in a fragmented and polarized political discourse,

weakening the legitimacy of democratic decision-making processes.

Cognitive Biases and Heuristics: Psychology studies have shown how cognitive heuristics and
biases can affect how information is perceived and assessed by individuals. People may be more
likely to accept and distribute false information that supports their preexisting opinions due to
cognitive biases including availability heuristic and confirmation bias. This may lead to polarized
and distorted political discourse, which would undermine public confidence in democratic

institutions (Lewandowsky, Ecker, & Cook, 2017).

Trust and Legitimacy in Democratic Governance: The existing literature on legitimacy and
trust in democratic governance highlights how crucial public trust in institutions is to the efficient
working of a democracy. The legitimacy of the entire democratic system is weakened by
disinformation, which erodes the public's confidence in democratic institutions and leaders

(Norris, 2017).

By drawing on these existing theories and literature, the hypothesis gains support from a broad
body of research that enshrines the negative impact of internet disinformation on the legitimacy of
democratic institutions and structures. These theories and empirical evidence offer a foundation
for comprehensively investigating the implications of internet disinformation on the structural

health and resilience of democracy in this thesis.
Research Objectives and Questions:

What is the impact of internet disinformation on the legitimacy of democratic institutions
and processes, and what are the underlying mechanisms and potential interventions to

address its negative effects?
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By addressing these research questions, this study will provide a comprehensive analysis of the
complex relationship between internet disinformation and democratic legitimacy. It will contribute
to the development of evidence-based policies and interventions aimed at preserving the integrity

of democratic systems in the face of disinformation challenges.

In conclusion, the rise of internet disinformation poses a significant threat to democratic
institutions and processes. This research aims to explore the impact of internet disinformation on
the legitimacy of democratic systems, underscoring the need for effective strategies and policies
to address this issue. By investigating the research objectives and questions outlined, this study
seeks to advance our understanding of the consequences of internet disinformation and provide

valuable insights for the preservation and enhancement of democratic governance.
Literature Review

Introduction: Today, Internet disinformation has become a major issue due to the rapid increase
in information and the rise of online platforms for communication. The impact of internet
disinformation on democratic processes and human rights is explored in this literature review. This
review will aim to provide an overview of the issues, consequences, and possible strategies for
mitigating the negative impacts of disinformation through examination of various academic books

and research articles.

Definition and Types of Internet Disinformation: It is critical to define online disinformation
and recognize its various manifestations to provide the groundwork for a solution. The distinction
between misinformation (inaccurate information transmitted unintentionally) and disinformation
(intentional dissemination of misleading information) is highlighted by research by Wardle and
Derakhshan (2017). Analyzing the impact of disinformation requires an understanding of its

intricacies, such as falsified content, skewed media, and conspiracy theories.

Impact on Democratic Processes: Democratic processes, such as elections, the creation of public
opinion, and political discourse, are seriously threatened by internet disinformation.
Disinformation campaigns, according to Tandoc et al. (2018), can sway public opinion, affect
voting patterns, and compromise the integrity of democratic processes. Disinformation can
intensify polarization and exploit pre-existing social divisions, according to studies (Guess et al.,

2016). This undermines public confidence in institutions.
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Impact on Human Rights: Disinformation on the internet has an effect that goes beyond
democratic procedures and has a wide-ranging impact on human rights. Disinformation often
encourages hate speech, incites violence, and target vulnerable communities (Roberts et al., 2020).
Disinformation campaigns also have the potential to intensify prejudice, heighten social unrest,
and threaten the freedom of speech (Urman et al., 2021). Disinformation can also make it difficult

to find reliable information, which affects people's freedom of information.

Amplification Mechanisms: For the purpose of creating efficient defence against it, it is essential
to comprehend how disinformation spreads. Vosoughi et al.'s (2018) investigation into the spread
of incorrect information on social media platforms emphasizes the importance of network structure
and user behavior. The study stresses how quickly and widely disinformation spreads, showing

how it can spread like wildfire and have a greater impact than one could imagine.

Mitigation Strategies: To lessen the effects of internet disinformation, several measures have been
suggested. Among the methods examined in the literature include fact-checking programs,
educational campaigns, and algorithmic interventions. The efficacy of critical thinking and
debiasing treatments in reducing the impact of disinformation is examined in research by
Pennycook and Cannon (2018). To stop the spread of false information, technological solutions

are also being developed, including platform policies and Al-based content identification®.

Disruption of Elections: Through the dissemination of misleading information, the manipulation
of public opinion, and the manipulation of voter behavior, disinformation on the internet can
negatively impact elections. According to research by Lewandowsky et al. (2020), disinformation
plays a crucial function in sowing doubt about political parties, politicians, and the electoral
process. Such skepticism can weaken voter confidence and call into question the integrity of

election results.

Polarization and Fragmentation: Online disinformation tactics frequently play on already-
existing societal divisions and intensify polarization. Disinformation, as noted by Guess et al.

(2016), sometimes aims to reinforce preexisting ideological or partisan ideas, further dividing

1 https://ec.europa.eu/research-and-innovation/en/horizon-magazine/can-artificial-intelligence-help-end-fake-
news
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society. The ability to establish common ground and forge consensus can be compromised by this

polarization, which can impede productive political conversation.

Erosion of Trust in Institutions: Public trust in democratic institutions, such as the media, the
government, and other reliable information sources, is being eroded by the spread of
disinformation. Exposure to disinformation can erode trust in the news media and promote
suspicion of the information ecosystem, according to studies like Edgerly et al. (2019). This
decline in public confidence in the institutions that are essential to a functioning democracy can

have significant repercussions for democratic processes.

Manipulation of Public Opinion: By constructing stories, twisting the truth, and focusing on
particular demographic groups, disinformation can sway public opinion. According to Pennycook
and Cannon (2018) exposure to disinformation can change people's views and attitudes, which in
turn affects how they make political decisions. Disinformation operations can influence public
opinion and obstruct the development of informed, democratic dialogue by preying on cognitive

biases and using emotional appeals.

Challenges for Media and Journalism: The spread of false information online poses difficulties
for journalism and conventional media. On social media sites, disinformation frequently spreads
like wildfire, overwhelming efforts at fact-checking and adding to the workload of journalists. The
challenges that journalists confront in battling disinformation while preserving the standards of
accuracy and responsible reporting are examined in research by Menaker (2021). By impacting
the information environment, these difficulties have an even greater effect on the legitimacy and

quality of democratic processes.

Undermining Freedom of Speech and Expression: By fostering a climate of fear and
uncertainty, disinformation can have a chilling effect on the freedom of speech and expression.
According to Lee and Shin (2017) the propagation of disinformation can cause people to self-
censor and avoid having open discussions. As a result, there is less opportunity for discussion and

a smaller range of viewpoints, undermining the democratic benefit of robust public conversation.

Disruption of Democratic Processes: The integrity of democratic processes, including elections
and policymaking, is threatened by internet disinformation. Disinformation campaigns can

compromise election fairness by disseminating incorrect information about candidates,

10
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misrepresenting policy viewpoints, and tricking voters into casting ballots?. Such interference
endangers the democratic value of fair representation and undermines public confidence in

electoral procedures.

Countermeasures and Policy Responses: The effect of internet disinformation on democratic
processes can be lessened by several countermeasures and governmental solutions. The ERGA,
2020 report looks at the effectiveness of media literacy programs, platform rules, and fact-checking
measures in the fight against disinformation®. The study highlights the requirement for multi-
stakeholder cooperation and focused actions to maintain the legitimacy and efficiency of

democratic processes.
Factors Contributing to the Spread and Amplification of Internet Disinformation

Introduction: In the digital age, the proliferation and amplification of internet disinformation have
become serious issues. By examining relevant research papers, this review sheds light on the role
of social media platforms, algorithmic biases, and human cognitive vulnerabilities in facilitating

the spread of internet disinformation.

Influence of Social Media Platforms: Because of the volume of users, and the ease with which
content may be shared, social media platforms are crucial in the spread of disinformation.
According to Allcott and Gentzkow (2017), social media sites like Facebook, Twitter, and YouTube
have a significant impact on the spread of disinformation. Social media's viral nature allows for
the quick spread of inaccurate or misleading information, reaching a huge audience in a short

amount of time.

Algorithmic Biases: Social media networks' algorithmic biases may unintentionally promote the
spread and amplification of disinformation. According to Jia et. al (2022), platforms'
recommendation algorithms may favor entertaining, sensational, or divisive material regardless of

its accuracy. Because algorithms favor content that generates strong emotional reactions or

2 https://www.brookings.edu/articles/misinformation-is-eroding-the-publics-confidence-in-democracy/
3 https://erga-online.eu/wp-content/uploads/2021/01/ERGA-SG2-Report-2020-Improving-Media-Literacy-
campaigns-on-disinformation.pdf
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supports users' preexisting opinions, this bias in algorithmic systems can lead to the amplification

of disinformation.

Manipulative Strategies of Disinformation Campaigns: Disinformation campaigns use
deceptive techniques to broaden their appeal and influence. Arnaudo et al. (2021) highlights
strategies including emotional appeals, tailored messaging, and clever use of memes or graphics
to grab attention and elicit powerful responses. The likelihood of content being spread and
amplified throughout social media networks rises as a result of these manipulative methods, which

prey on psychological weaknesses.

Echo Chambers and Filter Bubbles: Filter bubbles and echo chambers also increase the spread
of false information. Information that supports people's preexisting ideas and values is more likely
to be presented to them, according to studies like those by Kim and Lee (2017), which can lead to
echo chambers where disinformation can flourish. By limiting exposure to different viewpoints
and reinforcing preexisting prejudices, filter bubbles brought on by personalized content

recommendations increase a person's susceptibility to disinformation.

Role of Online Communities and Influencers: Influential people and online networks can have
a big impact on the propagation of false information. Weber (2021) looks at how coordinated
efforts inside online networks might amp up disinformation campaigns. The study emphasizes the
part influencers and opinion leaders play in spreading misleading information to their followers
by making use of their social capital and influence to make disinformation more visible and

credible.

Conclusion: The reviewed literature demonstrates that the spread and amplification of internet
disinformation are influenced by various factors, including social media platforms, algorithmic
biases, human cognitive vulnerabilities, manipulative strategies employed by disinformation
campaigns, echo chambers, and the role of online communities and influencers. Understanding
these factors is essential for developing effective strategies to combat disinformation and promote

a healthier information ecosystem.
Interdisciplinary Approaches:

To comprehensively examine the impact of internet disinformation on democratic processes, it is

crucial to draw upon interdisciplinary approaches. This section will incorporate insights from

12
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communication studies, political science, sociology, and psychology to provide a multidimensional

understanding of the phenomenon.

Communication Studies: Communication studies shed important light on the spread,
consequences, and defenses against internet disinformation. The dynamics of information flow
and the impact of media, particularly social media platforms, are investigated in this field of study.
False news affects political ideas and behavior, underlining the significance of comprehending the
routes of communication used to disseminate disinformation (Allcott and Gentzkow, 2017). This
thesis evaluates the function of media literacy, fact-checking, and debunking campaigns in

reducing the impact of disinformation by including communication studies.

Political Science: A possible framework for analyzing the effects of online disinformation on
democratic institutions and processes is the subject of political science. The consequences of
disinformation on political involvement, electoral outcomes, and the operation of democratic
systems are the subject of research in this area. The link between political polarization and
disinformation exposure place particular emphasis on the difficulties this poses for democratic
deliberation and consensus-building (Guess, Nyhan and Reifler, 2016). This thesis evaluates the
efficiency of legislative frameworks, regulatory frameworks, and policy initiatives in addressing

the effects of disinformation on democratic systems by drawing on political science.

Sociology: Sociology sheds light on how online disinformation affects social cohesion,
polarization, and group behavior on a social level. Research in this area looks at how social
networks, group dynamics, and cultural norms affect how disinformation spreads and is received.
Disinformation takes advantage of societal differences already present and helps create echo
chambers and filter bubbles (Tufekci, 2018). This study analyzes how social capital, social trust,

and social identity shape vulnerability to misinformation by adding sociological viewpoints.

Psychology: The cognitive processes, biases, and vulnerabilities that contribute to the propagation
and acceptance of internet disinformation can be better understood through the study of
psychology. The psychological influences on decision-making, information processing, and belief
formation are the focus of this branch of study. Studies like those by Lewandowsky, Ecker, and
Cook (2017) look into the cognitive processes that lead to people accepting erroneous information

and holding onto it. This study investigates the function of cognitive biases, heuristic processing,

13
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and motivated reasoning in the reception and propagation of misinformation by incorporating

psychological perspectives.

Thus, by drawing upon insights from communication studies, political science, sociology, and
psychology, a comprehensive understanding of the impact of internet disinformation on
democratic processes can be achieved. These interdisciplinary approaches enrich the analysis by

incorporating different disciplinary lenses to examine various aspects of disinformation.

Background and Context of the Research Question:

In the modern era, the proliferation of social media and online platforms has revolutionized the
flow of information, empowering individuals to engage in global discourse and access news with
ease. However, the rise of misinformation and disinformation, commonly referred to as "fake
news," has emerged as a pressing concern with far-reaching consequences for democratic
principles and human rights. This thesis aims to examine the severity of the issue and explore the
underlying reasons and mechanisms through which disinformation poses a significant threat to

democratic governance and fundamental human rights.

The penetration of the internet has connected over 5.18 billion individuals worldwide*, offering
unparalleled access to information and political conversations. Social media's role in promoting
democracy and activism, exemplified by movements like Black Lives Matter, cannot be
understated. Yet, it simultaneously possesses an inherent potential to polarize democratic discourse

through the propagation of disinformation, hate speech, and defamation.

This research will focus on disinformation campaigns and their dual impact on democracy and
citizens' trust in the democratic process. Coined as misinformation and disinformation, these terms
distinguish false information shared unintentionally from that shared with harmful intent or self-
interest. The European Union has recognized disinformation as a critical issue for Europe, leading

to the implementation of measures to combat its spread.

4 https://www.statista.com/statistics/617136/digital-population-
worldwide/#:~:text=As%200f%20April%202023%2C%20there,population%2C%20were%20social%20media%20use
rs.
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Since 2016, incidents of disinformation warfare during democratic elections in various countries,
including the United States, Brazil, European states like France and the United Kingdom (during
Brexit), India, Africa, and Australia, have elevated the urgency of addressing disinformation
globally. The COVID-19 pandemic exacerbated the problem, witnessing disinformation tactics

reach unprecedented heights, threatening fundamental human rights on a global scale.

The rapid rise of internet and social media platforms has significantly transformed information
dissemination, presenting both benefits and challenges. Internet disinformation, however, poses a
unique challenge to democratic institutions, eroding public trust, distorting public opinion, and
manipulating political discourse. The consequences of disinformation go beyond mere
misinformation; it undermines the core tenets of democratic societies, raising critical questions

about the functioning and legitimacy of democratic systems.

In conclusion, addressing the impact of internet disinformation on democratic processes and
human rights demands a comprehensive approach. This thesis seeks to shed light on the urgency
of this issue, urging policymakers, scholars, and civil society to collaborate in finding effective
strategies to safeguard democratic principles and protect human rights in an increasingly

interconnected digital world.
Significance of the Research Question:

In the rapidly evolving digital era, the research question regarding the impact of internet
disinformation on the legitimacy of democratic institutions and processes holds utmost
significance. Recognizing and addressing the repercussions of disinformation has become a
pressing need to preserve the vitality of democratic governance globally. This research endeavors
to unravel the multifaceted challenges presented by internet disinformation and offer valuable

insights into protective measures necessary for upholding democratic systems.

In the current landscape, where disinformation campaigns possess the potential to sway elections,
manipulate public opinions, and erode trust in democratic institutions, a comprehensive
examination of its broader implications is imperative. Through this investigation, the research
seeks to enrich our understanding of the specific ways in which internet disinformation influences

democratic processes and institutions. Consequently, this knowledge empowers policymakers,

15
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media entities, and civil society actors to devise effective strategies for combating its adverse

effects.

The research question emerges as a critical focal point in light of the growing impact of
disinformation on democratic governance. By probing into the dynamics of disinformation's
spread through various interdisciplinary models and theoretical perspectives, this study strives to
shed light on its direct and indirect consequences for democratic institutions. As disinformation
poses a substantial threat to the credibility of democratic processes, it demands rigorous analysis

to uncover its underlying mechanisms and devise targeted interventions.

At a time when the proliferation of disinformation jeopardizes the essence of democracy, this
research endeavors to contribute to the existing knowledge base. By delving deep into the intricate
relationship between internet disinformation and democratic legitimacy, this study aims to
empower stakeholders with evidence-based insights. Armed with this understanding, policymakers
and other stakeholders can collaboratively devise proactive measures to counter disinformation's
detrimental influence on democratic principles and ensure the resilience of democratic institutions

in the face of digital challenges.
Methodology

Introduction: Investigating the effects of internet disinformation on democratic procedures and
human rights is the aim of this qualitative research thesis. The primary objective of the study is to
examine the traits, manifestations, and methods through which disinformation spreads inside the
online ecosystem. It also tries to comprehend how disinformation affects public confidence in
democratic institutions, influences political discourse and the formation of public opinion, and
affects democratic systems' decision-making procedures. This research design aims to offer a
nuanced knowledge of the intricacies of online disinformation and its implications for democratic

government and human rights by using a qualitative method.
Research Design and Methodology:
1. Qualitative Approach:

A qualitative approach will be used in the research design to provide a thorough

examination of various viewpoints, experiences, and beliefs around online disinformation.

16
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This strategy is well adapted to capture the numerous and complex ways that

disinformation affects democratic processes and attitudes toward human rights.
2. Data Collection Methods:

a. Content Analysis: The features and symptoms of internet disinformation can be
better understood by conducting content analyses of online platforms including
news articles, websites, and social media posts. A thorough knowledge of the
dissemination of disinformation across the digital landscape will be aided by the
identification of patterns, themes, and trends in disinformation campaigns through

content analysis.

b. Case Studies: To study specific instances of internet disinformation and how it
affects democratic procedures and human rights, case studies will be used. The
research can learn more about the context-specific impacts of disinformation on
democratic institutions and the defense of human rights by choosing cases that are

pertinent and instructive.
3. Data Analysis:

Thematic Analysis: To find reoccurring themes, patterns, and narratives in the gathered
data for content analysis, a thematic analysis approach will be applied. This procedure will

enable a methodical analysis of the data to successfully address the research questions.
Characteristics and Manifestations of Internet Disinformation:

Internet disinformation refers to purposeful attempts to disseminate incorrect or misleading
material online to trick, manipulate, or sway the public opinion. It can appear in a variety of ways
and take on different shapes inside the online ecosystem. Disinformation on the internet primarily

takes the following forms:

1. False Information: The spread of incorrect or inaccurate material on the internet that is
portrayed as factually accurate is known as disinformation. This can involve made-up news

articles, false data, altered photos or videos, and manufactured comments or claims.

17
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2. Conspiracy Theories: Conspiracy theories that attempt to explain events or occurrences
using misleading assertions or ulterior objectives are frequently pushed as part of
disinformation. These theories can spread via viral sharing and echo chambers and
frequently target certain organizations, people, or groups.

3. Memes and Satire: Memes and satirical content are other examples of disinformation.
Memes can be amusing and entertaining, but they can also be used to propagate inaccurate
stories or information. Some people can mistakenly take satirical content as fact, which
could result in the accidental dissemination of false information.

4. Impersonation and Fake Accounts: Fake social media accounts can be created as part of
disinformation campaigns, as can the impersonation of real people or organizations. By
presenting phony identities and propagating disinformation through fabricated networks of
followers or supporters, these strategies seek to influence public opinion.

5. Amplification and Virality: Through social media sites, disinformation spreads quickly
thanks to algorithms that value engagement and sharing. Disinformation can become more
viral and have a wider audience by using manipulative strategies like clickbait headlines,
emotionally charged material, and targeted advertising.

6. Coordinated Campaigns: Disinformation campaigns are frequently conducted through
coordinated campaigns with multiple parties spreading misleading information. To spread
and support disinformation operations, trolls, bots, and online communities may be
utilized.

7. Exploitation of Biases and Polarization: Disinformation makes use of societal
divisiveness, biases, and preconceptions that already exist. In order to support preexisting
narratives or foment discord among various groups, it takes advantage of emotional

triggers, cultural distinctions, and political views.
Real-Life Examples:

To illustrate these characteristics and manifestations of internet disinformation, here are a few real-

life examples:

1. Pizzagate: The Pizzagate hoax, which falsely claimed that a Washington, D.C. pizza shop
was associated with a child sex trafficking organization tied to prominent politicians, first

surfaced during the 2016 US presidential election. A second armed attack on the pizzeria
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resulted from the harassment brought on by this disinformation campaign that propagated
via social media®.

2. Deepfake Videos: By manipulating a person's image, deepfake technology enables the
production of incredibly lifelike videos in which people appear to say or do things they
have never done. In order to disseminate disinformation and sway public opinion, deepfake
pictures and videos have been used to change political speeches or create unstable
circumstances®.

3. Russian Influence Campaigns: An extensive disinformation operation was run by the
Russian troll farm Internet Research Agency during the 2016 US presidential election. To
spread contentious content, sow division, and sway public opinion on numerous political
and social topics, they set up phony social media profiles, groups, and events’.

4. COVID-19 Disinformation: Disinformation about the virus, therapies, and vaccines
increased during the COVID-19 pandemic. Online hoaxes and conspiracies have
proliferated, confusing the public, making them hesitant to get vaccines, and encouraging

other possibly dangerous activities®.

Internet disinformation can have a significant impact on decision-making processes within
democratic systems and erode trust in democratic institutions. Here are some ways in which

internet disinformation has in recent years affected democratic systems:

1. Manipulation of Public Opinion: Disinformation campaigns have the ability to
manipulate public opinion by disseminating false narratives or biased information, thereby
influencing the decision-making process. For instance, during the Brexit referendum in the
UK, disinformation spread via social media platforms played a significant role in shaping
voter behavior and public sentiment (Guess et al., 2016).

2. Polarization and Divisiveness: Internet disinformation has the potential to exacerbate

societal divisions and polarization, hindering democratic systems' ability to facilitate

5 https://www.bbc.com/news/blogs-trending-38156985

6 https://www.nytimes.com/2023/02/07/technology/artificial-intelligence-training-deepfake.html

7 https://www.sipa.columbia.edu/news/study-confirms-influence-russian-internet-trolls-2016-election

8 https://www.who.int/europe/news/item/01-09-2022-infodemics-and-misinformation-negatively-affect-people-s-
health-behaviours--new-who-review-finds
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constructive dialogue and consensus-building. A notable example of this occurred during
Catalonia's independence referendum in Spain, where the disinformation campaign
amplified tensions and contributed to societal divisions (Vakarchuk, 2014).

Undermining Trust in Democratic Institutions: Disinformation has the capacity to
undermine trust in democratic institutions, fostering skepticism and diminishing
confidence in the democratic process. This was evident during Ukraine's 2019 presidential
elections, where the dissemination of disinformation aimed to discredit the electoral
process and institutions, resulting in a decline in public trust (Khaldarova & Pantti, 2016)
Impairing Rational Decision-Making: Internet disinformation has the potential to distort
the information landscape, posing challenges for citizens to make informed decisions based
on credible information. A prominent example is the spread of false health information and
conspiracy theories regarding vaccines, such as the MMR vaccine controversy in the UK,
which contributed to a decline in public trust in healthcare institutions (Larson et al., 2022).
Threat to Democratic Processes: Internet disinformation can constitute a significant
threat to democratic processes, eroding the integrity of elections, public discourse, and fair
representation. A notable instance of this occurred during Kenya's presidential elections in
2017 when a disinformation campaign targeted specific ethnic groups, exacerbating

violence and undermining the democratic process (Cheeseman & Klaas, 2018).

To mitigate the negative impact of internet disinformation on democratic institutions and

processes, several strategies and policy interventions can be considered keeping in mind the

diverse institutional and societal settings. These include:

1.

Strengthening Media Literacy: Encouraging media literacy initiatives that give people
the knowledge and tools to assess information sources critically, spot fake news, and make
wise decisions. Successful media literacy programs have been launched in nations like
Finland, such as the "Promoting Media and Information Literacy in Finland" project, which
has raised resistance to disinformation.

Algorithmic Regulation for Social Media Platforms: The importance of algorithmic
control in recognizing and reducing the spread of disinformation on social media platforms
is highlighted by studies like Zhang et al. (2020). To create and implement algorithms that

recognize and categorize false information, policymakers can work with tech businesses.
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Users may be equipped to spot disinformation by introducing transparent content control
procedures, making it our common responsibility to stop its spread at the source.
Co-Regulatory Partnerships: Online platforms, governments, and civil society should
work together to co-regulate, according to Helberger and Kleinen-von Konigslow (2018).
To create shared frameworks for identifying and combating disinformation, policymakers
might encourage collaborations with tech companies, media outlets, and fact-checking
programs. Initiatives that co-regulate platforms can achieve the delicate balance between
guaranteeing platform accountability and preserving freedom of expression of users.
Self-Regulation on Social Media: In order to address false information, Bode and Vraga
(2015) suggest self-regulatory procedures using the related stories functionality on social
media platforms. The display of accurate information alongside deceptive content can be
prioritized by platforms with the help of policymakers. Correct information is more likely
to be found by users when it is promoted alongside misleading information, which will
slow the spread of false narratives.

Community-Based Self-Regulation: Van Duyn et al. (2018) investigate self-regulatory
mechanisms for knowledge generation in online communities. In order to fight
disinformation collectively, policymakers can encourage online communities to set up
community codes of behavior and rules of conduct. It can promote a sense of accountability
and ownership in maintaining information integrity to provide community members the
authority to report and address misinformation within their groups.

Fact-Checking and Verification: Supporting independent fact-checking organizations
that can quickly and effectively debunk false information and provide accurate and reliable
information to the public. Platforms like Facebook and Twitter have collaborated with fact-
checkers worldwide to label and reduce the reach of false content.

Collaboration with Social Media Platforms: Encouraging social media platforms to take
responsibility for monitoring and removing disinformation. The European Union's Code of
Practice on Disinformation provides guidelines for cooperation between platforms and

stakeholders to combat disinformation effectively.

. Legal and Regulatory Frameworks: Implementing laws and regulations that address the

spread of disinformation while safeguarding freedom of expression. The German Network

Enforcement Act (NetzDG) requires social media platforms to promptly remove illegal
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content, including disinformation®. Similarly, in Malaysia the Anti-Fake News Act of 2018,
criminalized the creation, dissemination, and distribution of fake news. The law defined
fake news as any content that is wholly or partly false, likely to cause fear, panic, or public
disorder, and prejudicial to public order, security, and national interest. The act imposed
significant penalties, including hefty fines and imprisonment, for those found guilty of
spreading fake news. However, during a state of emergency declared in Malaysia in
January 2021, the government introduced the Emergency (Essential Powers) (No. 2)

t!°. This ordinance granted the government

Ordinance, replacing the Anti-Fake News Ac
broad powers to address the spread of fake news and misinformation, specifically related
to COVID-19 and the emergency. Nonetheless, this move faced criticism from human
rights groups, raising concerns about the potential for power abuse and violations of
freedom of speech in the country.

9. Transparency in Online Political Advertising: Requiring transparency in online political
advertising to ensure that the funding sources and targeting mechanisms are disclosed. The
Honest Ads Act, 2017 in the United States aims to regulate online political advertising and
improve transparency’’.

10. International Cooperation: Encouraging cooperation and information exchange between
governments, civil society organizations, and tech corporations on a global scale in order
to create comprehensive anti-disinformation measures. Disinformation networks are being

found and exposed globally thanks to projects like the Global Disinformation Index
(GDI)*2,

To combat the detrimental effects of online disinformation on democratic institutions and
processes, the techniques and policy actions outlined above have been carefully considered and
chosen. These tactics are chosen based on a selection of empirical information, current research,
best practices from various nations, and professional suggestions. Here are some of the essential

factors that went into choosing these strategies:

% https://www.ceps.eu/ceps-projects/the-impact-of-the-german-netzdg-law/

10 hitps://www.ifi.org/media-centre/news/detail/category/asia-pacific/article/malaysia-new-emergency-laws-
criminalise-fake-news

1 https://www.warner.senate.gov/public/index.cfm/the-honest-ads-act

12 https://www.disinformationindex.org/
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Evidence-based Approach: Many of the chosen strategies are supported by empirical research
and studies that have demonstrated their effectiveness in combating disinformation and promoting
media literacy. Policy interventions that have shown successful outcomes in reducing the spread
of disinformation and enhancing public resilience against false information are more likely to be

selected.

Success in Other Jurisdictions: Strategies that have worked in other nations or regions are viable
models to use. The choice of approaches can be influenced by observing how nations that have

successfully combated disinformation operate and by studying their best practices.

Collaborative Efforts: Many of the chosen strategies emphasize the importance of collaboration
between different stakeholders, including governments, tech companies, civil society
organizations, and fact-checkers. Collaborative approaches are seen as more effective in

addressing the multifaceted nature of disinformation.

Balancing Freedom of Expression and Regulation: The selected strategies try to strike a balance
between countering disinformation and protecting freedom of expression. They often involve legal
and regulatory frameworks that aim to remove harmful content without infringing on individuals'

right to express their opinions.

Transparency and Accountability: To guarantee that internet users have access to trustworthy
information and are aware of the sources and purposes behind the content they consume, strategies
that increase transparency in online political advertising, fact-checking, and content moderation

are prioritized.

International Collaboration: Due to the widespread nature of disinformation, it is necessary for
information to be shared internationally. To combat cross-border disinformation networks,

strategies that promote cooperation between nations and tech corporations are chosen.

Regular Monitoring and Adaptation: Because the environment of disinformation is
continuously changing, the techniques used frequently entail ongoing monitoring and adaptation

to emerging challenges and advancements in technology.

It is important to note that the selection of strategies and policy interventions may vary depending

on the specific political, social, and technological contexts of each country or region. In
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conclusion, the fight against disinformation demands effective policy responses tailored to diverse
institutional and societal settings using regulation, self-regulation, and co-regulation to adopt a
multi-faceted approach to combat disinformation. Algorithmic regulation, media literacy
initiatives, co-regulatory partnerships, community-based self-regulation and multi-stakeholder
initiatives can collectively contribute to a more resilient democratic ecosystem (Ortiz et. al, 2023).
By fostering a collaborative and proactive approach, these policy responses can empower
individuals, communities, and institutions to safeguard democratic processes and protect the

integrity of information in the digital age.
Real-life success stories:

a. Taiwan: One success story in the fight against disinformation has been Taiwan. The
establishment of the Taiwan FactCheck Center and other multi-stakeholder initiatives by the
government have included the teaching of media literacy, working with social media platforms,
and fact-checking platforms in general. Increased public knowledge and resistance against

disinformation have been made possible by these efforts*®.

b. Finland: Programs for media literacy leading to the country topping the Media Literacy Index
2023, collaboration with social media platforms, and fact-checking campaigns are all part of
Finland's comprehensive strategy to countering disinformation. Finland is now considered to be

among the EU nations with the strongest resistance to disinformation as a result of this**,

These success tales demonstrate the value of a multifaceted strategy that includes education,
platform collaboration, fact-checking, legislative frameworks, and international cooperation to

lessen the damaging effects of internet disinformation on democratic institutions and procedures.

Case Studies Overview of Brazilian and Indian political contexts and democratic

institutions:

13 https://foreignpolicy.com/2020/11/23/line-taiwan-disinformation-social-media-public-private-united-states/
14 https://www.theguardian.com/world/2020/jan/28/fact-from-fiction-finlands-new-lessons-in-combating-fake-
news
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For a better understanding of the effects of online disinformation on these countries' democratic
processes, a brief assessment of the political environments and democratic institutions in Brazil
and India is essential. The goal of this thesis is to improve analysis of the difficulties and dynamics
that emerge in the environment of disinformation by looking at the distinctive features of their

political systems and democratic institutions.

Comparing the political, social, economic, cultural, and structural similarities between Brazil's
former President Jair Bolsonaro and India's Prime Minister Narendra Modi offers compelling case
studies for assessing the effect of online disinformation on democratic procedures and human
rights. Both political leaders and their respective governments have dealt with issues of
disinformation campaigns and the use of social media to sway public opinion. These crucial

parallels between the two case studies make them pertinent:

1. Populist and Larger than Life Leaders: Both Modi and Bolsonaro are thought of as
populist politicians who have used social media very well to communicate with their
supporters directly. Certain demographic groups have responded favorably to their
magnetic personalities and nationalist discourse®®.

2. Polarization and Divisive Politics: Both India and Brazil have seen a rise in political
polarization under their respective heads of state, and disinformation campaigns frequently
play a role in magnifying social tensions®®.

3. Internet Regulation and Surveillance Concerns: Both the Bolsonaro administration in
Brazil and the Modi government in India have come under fire for their approaches to
internet regulation and privacy concerns. Freedom of expression and privacy were
contentious issues in both nations®’.

4. Online Harassment and Threats: Social media platforms have been used to threaten,

harass, and intimidate opponents, journalists, and opposition figures in both nations®.

15 https://www.thequint.com/news/world/what-makes-populist-leaders-jair-bolsonaro-donald-trump-narendra-
modi-boris-johnson-so-popular-explained

16 https://carnegieendowment.org/files/Political Polarization RPT FINAL1.pdf

17 https://theloop.ecpr.eu/freedom-of-expression-in-brazil-is-suffering-under-bolsonaro/

18 https://www.bbc.com/news/world-asia-india-55906345
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The largest nation in South America, Brazil, has a presidential government and a multi-party
democracy. Disinformation has been widely disseminated in Brazil significantly more recently,
particularly under Jair Bolsonaro's administration. The spread of incorrect information,
divisiveness, and decline in public trust have all been facilitated by Bolsonaro's populist rhetoric
and social media presence. Brazilian politics are characterized by a rich media landscape, a thriving
social media scene, and a society that is heavily involved in online political dialogue. Examining
the effects of disinformation on democratic institutions, public opinion, and election processes

requires an understanding of Brazil's political environment.

On the other hand, India, the largest democracy in the world, operates under a multi-party
parliamentary system. Although India has a long history of democratic government, it nonetheless
has its own problems with internet disinformation. India has recently seen the rapid spread of
disinformation, which has been used to promote false narratives, provoke violence, and influence
public mood, via messaging services like WhatsApp which led to the Modi government insisting
the social media giant Meta remove end-to-end encryption in the country. The problem illustrated
the difficult trade-off between combating disinformation and defending people's civil liberties and
privacy. Diverse cultural, religious, and linguistic identities are present in the Indian political arena,
and these identities can have an impact on the dissemination and impact of disinformation.
Understanding the subtleties of disinformation's effects on democratic institutions, societal
cohesion, and the electoral process without jeopardizing people's rights to privacy, security, and

freedom of expression requires a close examination of the political environment in India.

Brazil and India both have dynamic media environments where a combination of traditional media
outlets and online platforms play a vital role in influencing public opinion. Disinformation has an
effect on democratic processes in these nations that goes beyond electoral campaigns and affects
the general public, political discourse, and decision-making. Effective tactics and policies have
long been required to address the problems presented by disinformation in these situations while

upholding democratic norms and principles.

Analyzing the weaknesses that disinformation exploits require an understanding of the democratic
structures in Brazil and India. This entails evaluating how electoral commissions, media oversight

organizations, and legislative frameworks can combat disinformation and protect the legitimacy
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of democratic processes. In order to solve the issues caused by disinformation, it is critical to assess

the current legal and regulatory framework, as well as its efficacy and potential shortcomings.

Analyzing how disinformation affects public confidence in democratic institutions is also crucial.
Disinformation operations have the potential to erode public trust in the media, political figures,
and the democratic process. Understanding the broader implications for the operation of
democratic institutions requires examining the effects of disinformation on public perception,
political involvement, and democratic legitimacy. This knowledge is essential for creating sensible
policy responses, advancing media literacy, and boosting democratic resilience in the face of

problems with disinformation.

Analysis of the impact of internet disinformation on the legitimacy of democratic institutions

and processes in Brazil and India

The impact of internet disinformation on the legitimacy of democratic institutions and processes
in Brazil and India is a crucial area of analysis. By examining the specific effects of disinformation
in these countries, this research gains insights into the challenges faced by their democratic systems

and the potential consequences for democratic legitimacy.

The rampant circulation of disinformation in Brazil has significantly harmed democratic
institutions. The public's faith and confidence in democratic processes have decreased as a result
of information manipulation, the dissemination of false narratives, and conspiracy theories. With
the aim of dividing society and swaying public opinion, disinformation campaigns have frequently
targeted elections, political candidates, and public policy. As voters begin to doubt the
legitimacy and fairness of election results and decision-making procedures, this erosion of trust
threatens the credibility of democratic institutions. A significant disinformation campaign on
WhatsApp private groups had an impact on Jair Bolsonaro's victory in 2018. Brazil is WhatsApp's
biggest market outside of Asia, and as of 2022, there were more than 147.7 million active users
there!®. According to the Brazilian newspaper Folha de S. Paulo, several businesses supporting
Bolsonaro spent millions of dollars to create specific WhatsApp messages against Haddad

Fernando, his opponent in the election?°. Furthermore, it was found that paid political activists and

19 https://www.statista.com/topics/7731/whatsapp-in-brazil/
20 https://www.nytimes.com/2018/10/19/technology/whatsapp-brazil-presidential-election.html
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Bolsonaro backers were collaborating to disseminate "false news" by using voter contact lists that
had been obtained illegally, which is against Brazilian law, as is collecting funding from privately
held corporations. A fact-checking firm also found that during the 2018 elections, more than

50,000 of the 100,000 posts shared on WhatsApp were fake news?.

Similar effects of internet disinformation on democratic institutions can be seen in India. Wide-
ranging impacts have resulted from the quick dissemination of misleading material on messaging
platforms, particularly during election seasons. Disinformation operations have aimed to incite
violence and social unrest by focusing on racial and religious tensions between the Hindu majority
and Muslim minority of the country. Disinformation has negative effects on democratic processes,
such as distorting public debate, amplifying radical beliefs, and eroding public confidence in
institutions. In a diverse nation like India, where social cohesiveness and inclusive decision-
making are crucial for a functioning democracy, the erosion of democratic legitimacy is especially

alarming.

In 2021, the Indian Government introduced new IT Rules that directed major online messaging
platforms with over 5 million users to break their end-to-end encryption model??. The objective
was to enable traceability, allowing authorities to identify the originator of specific texts on these
platforms in cases of national security concerns. This move, also known as "traceability,"
contradicted WhatsApp's existing model, resulting in ongoing litigation in the Supreme Court of
India. The government argued that traceability would aid in combating disinformation campaigns,
which tend to surge during state elections in India, thus curbing the digital spread of false
information. However, WhatsApp and privacy experts have raised concerns, warning that such a

step could set a dangerous precedent for the establishment of a mass surveillance state in India.

Governments worldwide are increasingly using the pretext of countering disinformation to justify
initiatives that risk undermining the privacy and fundamental rights of citizens. While combating
disinformation is crucial for the health of democratic processes, the approach should be balanced

and respect democratic values. Setting up surveillance states through measures like breaking

21 hitps://firstdraftnews.org/articles/what-100000-whatsapp-messages-reveal-about-misinformation-in-brazil/
22 hitps://www.internetsociety.org/resources/2021/internet-impact-brief-2021-indian-intermediary-guidelines-
and-the-internet-experience-in-india/
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encryption may indeed curb certain disinformation campaigns but could also infringe on individual

freedoms and privacy, leading to undemocratic practices.

The impact of internet disinformation on democratic legitimacy in Brazil and India extends beyond
elections. Disinformation campaigns have the potential to undermine the credibility of democratic
institutions, hinder the free flow of information, and distort public opinion on critical issues. The
spread of false narratives can delegitimize the work of media organizations, leading to a loss of
trust in journalistic sources. Additionally, disinformation can fuel divisions within society,
polarizing communities and hindering constructive political dialogue. These effects ultimately
weaken democratic institutions and processes, as citizens become disillusioned and may disengage

from participation.
Examination of policy responses to disinformation in Brazil and India

A crucial aspect of this thesis involves evaluating the policy responses to disinformation in Brazil
and India, as it sheds light on how these countries are tackling the issues arising from the
dissemination of false information. Both nations have taken several measures and initiatives to
address the impact of disinformation on democratic processes and institutions. Through an
examination of these policy responses, we can gain valuable insights into their effectiveness,

limitations, and potential implications for democratic governance.

In Brazil's post-Bolsonaro period, decision-makers have acknowledged the necessity of battling
disinformation and defending democratic processes. Initiatives have been started by the Superior
Electoral Court (TSE) to encourage media literacy and increase public awareness of election
campaign deception?®. The Brazilian Congress has also put forth legislation that would regulate
social media sites and make them responsible for the spread of factually incorrect information.
These initiatives show that institutional and governmental levels have begun to recognize the value

of combating disinformation.

Policy responses to combat disinformation have also been seen in India. To stop the dissemination
of misleading information, the government has taken action regulating messaging apps and social

media sites. In order to stop social media platforms from being used to promote disinformation,

23 https://international.tse.jus.br/en/misinformation-and-fake-news/tse-brazil-counter-disinformation-program-
2022.pdf
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the Ministry of Electronics and Information Technology published guidelines for them in 202124,
Concerns have been expressed about how these restrictions would affect the right to privacy and
freedom of speech, though. Maintaining democratic norms while balancing the need to counteract
disinformation remains difficult as seen in the tussle between Meta and the Indian Government

regarding traceability of WhatsApp in India.

Moreover, in both Brazil and India, there have been instances of collaboration between the public
and private sectors to tackle the issue of disinformation. Technology companies have taken
proactive steps to identify and counter false information on their platforms. For instance, in India,
WhatsApp has implemented features that restrict the forwarding of messages, aiming to curb the
rapid dissemination of disinformation as an alternative to completely removing end-to-end
encryption from its chat windows. Such partnerships between government bodies, civil society
organizations, and tech companies play a pivotal role in formulating robust and holistic approaches

to combat disinformation effectively.

It is crucial to evaluate these policies critically and consider how they can affect democratic
institutions. While maintaining democratic procedures and upholding public trust is the goal of
these measures, the efficiency of regulatory techniques needs to be looked at. It is a fine balance
to strike between combating disinformation and maintaining freedom of expression. Policies that
disproportionately censor internet content, restrict information access, or establish surveillance
governments out of the name of public safety have unforeseen effects on democratic norms and

ideals and must be universally condemned.
Findings and Discussion
Discussion of the implications for democracy, human rights, and policymaking

Understanding the larger effects of internet disinformation and its impact on democratic processes
and institutions requires discussion of the implications for democracy, human rights, and
policymaking. Policymakers and stakeholders can better understand the difficulties and
opportunities involved in combating disinformation while defending democratic principles and

human rights by looking at these implications.

2 https://www.thehindu.com/news/national/govt-announces-new-social-media-rules/article33931290.ece
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First, the implications for democracy should be the primary subject of discussion. By undermining
the legitimacy of elections, distorting public discourse, and reducing public confidence in
democratic institutions, internet disinformation poses a serious threat to democratic processes.
Electoral outcomes, public opinion, and the development of a well-informed population can all be
affected by the dissemination of misleading information. It is vital to think about how the existence
of disinformation impacts the tenets of democracy, such as openness, responsibility, and the free

exchange of ideas.

The discussion ought to include covering the implications for human rights. In democratic
countries, the right to free speech is a crucial one, but the unregulated spread of disinformation
runs the risk of having negative effects. It can be difficult to strike a balance between the necessity
to prevent the dissemination of misleading information and the protection of freedom of
expression. The potential effects on people's freedoms to obtain information, voice their opinions,
and take part in public debate must be carefully considered. In order to combat the harmful impacts
of false information, policies against disinformation must respect and preserve individual rights

while taking into account the implications for human rights.

In order to effectively mitigate disinformation, policymakers must traverse emerging concerns
including privacy, data protection, and Al transparency. In order to shed light on potential trade-
offs and ethical conundrums that policymakers may encounter when attempting to lessen the
impact of disinformation on democracy and human rights, the conversation should examine the

ethical implications of policy decisions.

The debate of the implications for democracy, human rights, and policymaking is crucial for
comprehending the wider repercussions of online disinformation. It enables decision-makers and
other interested parties to understand the growing depth of the disinformation problem as we
rapidly move deeper into the digital age, preserve democratic principles and human rights, and
devise sensible policy solutions that strike a compromise between reducing a fake news and

information ecosystem and preserving the integrity of democratic processes.
Comparison and contrast of the two case studies
The two case studies, Brazil and India, are compared and contrasted in order to shed light on the

unique dynamics and difficulties posed by internet disinformation in various settings which are
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similar yet different. A thorough comprehension of the effects of disinformation on democratic
institutions and procedures can be attained by comparing the two nations.
Analyzing the political environments in Brazil and India is one component of the comparison.
Although they both have strong democracies, the two nations have very different sociopolitical
environments. Significant political changes have lately occurred in Brazil, including the ascent of
populist politicians like President Jair Bolsonaro. India, on the other hand, has issues connected to
religious tensions and local politics because of its diverse and multiethnic community. Analyzing
how disinformation interacts with the democratic processes and power dynamics that already exist

in each nation requires an understanding of these political circumstances.

Insights can also be gained by contrasting the effects of online disinformation on democratic
legitimacy in Brazil and India. This thesis looks at how much disinformation has an impact on
public opinion, electoral procedures, and the operation of democratic institutions in each nation.
For instance, in Brazil, the dissemination of disinformation exacerbated political polarization and
eroded confidence in conventional media sources leading to Jair Bolsonaro’s rise as the President
of the country. On the other side, disinformation efforts that have been directed at religious and
ethnic minorities in India have escalated social tensions and undermined communal harmony and
also led to the government of India to bring about surveillance methods which target freedom of
expression and privacy by using the same disinformation as an excuse. By examining these effects,
one can learn more about the particular difficulties that each nation faces as well as possible

strategies for combating disinformation.

Additionally, the comparison can highlight the policy responses implemented in Brazil and India
to combat internet disinformation. Both countries have taken measures to regulate and address the
spread of false information, albeit with varying degrees of success. Analyzing these policy
responses enables the identification of effective strategies, as well as the identification of gaps or
shortcomings in current approaches. For example, Brazil has established a fact-checking network
to combat disinformation during elections, while India has focused on intermediary liability and
content moderation on social media platforms. Comparing these policy responses provides

valuable insights into the diverse approaches taken by different countries to tackle disinformation.

Furthermore, contrasting the case studies can reveal important contextual factors that shape the

impact of disinformation on democratic processes. This involves considering factors such as media
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landscape, internet penetration, digital literacy rates, and cultural norms regarding information
consumption. Contrasting these factors between Brazil and India allows for a deeper understanding
of how the specific context of each country interacts with disinformation dynamics. For instance,
differences in media ownership structures or social media usage patterns can influence the

dissemination and impact of disinformation.

In summary, the comparison and contrast of the two case studies, Brazil and India, provide valuable
insights into the impact of internet disinformation on democratic institutions and processes. By
analyzing the political contexts, assessing the impact on democratic legitimacy, examining policy
responses, and contrasting contextual factors, a nuanced understanding of the challenges and
opportunities associated with disinformation in each country can be gained. This comparative
analysis contributes to the broader understanding of disinformation's impact on democratic
processes and facilitates the identification of context-specific strategies to mitigate its negative

effects.
Implications for Theoretical Debates:

The findings of this research have significant implications for theoretical debates on democracy,
information ecosystems, and the relationship between media and society. By analyzing the impact
of internet disinformation on democratic processes, this research sheds light on the following

theoretical aspects:

Democracy: There are two ways in which this affects democratic thinking. First of all, the results
highlight how susceptible democratic processes are to the dissemination of disinformation. The
cornerstones of democracy, such informed decision-making and equal representation, are undercut
as disinformation efforts sway public perception, affect voter behavior, and destroy trust in
institutions. This forces democratic theorists to reconsider how to protect democratic processes in
the modern era of technology (Norris, 2011). Second, the findings demonstrate the necessity of
promoting media literacy, critical thinking, and civic participation in order to strengthen
democracy by fostering knowledgeable citizens who can resist the influence of disinformation

(Delli Carpini & Keeter, 1996).

Information Ecosystems: The consequences are important for the study of information

ecosystems. The study demonstrates how disinformation obstructs the flow of trustworthy
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information inside these ecosystems, encouraging the spread of incorrect or misleading narratives.
This emphasizes the necessity of looking into the functions and accountability of multiple actors,
such as social media platforms, news outlets, fact-checkers, and users themselves, in creating and
sustaining wholesome information ecosystems. The results highlight the significance of creating
methods to improve the veracity, accountability, and transparency of information sources within

the internet (Diakopoulos, 2019).

Relationship between Media and Society: The study has repercussions for comprehending the
intricate connection between media and society. It demonstrates how digital disinformation affects
not only people's ideas and behaviour as individuals, but also how it polarizes and fragments
society (Sunstein, 2017). The results need a reevaluation of the media's contribution to creating
social cohesion, deliberative democratic processes, and an educated public. Media regulation,
ethical standards, and the promotion of responsible media practices must all be constantly
discussed due to the changing nature of media platforms and their impact on public debate (Esser

& Strombaick, 2014).
Limitations of the Research:

It is vital to recognize the study's limitations even though the research done for this thesis has given
useful insights into how online misinformation affects democratic processes and human rights.

These restrictions consist of:

Generalizability: This thesis' conclusions may not be applicable to other areas or nations because
they are based on case studies from Brazil and India. Brazil and India each have distinctive
political, social, and cultural contexts, and various environments can have varied effects on the
dynamics of disinformation and how it affects democratic processes. Therefore, it is important to
use caution when immediately extrapolating the findings to other situations. To increase the
generalizability of the results and offer a more thorough understanding of the issue, future study

should take into account doing comparison studies across various nations.

Sample Size and Selection: A small sample size used for the case studies in this thesis may have
impacted how well they represented the general population. The results may not accurately reflect
the full spectrum of experiences and viewpoints connected to online disinformation and its effects

on democratic processes. The choice of specific situations in Brazil and India may further induce
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bias and restrict the applicability of the findings. To increase the reliability and accuracy of the
findings, future research should aim for bigger and more diverse sample sizes. A more thorough
knowledge of the phenomenon can be achieved by including numerous cases from various

locations or nations.

Methodological Limitations: The research mainly used qualitative techniques like case study and
document analysis. Although these techniques offer insightful understandings into the subjective
viewpoints and experiences of significant stakeholders, they may be biased by the researchers and
have a limited degree of impartiality. The results may not accurately reflect the intricacy and
complexities of the phenomenon since they are impacted by the researcher's views. To provide a
more thorough knowledge of the effects of internet disinformation, future study might use mixed-
method approaches, including quantitative data analysis and questionnaires. The validity and
triangulation of the results can be aided by combining qualitative and quantitative data, improving

the overall rigor of the study.

Data Availability and Reliability: The study relies on readily accessible information sources,
which might not be reliable or comprehensive. It may be difficult to gather and verify data on
internet disinformation, its dissemination, and its influence on democratic processes. The quality
and depth of the analysis may be constrained by the absence of comprehensive and uniform
information across many regions and nations. In order to acquire more extensive and trustworthy
data sources, future research should investigate novel techniques for information gathering,

including partnerships with technological platforms and social media businesses.
Future Research Directions:

In addition to addressing the limitations mentioned above, future research in the field of internet
disinformation and its impact on democratic processes and human rights can focus on several

important areas:

Longitudinal Studies: Longitudinal research over a long length of time can shed light on the
development of online disinformation, its tactics, and its influence on democratic processes. Such
studies can chart the evolution of disinformation patterns, policy responses, and their outcomes

through time, shedding light on the underlying dynamics.
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Comparative Analysis: Comparative research across many nations and areas can help reveal
recurring themes as well as contextual variations in the effects of online disinformation on
democratic institutions. Researchers can learn more about the efficacy of various policy initiatives
and the applicability of those techniques in other circumstances by analyzing how different nations

have responded to disinformation concerns.

User-Centered Research: It is critical to comprehend how internet users view and interact with
disinformation. Surveys, interviews, and focus groups should all be used in future study to examine
how people perceive, encounter, and react to disinformation. This can offer insightful information
about the psychological, cognitive, and behavioral elements of the consumption of disinformation

and its effect on democratic processes.

Policy Evaluation: It is crucial to assess how well policy initiatives work in battling
disinformation on the internet. Future studies should concentrate on analyzing the results and
effects of regulatory actions, self-regulatory projects, and co-regulation strategies. This makes it
easier to evaluate how well these actions worked to stop the spread of disinformation, defend

democratic institutions, and uphold human rights.

Intersectional Perspectives: The topic of internet disinformation is intricate and multifaceted,
necessitating interdisciplinary methods. Future studies should incorporate findings from fields
including political science, computer science, communication studies, psychology, sociology, and
sociology to provide a more thorough knowledge of the problems caused by disinformation and

potential remedies.

Scholars can contribute to a fuller knowledge of the effects of online disinformation on democratic
processes and human rights by addressing these constraints and looking into these potential future
study paths. This study can help with the creation of evidence-based initiatives and policies to
combat the problems caused by disinformation and maintain democratic legitimacy in the digital

era.
References

1. McCombs, Maxwell, and Donald L. Shaw. "The Agenda-Setting Function of Mass Media."
Public Opinion Quarterly 36, no. 2 (1972): 176-187. https://doi.org/10.1086/267990

36


https://doi.org/10.1086/267990

CEU eTD Collection

10.

11.

Cialdini, Robert B., and Noah J. Goldstein. "Social Influence: Compliance and
Conformity."  Annual  Review of  Psychology 55 (2004):  591-621.
https://doi.org/10.1146/annurev.psych.55.090902.142015

Newman, M. E., Albert-Laszl6 Barabasi, and Duncan J. Watts. "The structure and

dynamics of networks." Princeton University Press, 2006.

Pennycook, Cannon, and Rand. "Prior Exposure Increases Perceived Accuracy of Fake
News." Journal of Experimental Psychology: General 147, no. 12 (September 2018):
https://doi.org/10.1037/xge0000465

. Vicario, Michela, Walter Quattrociocchi, Alessandro Scala, and Fabiana Zollo.

"Polarization and fake news: Early warning of potential misinformation targets." arXiv
preprint arXiv:1802.01400 (2018). https://doi.org/10.48550/arXiv.1802.01400

Allcott, Hunt, and Matthew Gentzkow. "Social Media and Fake News in the 2016

Election." Journal of Economic Perspectives 31, no. 2 (2017): 211-236.
https://doi.org/10.1257/jep.31.2.211

Guess, Andrew, Brendan Nyhan, and Jason Reifler. "Exposure to Untrustworthy Websites
in the 2016 US Election." Nature Human Behaviour 4, no. 5 (2020): 472-480.
https://doi.org/10.1038/s41562-020-0833-x

Lewandowsky, Stephan, Ullrich K. H. Ecker, and John Cook. "Beyond Misinformation:
Understanding and Coping with the 'Post-Truth' Era." Journal of Applied Research in
Memory and Cognition 6, no. 4 (2017): 353-369.
https://doi.org/10.1016/j.jarmac.2017.07.008.

MIT Technology Review. "How Social Media Took Us from Tahrir Square to Donald
Trump." Published on August 14, 2018. Accessed on May 4, 2023. URL:

https://www.technologyreview.com/2018/08/14/240325/how-social-media-took-us-from-

tahrir-square-to-donald-trump/

Tufekci, Zeynep. "Social Media and the Decision to Participate in Political Protest:
Observations from Tahrir Square." Journal of Communication 62, no. 2 (2012): 363-379.
https://doi.org/10.1111/1.1460-2466.2012.01629.x

Vosoughi, Soroush, Deb Roy, and Sinan Aral. 2018. "The Spread of True and False News
Online." Science 359, no. 6380 (2018): 1146-1151.
https://doi.org/10.1126/science.aap9559

37


https://doi.org/10.1146/annurev.psych.55.090902.142015
https://doi.org/10.1037/xge0000465
https://doi.org/10.48550/arXiv.1802.01400
https://doi.org/10.1257/jep.31.2.211
https://doi.org/10.1038/s41562-020-0833-x
https://doi.org/10.1016/j.jarmac.2017.07.008
https://www.technologyreview.com/2018/08/14/240325/how-social-media-took-us-from-tahrir-square-to-donald-trump/
https://www.technologyreview.com/2018/08/14/240325/how-social-media-took-us-from-tahrir-square-to-donald-trump/
https://doi.org/10.1111/j.1460-2466.2012.01629.x
https://doi.org/10.1126/science.aap9559

CEU eTD Collection

12.

13.

14.

15.

16.
17.

18.

19.

20.

21.

22.

23.

Delli Carpini, Michael X., and Scott Keeter. "What Americans know about politics and
why it matters." Yale University Press, 1996.

Diakopoulos, Nicholas. 2016. "Accountability in Algorithmic Decision Making."
Communications of the ACM 59, no. 2: 56-62. https://doi.org/10.1145/2844110

Esser, Frank, and Jesper Strombéck. "Mediatization of politics: Understanding the
transformation of Western democracies." Palgrave Macmillan, 2014.

Norris, Pippa. "Democratic Deficits: Critical Citizens Revisited." Cambridge University
Press, 2011.

Norris, Pippa. “Strengthening Electoral Integrity”. Cambridge University Press. 2017.
Sunstein, Cass R. "#Republic: Divided Democracy in the Age of Social Media." Princeton
University Press, 2017.

Evangelista, Rafael, and Fernanda Bruno. "WhatsApp and Political Instability in Brazil:
Targeted Messages and Political Radicalisation." Laboratory of Advanced Studies on
Journalism (Labjor), State University of Campinas (Unicamp), Brazil (2019).
https://doi.org/10.14763/2019.4.1434

Chandrasekharan, E., U. Pavalanathan, A. Srinivasan, A. Glynn, J. Eisenstein, and E.
Gilbert. "You Can't Stay Here: The Efficacy of Reddit's 2015 Ban Examined Through Hate
Speech." In Proceedings of the ACM Conference on Computer-Supported Cooperative
Work and Social Computing (CSCW), 1407-1420, 2017.

Diakopoulos, Nicholas. 2019. Automating the News: How Algorithms Are Rewriting the
Media. Cambridge: Harvard University Press

Tandoc, Edson C. Jr., Zheng Wei Lim, and Richard Ling. "Defining 'Fake News': A
Typology of Scholarly Definitions." 2018. Pages 137-153.
https://doi.org/10.1080/21670811.2017.1360143

Del Vicario, Michela, Alessandro Bessi, Fabiana Zollo, et al. "The Spreading of
Misinformation Online." Proceedings of the National Academy of Sciences of the United
States of America, vol. 113, no. 3, January 4, 2016, pp. 554-559.
https://doi.org/10.1073/pnas.1517441113

Lee, Changho, and Namin Shin. "Prevalence of Cyberbullying and Predictors of
Cyberbullying Perpetration Among Korean Adolescents." Computers in Human Behavior

68 (March 2017): 352-358. https://doi.org/10.1016/j.chb.2016.11.047

38


https://doi.org/10.1145/2844110
https://doi.org/10.14763/2019.4.1434
https://doi.org/10.1080/21670811.2017.1360143
https://doi.org/10.1073/pnas.1517441113
https://doi.org/10.1016/j.chb.2016.11.047

CEU eTD Collection

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

Roberts, Steven O., Carmelle Bareket-Shavit, Forrest A. Dollins, Peter D. Goldie, and
Elizabeth Mortenson. "Racial Inequality in Psychological Research: Trends of the Past and
Recommendations for the Future." Computers in Human Behavior 68 (2020): 352-358.
DOI: https://doi.org/10.1016/].chb.2016.11.047.

Wardle, Claire, and Hossein Derakshan. '"Information Disorder: Toward an

Interdisciplinary Framework for Research and Policy Making." Council of Europe,

September 27, 2017. Accessed from: https://edoc.coe.int/en/media/7495-information-

disorder-toward-an-interdisciplinary-framework-for-research-and-policy-making.html.

Urman, Aleksandra, and Mykola Makhortykh. "There can be only one truth: Ideological
segregation and online news communities in Ukraine." (2021). Vol. 17, Issue 2. DOI:

https://doi.org/10.1177/17427665211009930

Khaldarova, Irina, and Mervi Pantti. "Fake News: The narrative battle over the Ukrainian

conflict."(2016). Pages 891-901. DOI: https://doi.org/10.1080/17512786.2016.1163237

Larson, Heidi J., Leesa Lin, and Rob Goble. "Vaccines and the social amplification of risk."

2022. DOI: https://doi.org/10.1111/r1sa.13942

Klaas, Brian, and Nic Cheeseman. How to Rig an Election. Yale University Press, 2018.
Vakarchuk, Kateryna. "The Impact of the Media on the Catalonia Referendum."
Rhetoric.bg. 2014. Accessed June 18, 2023. https://rhetoric.bg/the-impact-of-the-media-

on-the-catalonia-referendum

Cassauwers, Tom. "Can artificial intelligence help end fake news?" Horizon Magazine, 15

April  2019.  Accessed June 19, 2023.  https://ec.europa.eu/research-and-

innovation/en/horizon-magazine/can-artificial-intelligence-help-end-fake-news.

Sanchez, Gabriel R., and Keesha Middlemass. "Misinformation is eroding the public's
confidence in democracy." Brookings Institution, July 26, 2022. Accessed July 1, 2023.

https://www.brookings.edu/articles/misinformation-is-eroding-the-publics-confidence-in-

democracy/
Jia, Chenyan, Alexander Boltz, Angie Zhang, Anqing Chen, and Min Kyung Lee.

"Understanding Effects of Algorithmic vs. Community Label on Perceived Accuracy of
Hyper-partisan Misinformation." Proceedings of the 2021 ACM Conference on Human
Factors in  Computing Systems (CHI  "21), 2021, 1-15. DOI:
https://doi.org/10.1145/3555096

39


https://doi.org/10.1016/j.chb.2016.11.047
https://edoc.coe.int/en/media/7495-information-disorder-toward-an-interdisciplinary-framework-for-research-and-policy-making.html
https://edoc.coe.int/en/media/7495-information-disorder-toward-an-interdisciplinary-framework-for-research-and-policy-making.html
https://doi.org/10.1177/17427665211009930
https://doi.org/10.1080/17512786.2016.1163237
https://doi.org/10.1111/risa.13942
https://rhetoric.bg/the-impact-of-the-media-on-the-catalonia-referendum
https://rhetoric.bg/the-impact-of-the-media-on-the-catalonia-referendum
https://ec.europa.eu/research-and-innovation/en/horizon-magazine/can-artificial-intelligence-help-end-fake-news
https://ec.europa.eu/research-and-innovation/en/horizon-magazine/can-artificial-intelligence-help-end-fake-news
https://www.brookings.edu/articles/misinformation-is-eroding-the-publics-confidence-in-democracy/
https://www.brookings.edu/articles/misinformation-is-eroding-the-publics-confidence-in-democracy/
https://doi.org/10.1145/3555096

CEU eTD Collection

34.

35.

36.

37.

38.

39.

40.

41.

42.

"Improving Media Literacy Campaigns on Disinformation." ERGA Report. Accessed June

22, 2023. https://erga-online.eu/wp-content/uploads/2021/01/ERGA-SG2-Report-2020-

Improving-Media-Literacy-campaigns-on-disinformation.pdf

Weber, D., Neumann, F. Amplifying influence through coordinated behaviour in social
networks. Soc. Netw. Anal. Min. 11, 111 (2021). DOI: https://doi.org/10.1007/s13278-021-
00815-2

Arnaudo, Daniel, Samantha Bradshaw, Hui Hui Ooi, Kaleigh Schwalbe, Amy Studdart,

Vera Zakem, and Amanda Zink. "Combating Information Manipulation: A Playbook for

Elections and Beyond." Accessed July 3, 2023. https://www.iri.org/resources/combating-

information-manipulation-a-playbook-for-elections-and-beyond/

Menaker, Dru. Hard News: Journalists and the Threat of Disinformation. 2021. Accessed

on June 15, 2023. https://pen.org/report/hard-news-journalists-and-the-threat-of-

disinformation/

Biyani, Neeti, and Amrita Choudhury. "Internet Impact Brief: 2021 Indian Intermediary
Guidelines and the Internet Experience in India." 8 November 2021. Accessed on July 15,

2023. https://www.internetsociety.org/resources/2021/internet-impact-brief-202 1-indian-

intermediary-guidelines-and-the-internet-experience-in-india/

Dover, Robert M. "Brazil Election | What Makes Populist Leaders, Like Bolsonaro, So
Popular?"  University of Hull. 2022. Accessed on July 2, 2023.

https://www.thequint.com/news/world/what-makes-populist-leaders-jair-bolsonaro-

donald-trump-narendra-modi-boris-johnson-so-popular-explained

Palma, Bruna Fontes de Azevedo. "Freedom of Expression in Brazil Suffers Under

Bolsonaro." 2022. Accessed on July 6, 2023. https://theloop.ecpr.eu/freedom-of-

expression-in-brazil-is-suffering-under-bolsonaro/

Chibas Ortiz, Felipe, and Sebastian Novomisky, eds. Navigating the Infodemic with MIL:
Media  and  Information  Literacy. 2023. ISBN: 978-92-3-100584-8.
https://unesdoc.unesco.org/ark:/48223/pf0000385748

Bode, Leticia, and Emily K. Vraga. "In Related News, That Was Wrong: The Correction of

Misinformation Through Related Stories Functionality in Social Media." 2015. DOI:
https://doi.org/10.1111/jcom.12166.

40


https://erga-online.eu/wp-content/uploads/2021/01/ERGA-SG2-Report-2020-Improving-Media-Literacy-campaigns-on-disinformation.pdf
https://erga-online.eu/wp-content/uploads/2021/01/ERGA-SG2-Report-2020-Improving-Media-Literacy-campaigns-on-disinformation.pdf
https://doi.org/10.1007/s13278-021-00815-2
https://doi.org/10.1007/s13278-021-00815-2
https://www.iri.org/resources/combating-information-manipulation-a-playbook-for-elections-and-beyond/
https://www.iri.org/resources/combating-information-manipulation-a-playbook-for-elections-and-beyond/
https://pen.org/report/hard-news-journalists-and-the-threat-of-disinformation/
https://pen.org/report/hard-news-journalists-and-the-threat-of-disinformation/
https://www.internetsociety.org/resources/2021/internet-impact-brief-2021-indian-intermediary-guidelines-and-the-internet-experience-in-india/
https://www.internetsociety.org/resources/2021/internet-impact-brief-2021-indian-intermediary-guidelines-and-the-internet-experience-in-india/
https://www.thequint.com/news/world/what-makes-populist-leaders-jair-bolsonaro-donald-trump-narendra-modi-boris-johnson-so-popular-explained
https://www.thequint.com/news/world/what-makes-populist-leaders-jair-bolsonaro-donald-trump-narendra-modi-boris-johnson-so-popular-explained
https://theloop.ecpr.eu/freedom-of-expression-in-brazil-is-suffering-under-bolsonaro/
https://theloop.ecpr.eu/freedom-of-expression-in-brazil-is-suffering-under-bolsonaro/
https://unesdoc.unesco.org/ark:/48223/pf0000385748
https://doi.org/10.1111/jcom.12166

CEU eTD Collection

Signature page

Author’s name and surname(s):  Sidharth Nair

DNI or passport number:

As the author and sole copyright holder over an original piece of work, a final master thesis,

on (specify topic) - Disinformation Campaigns on the Internet ,
entitled: Impact of Internet Disinformation on Democratic Processes and Human

Rights

I hereby certify that this dissertation contains no material which has been accepted for the
award of any other degree or diploma in any university or other tertiary institution and, to
the best of my knowledge and belief, contains no material previously published or written

by another person, except where due reference has been made in the text.

I hereby authorize IBEI to include the aforementioned piece of work on the website or in
other IBEI’s communications media, or others in which IBEI participates, within the scope
of its normal, non-profit activities, including other IBEI digital platforms, or in which IBEI

participates, of free access via Internet.

I therefore authorize IBEI to take such measures as may be necessary for the purposes of
adding the piece of work in question to the media referred to above, preserving it and
providing public access thereto. IBEI shall not be required to reproduce the piece of work
in its original formats or resolutions. The rights that IBEI require to undertake all the
aforementioned measures are granted to them indefinitely, universally, free-of charge, and

non-exclusively; I am therefore free to publish the piece of work anywhere else.

I hereby declare that neither my signature of this authorization nor the content of the piece
of workplaces me in breach of any rights held by third parties in relation to intellectual

property, industrial property, commercial secrecy, or any other matter. I therefore exempt

41



CEU eTD Collection

IBEI from any obligation or liability corresponding to any legal action to which the

deposited piece of work may give rise.

Lastly, I consent to my piece of work being made available under an “Attribution-
NonCommercial- NoDerivs 4.0 https://creativecommons.org/licenses/by-nc-nd/4.0/
Creative Commons license, in accordance with which it may be copied, distributed and
transmitted as long as its original author and institution are cited and it is not used for

commercial purposes or as the basis for derivative work.

5

Signature: sipHARMM  NAR

Place and date: Vienna, Austria

31/07/2023

Word count: 11,865

42



	Acknowledgement
	Bane, The Dark Knight Rises

