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Abstract 

After the outbreak of full-scale war with Ukraine on February 24, 2022, Russian IT sector 

found itself both the most protected and the most vulnerable positions. While the state 

introduced sweeping incentives for accredited IT companies – such as military draft 

deferments, tax breaks, and subsidies for import substitution – it simultaneously employed 

punitive tools including the revocation of accreditation, forced ownership changes, and 

exclusion from strategic markets. The analysis draws on theoretical frameworks of crony 

capitalism, structural and organizational power, and more. Using case studies of firms with 

varying capital, this thesis examines the interplay between firm behavior and state priorities. 

Findings show that structural and organizational power offer only conditional protection, and 

that political loyalty increasingly determines access to state patronage. 

 

This research contributes to the understanding of firm-state relations under autocracy, 

emphasizing the agency of firms in navigating coercive environments, and discussing how 

selective patronage system works in Russia. 
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Introduction 

The Russian invasion of Ukraine on February 24, 2022, was too sudden for the whole world, 

despite various warnings and speculations in the mass media and in an expert field. The idea 

that a great war would ever return to Europe seemed unthinkable for many European leaders 

and citizens, many of whom could still believe in the “end of history” paradigm even if they 

did not explicitly recognize it as such. But it was also impossible for many Russian citizens to 

imagine that their state would, for the first time in many years, enter into a full-scale war and 

end up in an economic and political blockade that would isolate the country's economy from a 

great part of the world markets. The two significant waves of emigration in February-March 

and September 2022, following the announcement of “partial mobilization”2, indicate that a 

considerable number of young individuals perceive continued residence and economic 

participation in Russia as ideologically untenable. PONARS Eurasia provides empirical 

evidence to the motives of these emigration waves stating that 64% of the interviewees 

mentioned moral opposition to war as a motive for emigration, and 55% feared future 

repression (Kamalov et al, 2022). The largest social groups among Russian migrants were IT 

specialists, and, specifically, employees of Russian IT companies also known as “relocants” 

(and the term for such immigration was called “relocation”). As a survey conducted by the 

independent research company OutRush has shown, information technology professionals 

make up 43% of those who have emigrated from the country. Among them, 80% indicated that 

they left mainly because of political disagreements with the Russian authorities, whereas just 

 
2 “Partial mobilization” refers to the Presidential Decree of 21 September 2022 No. 647 “On the announcement 

of partial mobilization in the Russian Federation”, which introduced the mobilization of reservists and former 

military personnel to support Russia’s military operations in Ukraine. Although termed “partial,” the mobilization 

was marked by legal ambiguity and broad implementation, leading to widespread fear of conscription among 

young men and professionals. 
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37% mentioned the risk of mobilization as being among the grounds for emigrating (Kamalov 

et al, 2025). The number of those who left the country after the announcement of the “partial 

mobilization” could reach 700,000 people (Forbes, 2025). A significant number of IT 

professionals and companies have moved to countries such as Georgia, Armenia, Serbia and 

Turkey.   

 

Comprehensive data detailing the exact proportions of micro, small, medium, and large IT 

companies in Russia from 2022 to 2025 remains scarce. According to the Federal State 

Statistics Service (Rosstat) (2024), average number of employees in ICT small enterprises 

including microenterprises was 197.9, 218.6 209.9 thousand people in 2021, 2022 and 2023 

subsequently, and 38.8 42.9 and 46.4 thousand people for medium-sized enterprises.  These 

numbers do not take into account individual entrepreneurs, self-employed, and freelancers 

(Federal State Statistics Service, 2023). Over 84% (approximately 2.6 trillion rubles) was 

generated by large and medium-sized enterprises, while small enterprises accounted for nearly 

16% (around 0.5 trillion rubles) (Analytical Center under the Government of the Russian 

Federation, 2024). Most importantly, these numbers indicate that most of the IT workers are 

employed in small enterprises. There are about 200 thousand SMEs in the Russian IT market, 

and they occupy a dominant position – about 75% of the total number of enterprises. Of these, 

89 thousand are medium-sized companies. And the number of self-employed providing IT 

services is noticeably high – 750 thousand people (Litvinov, 2024). Although no official 

statistics clearly distinguish between individual employees, freelancers, and entrepreneurs who 

relocated from Russia’s IT sector after 2022, it is logical to suppose that micro-entrepreneurs 

and independent workers had the greatest mobility, while small IT companies with a scattered 

organization were able to relocate as a company. Large companies could lose individual 
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specialists but rarely left as whole legal entities. Due to the specifics of the IT profession, they 

were able to leave as painlessly as possible. For many full-time workers, since the COVID-19 

pandemic, the remote work model has become the norm. 

 

As programmers, software engineers, and computer scientists began to leave the country en 

masse, Russian officials quickly realized that they need to tighten control over the sector. This 

became particularly evident after whole entities and parts of companies with Russian pedigree 

started to leave (e.g. JetBrains, Playrix, Prequel, Miro, some former divisions of Yandex like 

Nebius.AI, Toloka, Avride). At the same time the majority of Western transnational companies 

also left the market and ceased to provide their IT services, creating an extreme need for 

substitutes in Russia (The Moscow Times, 2025). In this environment, Russian policymakers 

turned to a strategy that can best be described as “sticks and carrots”, using both harsh legal 

instruments against potential dissent and making the IT sector a privileged part of Russian 

society. The brightest examples of the “privileges” are large tax exemptions and the programs 

of mortgages for employees of IT-companies which were introduced in the federal laws and 

approved by the Federal Assembly. What is also important in the context of the war against 

Ukraine is that IT specialists are eligible for a certain deferral from mobilization in line with 

Putin’s Decree of March 3rd, 2022 (President of the Russian Federation, 2022).  

 

However, the essence of these policies leaves some room for selective application, which the 

state actively takes advantage of.  Previously described dynamics would lead us to expect, 

according to the prevailing literature, that the Russian government would turn the IT sector into 

a permanently guarded industry, granting it wide-ranging support to keep talent and innovative 

potential in place especially in the wartime and under the sanctions when the need for 
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substituting technologies is colossal. Empirical developments since the full-scale invasion of 

Ukraine, however, paint a more ambiguous picture: IT companies constitute a semi-privileged, 

semi-vulnerable group within this cohort of Russian enterprises. While the state officially 

proclaimed the IT sector to be strategically privileged and imposed supporting policies like tax 

exemptions and mobilization deferments, these benefits were distributed unevenly. Some 

companies were pampered and have enjoyed protective incentives – such as draft deferments 

and tax relief – while others were excluded from different programs or even targeted by 

exerting administrative pressure, had their accreditation taken away, faced reputational assault, 

or been subject to regulatory harassment. Such variation requires explanation.  

 

This pattern reveals a theoretical puzzle of the research. Authoritarian regimes have a tendency 

to treat high-tech sectors strategically – shielding them from repression in exchange for 

economic rewards and geopolitical competitiveness (Guriev & Treisman, 2015). The Russian 

state's early response to the wartime outflow of IT specialists (or so-called "brain drain") 

seemed to follow this logic, positioning the industry as privileged through public messaging 

and supporting measures. However, recent events show that state policy has not uniformly been 

supportive.   

 

Comparative research from other authoritarian settings, most notably Belarus, suggests that IT 

companies can become targets of selective repression when they are seen as politically disloyal 

or influence public opinions. During and following the 2020 protests in Belarus, numerous IT 

companies and digital professionals were singled out and got punished for their alleged support 

of civil society and protest movements (Freedom House, 2021). These studies suggest that 
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authoritarian regimes like Lukashenko's may turn against even economically valuable sectors 

too if they are threatening the political authority. 

 

There are multiple examples of repressions against the sector with unprovoked attacks on 

entrepreneurs and whole companies (Kravits-Meinke, 2024). At the same time, a lot of initial 

“privileges” obtained in 2022 are now backtracked: for instance, a large number of IT 

companies lost the status of “accredited” IT companies which provide all the benefits (CNews, 

2024). Among them are Skyeng, Tinkoff Tech, Kontur, Alfa Tech, and several subsidiaries of 

VK Group, which reportedly failed to meet updated accreditation criteria related to software 

localization, revenue structure, or personnel relocation. This means that the companies in 

question immediately lost their tax benefits, and their employees lost their immunity from 

military conscription. This creates a strategic dilemma for IT companies: allowing employees 

to relocate often results in the loss of accreditation and government benefits, while meeting 

government criteria increases political and legal risks. As a result, companies have to choose 

between safeguarding employee autonomy and securing government support. 

 

Selective enforcement of these policies constitutes the fundamental research question of this 

work: Why are certain IT companies rewarded while others are excluded or even punished? 

How can they navigate in these permanently altering policies and keep their labor force safe 

and sound, revenues stable and operations sustainable? 

 

In this sense, the IT sector is not a typical or entirely exceptional case – it exists in a twilight 

zone of the political economy, and the Russian state's unpredictable behavior toward these 
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firms is particularly interesting.  This research focuses on development of the Russian IT 

industry since February 24, 2022, and considers it a strategically significant yet politically 

unpredictable sector in the wider authoritarian economic context. Although the IT industry 

shares several characteristics with other high-tech or export-oriented industries in Russia, there 

are also some unique aspects that make it an analytically rich case. 

 

Previous studies on authoritarianism have also illuminated in significant ways how regimes use 

selective repression and incentives as instruments for maintaining control. Much of that 

research, however, has been focused on the incumbent authoritarian tactics – investigating the 

ways the state manages opposition, rewards loyalty, or coerces compliance. Although these 

papers have assisted me in reconstructing the image of how modern autocracies operate, they 

underestimate the strategic agency of private actors. Though such newer approaches are useful 

for tracing the logic of state action, they do not cover the strategic agency of private firms and 

what is driving their choices. 

 

So, this study shifts the focus to the firms themselves. And, by aiming at the ways in which 

firms navigate the politics, adapt or resist co-optation, and align themselves according to 

changing state imperatives, this study adds a bottom-up dynamic to the study of authoritarian 

governance. By doing so, it seeks to contribute to the literature by placing the firms not simply 

as passive takers of state policies, but as actors that can influence the terms under which they 

are treated. This study explores how IT firms' behavior and status shape the type of treatment 

that IT firms receive from the Russian state, i.e., selective repression (or “sticks”) or policy of 

rewards/benefits (“carrots”) and what conditions make some firms more receptive to 

punishment or more prone to obtaining access to benefits. This study contributes to the 
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literature on authoritarian political economy by examining how state support is distributed 

unevenly across strategic sectors, using the Russian IT industry as a case study. It engages with 

debates on authoritarian responsiveness, selective policy implementation, and the role of 

informal institutions in shaping economic governance in the context of the great war.  

 

The structure of the thesis is as follows: Chapter 1 introduces the overview of theoretical 

approaches to digitalization in illiberal regimes and to state-business relations in illiberal digital 

economy. It outlines the principal models – competitive authoritarianism, informational 

autocracy, crony capitalism and their relative strengths and weaknesses in explaining selective 

treatment of Russian IT firms. Particular attention is paid to the concept of organizational and 

structural power, preparing background for the thesis’ framework. how these models handle 

(or fail to handle) firm agency. Chapter 2 sets out the research design, case selection, and 

operationalization of dependent and other variables of interest. Three main hypotheses and sub-

hypotheses are also presented in this section. Chapter 3 is dedicated to testing the introduced 

hypotheses and presents empirical evidence from a comparative study of IT companies, 

presenting unexpected results. Finally, the study of Russian IT firms is concluded and in this 

chapter perspectives for future research are proposed. 
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Chapter 1. Review of contemporary research 

When talking about Russian IT firms, it is crucial to understand the context in which they 

operate, and most importantly, what approaches for studying the specifics of the Russian 

developing economy exist in the literature. In this subsection I will focus on the existing 

approaches to decide whether they have the potential to become helpful to obtain the 

knowledge of how one firm is treated by the Russian government based on its background, 

actions and other crucial characteristics.  

 

Digitalization in Illiberal Regimes 

In Levitsky and Way’s (2010) foundational work on competitive authoritarianism modern to 

their day Russia was characterized as a country with a hybrid regime, where democratic 

institutions do exist but consistently are manipulated by incumbents for the purpose of staying 

in power. These regimes combine democratic features such as elections, opposition parties, and 

independent media with authoritarian practices – e.g.: electoral and judicial manipulation, 

repression of opposition. This research is relevant to the study of state-business relations in the 

Russian IT industry, while the Kremlin used selective legal and political coercion to achieve 

corporate compliance while maintaining the institutions of market competition and legality. 

Levitsky and Way point out how political protection and access to state resources are traded 

for political loyalty. They describe how such regimes regulate elite competition and 

institutional uncertainty in a way to preserve authoritarian rule without exposing the system as 

not truly democratic.  However, after the outbreak of full-scale war in Ukraine, or even in the 

earlier years, Russia moved away from hybrid tactics toward more openly coercive and 
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militarized governance. The model assumes a level of pluralism that no longer exists in post-

2022 Russia, hence, this model is not fully eligible for studying how “carrots and sticks” are 

distributed. 

 

The following framework could be useful for analyzing privilege and informal ties. The crony 

capitalism framework, developed by George M. Taber in 1980 to describe political favoritism 

under the Marcos rule in the Philippines, was later solidified as a formal analytical model by 

Stephen Haber.  In Crony Capitalism and Economic Growth in Latin America: Theory and 

Evidence (2002), Haber conceptualizes crony capitalism as a system where economic resources 

(e.g. credit, licenses, and state contracts) are not allocated based on efficiency or competition, 

but through informal political connections. Similarly, Kang (2002), in their study of South 

Korea, demonstrates how the state’s reliance on business loyalty overrule-based regulation 

drove rapid growth (The Miracle on the Han River) but rooted corruption and economic 

vulnerability which are visible up to our days. These works explain how authoritarian regimes 

gather elite support and economic control through selective privileges. 

 

Specifically, Anders Aslund’s “Russia’s Crony Capitalism” (2019) provide account on full-

scale kleptocracy, where state power and private wealth are tightly interlinked. This framework 

is useful for addressing the puzzle of selective state treatment of IT firms: access to state 

benefits often reflects political alignment rather than innovation or market value. However, 

classic crony capitalism literature assumes too simplistic logic where loyal firms are rewarded, 

disloyal ones excluded. The behavior of Russian IT companies should be at least viewed as bit 

more complex. Many firms pursue specific strategies: partially complying with state 

expectations while preserving autonomy through relocation, dual market strategies, or 
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institutional compartmentalization. Therefore, while the crony capitalism model offers a solid 

foundation for explaining resource allocation under authoritarianism, it requires to be 

complemented with frameworks that account for firm agency and adaptive behavior.  

 

Another researcher Simeon Djankov (2015) argues that the Russian economy under Vladimir 

Putin has shifted from classical crony capitalism to a model of state capitalism, where the state 

or its proxies acquire strategic assets in order to ensure political loyalty. This centralization 

allows the Kremlin to distribute resources and suppress competition, aligning economic power 

with state interests. Though this model assists in understanding how selective support is 

organized from the top, it ignores the agency of companies, particularly those in strategic 

industries such as IT, where firms tend to adapt by hedging between state compliance and 

international integration. 

 

Finally, Frye (2010) emphasizes the continued role of informal institutions and weak rule of 

law in shaping the post-Soviet business environment. In the context of the Russian IT sector, 

this insight helps explain the coexistence of innovation with political vulnerability. Frye argues 

that in states with polarized democratic institutions and inconsistent legal enforcement, firms 

are more likely to rely on political connections than on formal guarantees of property rights, 

just as it is like in crony capitalism. Applied to Russian IT companies, this suggests that their 

growth and protection often depend less on legal frameworks than on their relationship to the 

state. Companies closely aligned with state interests may receive preferential treatment, while 

others remain exposed to arbitrary enforcement, selective repression, or exclusion from 

benefits – especially in times of political turbulence. This dynamic creates a fragmented and 

uncertain business landscape where technological entrepreneurship is shaped not only by 
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market logic but also by political expediency. However, this study does not offer tools to 

distinguish why some firms are punished while others are rewarded within the same 

institutional environment. 

 

State-Business Relations in Illiberal Digital Economy 

The state and business relations in the context of Russian digital autocracy has also been a 

subject of studies of Guriev and Treisman (2015). Their theory of informational autocracy 

provides a more flexible framework. The authors argue that such regimes survive not through 

mass repression alone but through a combination of cooptation, selective censorship, and 

propaganda. Such mechanisms allow the dictators to remain in power while minimizing public 

resentment and external criticism. The authors introduce the term “informational autocracy” – 

regime where governments manipulate the informational environment to appear legitimate and 

competent, and thus they do not need to use brute force to suppress opposition. Repression, 

when used, is often selective and directed at individuals or groups that challenge the regime’s 

narrative or organizational control. This model explains why countries with authoritarian 

regimes, like Russia, invest heavily in media control, internet surveillance, and forming 

valuable alliances, especially with the information technology industry. However, this 

framework may also no longer fully apply to contemporary Russia following the fundamental 

transformations that began with the outbreak of Russo-Ukrainian war. Prior to the COVID-19 

pandemic and before February 24, 2022, limited freedom of speech persisted in some media 

outlets. In the current context, however, independent media and political opposition have been 

systematically labeled as foreign agents, extremist and terrorist organizations, and their 

activities on the territory of the Russian Federation are no longer possible. 
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The next approach allows mapping selective “carrots and sticks” onto real firms. Gerschewski 

(2013) offers a broader perspective through his three pillars of authoritarian stability: 

legitimation, repression, and co-optation as essential for the stability of autocratic regimes and 

describes how they influence market dynamics. His “three pillars” framework, though designed 

to study political regimes, provides unintended insights into the interplay between state and 

business actors in hybrid economies like Russia’s. Legitimation relies on ideological narratives 

or performative actions to cultivate public approval. Repression employs threats or force to 

suppress opposition, while co-optation secures elite loyalty by integrating them into the 

regime’s power structures. Gerschewski argues that these pillars are interdependent and 

reinforce one another: effective co-optation reduces the need for repression, and legitimation 

can facilitate both co-optation and compliance. The survival of an autocracy therefore depends 

on the regime's ability to balance and institutionalize these mechanisms over time. This 

framework provides a useful analytic tool for considering the ways in which authoritarian 

regimes, like Russia, manage the complex interplay between control and consent in sectors like 

IT. For instance, the co-optation pillar, manifested through state-corporate partnerships or 

selective subsidies, may explain how certain IT firms thrive while others face constraints. In 

relation to the research puzzle of the current work, it could be applied in the way that co-

optation pillar is crucial for understanding why some firms get “sticks”, while others gain 

“carrots”.  

 

Tsai (2007) develops the concept of adaptive informal institutions which offers a valuable 

perspective on how actors navigate authoritarian systems by creating parallel practices that 

achieve official goals while subverting formal rules. Originally developed to explain local 

innovation under China’s centralized governance, this framework emphasizes how 
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organizations adapt by aligning with state expectations while pursuing their own interests 

beneath the surface. The study analyzes how local officials and economic actors in China’s 

authoritarian system adapt to rigid formal requirements from above by creating informal 

practices that are outwardly compliant with instructions but also allow them to solve practical 

problems and achieve autonomy. These adaptive informal institutions emerge when formal 

rules are unsustainable, but it is risky to formally violate them. For example, officials lacking 

sufficient funding from the center may come up with workarounds, formally complying with 

orders but de facto distorting their implementation to meet party demands and the real local 

needs. 

 

In the context of the Russian IT sector, this approach helps explain the behavior of those 

companies that formally comply with government requirements (e.g., inclusion in registries, 

declarative support), but actually act autonomously: they transfer personnel abroad, split the 

ownership structure, continue cooperation with foreign partners, or operate in the gray zone. In 

the context of Russian IT firms, this lens helps explain how companies may appear compliant 

– for example, by registering software locally or avoiding public criticism of the regime, while 

quietly relocating staff, diversifying ownership, or shifting parts of their operations abroad. 

Unlike traditional crony capitalism models, which assume passivity or full loyalty, Tsai’s 

framework captures the strategic creativity of firms operating under constraints. It 

complements Gerschewski’s emphasis on regime tools (repression, co-optation) by 

foregrounding how targeted firms respond, maneuver, and resist without outright defiance. 

 

And finally, beyond political loyalty, some firms may be shielded from repression or granted 

privileges based on their position in the economic and institutional hierarchy. This logic reflects 
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the classic distinction between structural and organizational power. As Susan Strange (2015) 

argued, governments are structurally dependent on private investment and thus, firms shape 

state behavior indirectly. In the Russian context, Sber and VK businesses are not necessarily 

required to manifest loyalty since their removal would be disruptive to state activities. 

Organizational power, on the other hand, is an internal capacity to comply, adapt, or build 

connections. It has four aspects: security, knowledge, production, and finance. Michael Mann 

(1984, p. 189) refers to this as “the infrastructural power of the state – the institutional capacity 

to penetrate and coordinate social life”, a concept that can be applied to firms embedded in 

bureaucratic systems such as Skolkovo. These two forms of power provide a basis for 

explaining why some firms are treated more cautiously or favorably than others. 
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Chapter 2. Research design 

Key Concepts and Operationalization 

Attempts of Russian state to control the IT sector are quite sporadic. Despite this, three years 

after the beginning of the full-scale war, some trends can already be analyzed. Russian politics 

in regards of IT sector is not coherent and sometimes can take the form of sanctions and 

punishments, while at other times they concentrate on providing bonuses and privileges to the 

sector. Building on this idea, the research question focuses on identifying the factors that 

explain why certain IT companies receive repressive or supportive treatment from the Russian 

government. In this design, the dependent variable (DV) is the policy outcome experienced by 

a company – ranging from political pressure (e.g., defamation in state media, legal prosecution, 

or other forms of repression and positive punishment) to state support or certain incentives 

(e.g., tax exemptions, access to public tenders, or mobilization deferment for IT-specialists). 

This includes both the level of privileges granted and the company’s continued eligibility for 

government support programs. The study aims to understand what characteristics or behaviors 

of companies – such as ownership structure, political alignment, relocation decisions, or market 

prominence – shape their treatment by the state. In case of the Russian Federation, uncovering 

the exact motivations behind political choices is particularly challenging, if not impossible. 

However, a comparative perspective allows for an analysis of how the government's approach 

to different IT companies and industry as a whole differs depending on what is currently 

profitable to the state. And, most importantly, specific IT companies, including micro-

enterprises, as well as teams and individual entrepreneurs, whose strategies of interaction with 

the state range from cooperation to distancing and relocation, are considered as the unit of 

analysis. 
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Table 1. Operationalization of Dependent Variable: State Treatment of IT Firms 

Type of State Treatment Operational Indicators Explanation 

Repression (“Sticks”) 

Legal/administrative 
pressure or positive 
punishment (e.g., fines, tax 
inspections, “foreign agent” 
designation) 

Used to signal 
noncompliance and apply 
institutional costs to 
autonomous firms 

Blocking or restricting 
access to websites/services 
in Russia 

Limits firm's market access 
or public visibility 

Public prosecution or 
defamation of management 

Targets firm leadership to 
deter dissent or promote 
compliance 

Negative punishment (e.g., 
excluding a firm from 
subsidies, tenders, or 
official recognition). 

Withholding benefits cuts 
off financial support and 
market opportunities 
 

State acquisition of shares 
or appointment of loyal 
executives 

Enables soft co-optation, 
thereby bringing them 
firmly under government 
objectives 

Forced divestiture, 
takeover, or nationalization 

Applies to strategically 
important but insufficiently 
loyal firms. 

Support (“Carrots”) 

Eligibility for army 
deferment for employees 

Incentivizes compliance by 
protecting staff from 
mobilization in the military 

Access to state tenders and 
subsidies 

Provides financial and 
strategic advantages 

Reduced taxes and 
regulatory burden  

Rewards political alignment 
through fiscal incentives 

Entrance to state-backed 
clusters (e.g., Skolkovo, 
Innopolis) 

Institutionalizes privileged 
status through 
infrastructure and 
partnerships 

 

In order to research the differentiated state treatment of Russian IT business since February 24, 

2022, it would be better to categorize them according to the level of state impact. By doing 

this, the study could examine how sticks and carrots are distributed between firms with 

different types of power (organizational and structural). Hypotheses which are going to be 

tested in this research rely on this classification; thus, it is crucial to operationalize two 

concepts. To begin with, there is the cluster of firms that obtain big structural power – they are 
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“too huge to repress” or “too embedded to ignore”. A firm is considered to have high structural 

power if it remains embedded in critical state infrastructure, maintains exclusive or large-scale 

government contracts, provides irreplaceable technological services, or contributes directly to 

state-led initiatives (e.g., domestic cloud services, data hosting, or digital ID systems), as Table 

2 suggests. This dynamic is particularly evident in sectors critical to the Russian economy, such 

as energy, and defense (Matveev, 2019). I assume that VK, Rostelecom, and Yandex 

(particularly following its 2022 restructuring) belong to this group just like Sber's digital 

ecosystems: they are so integrated into public services and therefore too politically significant 

to be shut down. Some Russian IT firms experienced a loss in their structural power after 

February 24, 2022, that could result from the relocation of key operations or personnel abroad, 

withdrawal from state procurement platforms, or loss of access to essential technologies due to 

international sanctions. As the following analysis shows, companies can quickly fall into 

disfavor once their utility to the regime diminishes. In contrast, firms that retained or increased 

their structural embeddedness tend to benefit from selective incentives. 

 

A legally secured firm’s strategic and systemic importance can also reflect the strength of its 

structural power. the Ministry of Digital Development, Communications and Mass Media of 

the Russian Federation regularly updates the “List of backbone organizations of the Russian 

economy engaged in economic activities in the sectors of the economy, the implementation of 

state policy” (Ministry of Digital Development, Communications and Mass Media of the 

Russian Federation, n.d.). The objects of critical infrastructure, established by Federal Law No. 

187-FZ, are also the carriers of this structural power (Russian Federation, 2017). 
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The second big group of firms has big organizational power – at least, structurally they are 

non-essential, but institutionally they are highly embedded. Businesses situated in government-

backed IT clusters of innovation or technoparks, like Innopolis and Skolkovo, belong to this 

category: they have been created and exist directly through federal programs. Inclusion in the 

Digital Economy national project, or the “Technological Sovereignty” roadmap (known as the 

“Concept of Technological Development”) also makes a criterion for falling into this category, 

as well as privileged access to state contracts. 

 
Table 2. Operationalization of Independent Variable: Structural and Organizational Powers 

Type of power Operational Indicators Explanation 

Structural 

Dominating positions in the 
IT market 

Set industry standards or 
control critical 
infrastructure, making them 
indispensable to market 
functioning 

Significant market shares 
Reflects economic weight 
and reduces the cost of state 
alignment 

Maintains exclusive or 
large-scale government 
contracts or contributes 
directly to state-led 
initiatives 

Goszakupki” for e.g., 
domestic cloud services and 
OS, data hosting, or digital 
ID systems 

Inclusion in strategic and 
systemic importance 
registers 

Formal recognition by state 
bodies (e.g., by MinTsifry, in 
“KII”) as critical to the 
economy or security, 
granting access to subsidies 
and protection. 

Fits in the niche of 
substitute of the sanctioned 
goods and technologies  

Proves to be an important 
and irreplaceable player in 
the context of exodus of 
foreign companies and 
technologies 

Organizational 

Participation in 
government-backed 
clusters (e.g., Skolkovo, 
Innopolis) 

Belonging to infrastructures 
created or supported by the 
state and financial 
dependence on them 
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Links to state-affiliated 
elites (e.g., former officials, 
affiliated owners) 

Connections with elites can 
provide access to informal 
support, loyalty, or 
protection from repression 
 

Inclusion in public 
procurement and tenders 

Signals institutional 
embeddedness and formal 
channels of direct 
communication with the 
state 

Formal role in 
national/regional 
digitalization programs 

Though not necessarily 
productive and active 
participator 

 

However, it is crucial for the analysis to bear in mind the fact that within the framework of 

crony capitalism the distinction between organizational and structural power often becomes 

analytically ambiguous since the boundary could be very blurred: corporation like Sber is 

majority-owned by the Russian government and plays a central role in implementing national 

economic projects, what makes it an entity with extremely high organizational power. At the 

same time, it is the largest bank and tech company – its operations underpin the functioning of 

the national banking system, including dominance in payment processing and acquiring 

markets. Its powers are interlinked; organizational power has been strengthening the structural 

one for decades after the fall of the Soviet Union and even before that (Sber originates to 

established in 1841 under Thar Nicolas I “Sberegatelnaya Kassa”). This analysis distances from 

proposing rigid thresholds – such as specific state ownership shares, board composition criteria, 

or revenue structures to dichotomize firms into purely organizational or structural power 

categories. There is simply no such in the literature, what could become a fertile avenue for 

future research. Thus, in this study, corporate power is operationalized more as a two-

dimensional continuum rather than a binary classification. This will be additionally illustrated 

at the Hypotheses sub-section. 
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A final and analytically important category consists of firms that possess neither structural nor 

organizational power. Since they resist co-optation (this is especially true for companies after 

the outbreak of a full-scale war), they can no longer play a significant role in the local market. 

Prior to the war, they could be well embedded but then lose everything. Their exclusion from 

both structural dependence and institutional incorporation makes them more susceptible to 

selective repression, the state restricts their legal presence through administrative exclusion, 

reputational targeting, or blanket restrictions on “foreign agents” or “undesirable 

organizations”. These differences allow us to make sense of the logic of selective incentives 

and selective repression used by the Russian state: benefits and protection are offered to the 

co-operators, while firms opposing the logic of co-optation may be denied supportive policies, 

subjected to reputational damage, or even legal pressure.   

 

In this research, there are two independent variables – organizational and structural powers 

which are conceptualized as firm-level characteristics that shape state response but are not 

caused by it. They are exogenous to the state immediate policy reaction in the form of sticks or 

carrots. A firm’s loyalty serves as a moderating variable that alters the relationship between a 

state’s policy response and the firm’s powers (regardless of what power dominates, they can 

also be mixed). A firm’s loyalty links both to its proclaimed signaling and behavioral facts – 

from remaining registered and active in Russia after 2022 to willingness to comply with more 

and more of new restricting policies regarding accreditation, laws on data storage and software 

or participation in state-backed programs like “Digital Economy”. 
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Hypotheses 

The government's own stance toward the IT sector shifted under the pressure of external 

shocks. In the first few months after the invasion, the IT sector was effectively treated as a 

strategically privileged sphere, with extensive government support against “brain drain” and 

sanctions. However, as the outflow of companies gained momentum and Russia's financial and 

administrative resources came under pressure and declined, criteria for this privileged status 

seemed to have become stricter. The first hypothesis (H1) thus reads: 

 

H1: a firm that has structural power, has state support (e.g., tax breaks, payment deferrals, 

preferential accreditation). 

 

H1a: a firm that loses structural power (e.g., due to factors such as relocation or technological 

obsolescence) faces a risk of exclusion from state support mechanisms. 

 

H1b: a firm that has gained structural power post-2022 (e.g., through import substitution of 

sanctioned technologies) secures state support, even when it lacked prior institutional favor. 

 

The second group of hypotheses concerns the relative influence of IT companies, specifically 

their institutional embeddedness. 
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H2: a firm that has organizational power (e.g., participation in state-affiliated clusters, 

privileged procurement access, or politically loyal management) is shielded from repressive 

measures and maintains access to state-provided benefits. 

 

H2a: a firm that loses organizational power (e.g. through relocation, ownership changes, or 

public divergence from state agendas) faces withdrawal of state support and previously granted 

incentives. 

 

H2b: a firm that gains organizational power (e.g., through governmental policies of import 

substitution) receives state support and new rewards. 

 

Building on selective incentives and repression theory (Guriev & Treisman, 2015), the study 

suggests that the Kremlin policy of co-opting private information technology firms didn't start 

in 2022 but has profound origins in the state's consistent efforts to apply political control on 

the internet and technology. With this understanding, those firms that declined to align with 

the state agenda – denying partnership with the government, declining requests for content 

moderation, or relocating operations overseas – were less likely to be rewarded institutionally 

through tax breaks, access to tenders, or army deferment for employees. The third hypothesis 

(H3) is therefore: 
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H3: A firm that failed to adhere to political loyalty could be shut out from favorable 

government policies and become an object of repressive treatment after the outbreak of full-

scale war regardless of strength of their prior organizational ties and structural power. 

 

Method 

Designing a research framework for this kind of study is not a straightforward task. Studies of 

the factors of government approaches to certain problems and the results of policies are often 

quantitative. However, in the case of current Russian policy, this may be far from the best 

choice. The war in Ukraine and the imposition of international sanctions remain ongoing, and 

the political landscape continues to evolve rapidly. In authoritarian regimes, official data – 

especially data directly reflecting sensitive matters – can be unreliable. For example, metrics 

that are typically considered straightforward, such as COVID-19 death rates, may be 

misrepresented or concealed. Furthermore, a quantitative study may offer limited insight, as its 

findings risk being quickly outdated or contradicted by subsequent events. Interviews as a 

method are also not suitable, because to have a conversation with representatives of compliant 

firms for such a study is a task close to impossible. Given these limitations, this study adopts a 

comparative case study as the primary method. This qualitative method enables a deeper 

examination of the relations between the state, federal subjects, and selected IT companies. It 

will also allow us to build a coherent picture of how the policies towards the IT sector in Russia 

unfolded in the last three years.  

 

The time frame of the study covers the period from February 2022 – the beginning of the active 

phase of the war and subsequent mobilization, including “partial mobilization” in September 
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2022 – to the present, i.e. the first half of 2025. This timeframe allows us to trace key changes 

in government policy aimed at regulating the IT sector in the context of ongoing conflict and 

foreign policy pressure. The time frame witnesses significant government policy shifts to 

respond to wartime needs, sanctions, emigration waves, and internal administrative pressures. 

The timeframe allows for the observation of both the immediate response (IT specialist 

protection, support packages) and the following gradual removal of privileges for less-aligned 

actors. 

 

Selection of cases 

In 2024, Russia continues to hold the title as the most sanctioned country globally. A unique 

case when a large modern state involved in international exchange and cooperation finds itself 

subject to multilateral sanctions. Economic studies often focus on assessing the damage to the 

Russian economy from the withdrawal of foreign companies from the Russian market, but 

rarely do researchers look at the withdrawal of Russian companies from the Russian market 

and the conditions for their continued operation in the Russian Federation. In addressing this 

gap, the present study not only focuses on relevant government policies, but also seeks to define 

specific IT companies, state agencies, and policymakers.  The sector is characterized by a high 

degree of fragmentation and flexibility, which makes it particularly sensitive to public policies 

and particularly interesting for studying mechanisms of selective repression and incentives. 

  

Measures to support the industry are mainly established by federal laws and resolutions of the 

Russian government, which indicates that the regions of the Russian Federation do not have 

sufficient autonomy in making such decisions. Consequently, the assumption of significant 
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regional variation in support measures does not hold, as there is no legal framework for the 

existence of such differentiation. Rather than regional discrepancy, the landscape is 

characterized by federally initiated projects, such as innovation clusters like Skolkovo of 

Moscow region and Innopolis of the Republic of Tatarstan, which however, were launched 

prior to the beginning of the war and deployment of discussed sanctions (Kuleshova, 2020).  

 

Analysis covers only cases where at least one type of power is present. There is a category of 

firms which lack both organizational and structural powers - the fourth, and subsequently the 

forth hypothesis could be introduced, however, it does not fall into focus of the current research 

since the powers constitute independent variables of the proposed model. The analysis is based 

on reasonable but partially extrapolated assumptions, drawing on public sources, news outlets 

and industry interviews and independent research. 

 

  

C
E

U
eT

D
C

ol
le

ct
io

n



 

26 

 

Chapter 3. Empirical Analysis 

This chapter examines the state's differentiating approaches to Russian ICT companies in the 

wartime and geopolitical isolation. It is based on the idea that the Russian state does not act 

uniformly but selectively favors or punishes firms depending on their structural characteristics 

and strategic behavior that reflects the degree of their loyalty. 

 

Institutional Policies Supporting the ICT Sector 

In their Routledge Handbook of Russian Politics and Society chapter, Yablokov and Solovyeva 

(2022) explain that in recent years the Russian government has strengthened control over ICT 

sector without completely nationalizing it. Rather than assuming ownership, the state facilitates 

close partnerships with private technology firms by providing them with exclusive privileges 

– such as access to state contracts or supportive regulations – based on whether they are aligned 

with the government's political course. Accredited IT companies may enjoy benefits such as 

preferential taxation, simplified visa regimes for foreign specialists, and inclusion in state 

procurement. Funds like the Russian Fund for the Development of Information Technologies 

(RFRIT), and development institutions like Skolkovo and the Internet Initiatives Development 

Fund (IIDF), also serve to channel financial and infrastructural support to selected firms. These 

support mechanisms have only intensified since 2022, as the state prioritized technological 

sovereignty in the face of world-scale sanctions.  
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Russian IT companies and startups were already highly competitive in the domestic market 

prior to the introduction of comprehensive sanctions. Eferin et al. (2019) argue that the 

competition between domestic and foreign digital platforms in Russia stimulated both 

innovation and growth. According to their findings, leading Russian IT companies not only 

succeeded in adapting to this competitive environment but often managed to occupy 

dominant segments of domestic market. This implies that, even before sanctions and political 

isolation, national firms demonstrated the ability to outperform global competitors by 

capitalizing on localized information, user preferences, and certain institutional advantages. 

This has also been expounded by Kontareva and Kenney (2022) who have shown how 

institutional and cultural barriers such as fragile rule of law, linguistic isolation, and political 

risk sheltered the domestic market from external players. Firms like Yandex and VK 

localized global business models to fit local needs and were hugely successful. Taken 

together, these works illustrate that the success of Russian IT companies in the local market 

was not just an effect of protectionism, but also due to their ability to innovate and localize. 

 

In general, privileges for accredited companies can be summarized into several main measures: 

possibility to pay insurance contributions at reduced rates if an IT company meets the condition 

that the share of income from IT activities exceeds 70%; zeroing of income tax in 2022-2024 

if the IT company meets the condition that the share of income from IT activities exceeds 70%; 

zero income tax in 2022-2024 if the IT company meets the condition that the share of income 

from IT activities exceeds 70%; preferential IT mortgages at a rate of up to 6% per annum for 

employees of IT companies; exemption from audits of state and municipal control bodies and 

field tax audits in 2022-2024; granting exemption from military service to employees of 

accredited IT companies; simplification of employment and residence permit procedures for 

foreign citizens who work in accredited IT companies (Ministry of Digital Development, 
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Communications and Mass Media of the Russian Federation, n.d.). State-owned IT clusters 

such as Skolkovo and Innopolis illustrate the co-optation mechanism through the creation of 

privileged ecosystems. Participation in these projects gives firms access to tax benefits (e.g. 

zero VAT for Skolkovo residents), development grants, and infrastructure support. However, 

such benefits often come with informal obligations – for example, a focus on “nationally 

significant” technologies (import substitution, cybersecurity, military technology) or the need 

to align strategies with government curators (Government of the Russian Federation, 2019; 

Skolkovo Decree No. 1172, 2010). This creates a segmented market where “loyal” companies 

receive competitive preferences, while independent startups remain on the periphery and do on 

their own regardless of the social significance of their products. 

 

Institutional Mechanisms of Control and Constraint 

However, the status of an “accredited” company can easily be backtracked. Especially 

considering quite specific requirements for this status. Decree No. 83, released in March 2022 

by the Ministry of Digital Development, established a list of IT firms that are eligible for state 

support, granting privileges like military service deferment, tax advantages, and facilitation of 

visa entry. The register was updated in 2023, with tighter qualifications excluding firms that 

have changed legal residency to a foreign country, lost accreditation through partial relocation, 

or failed to comply with domestic software compliance requirements (Federal Law No. 83-FZ, 

2022). 

 

Yarovaya Law and the Sovereign Internet Law force providers to adhere to strict rules, such as 

keeping users’ data within Russia and granting access to security services. These companies 
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that disobey can be penalized with fines, bans on services, or pressure on their management. In 

certain instances, the state may acquire partial ownership or place aligned executives in private 

firms, thereby bringing them firmly under government objectives. This framework, referred to 

as “technational corporatism,” facilitates state management of digital instruments and online 

platforms through the control of private firms’ activities, particularly in matters of censorship, 

surveillance, and internet administration. Yandex, VKontakte (VK), and Sber’s online 

platforms are excellent examples illustrating the fuzzy boundary between the private and public 

sector (Yablokov & Solovyeva, 2022), including the fact these firms possess both high 

organizational and high structural powers. 

 

Russian government has heavily relied on IT specialists and companies in its pursuit of digital 

innovations, ranging from an e-government services portal (Gosuslugi) to advanced facial 

recognition systems powered by neural networks. However, the latter is considered a key 

element of digital authoritarianism by many researchers, as it is, for example, in China 

(Polyakova & Meserole, 2019). Russian government always emphasized how it makes 

bureaucratic chores more efficient, while human rights activists and opposition leaders pointed 

out how it makes Russia a surveillance state where all citizens’ personal data is collected 

without their consent and used against them to control, frighten, and punish. One of the 

brightest examples of this duality is the face recognition system in the Moscow Metro, which 

was praised for being innovative by pro-government speakers (it allows one to pay for entrance 

with face) (The Moscow Times, 2021). The facial recognition system in the Moscow Metro is 

being introduced and maintained by NTechLab, working in collaboration with Rostec and the 

Moscow government. It scans the faces of all Metro passengers and can be used by the 

government to effectively search for individuals: this system is responsible for arresting and 
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sending people to military service after 2022 (Churmanova, 2022). Russian IT sector is not 

only a successful economic enterprise but also a government asset that provides coercive 

capabilities. This became even more clear when initiatives to digitalize military service became 

a reality (Stanovaya, 2023). For example, official electronic summons are issued by the military 

commissariat and sent through the e-government platform Gosuslugi. On May 9, 2025, Russia 

launched the Unified Electronic Register of Subpoenas (Reestrpovestok.rf). This platform 

allows citizens to access military summonses online3 (Meduza, 2025).  

 

After February 24, 2022, the Russian regime entered a period of extreme political centralization 

and digital militarization. The state continued to rely on digital technologies for both civil 

administration and repressive control, making the ICT sector strategically indispensable but 

also politically vulnerable. During Russian and Ukrainian conflict, military significance of the 

IT industry has increased significantly. This integration of military goals and civilian digital 

infrastructure has militarized the structural role of the IT sector as a whole. Civilian 

technologies like cloud platforms, geolocation services, and AI are being increasingly 

incorporated into defense and surveillance infrastructure even before the beginning of the war 

(Soldatov & Borogan, 2022). This has increased the risks of being (or perceived as) unaligned 

with state goals for the firms: the militarization of digital infrastructure has blurred the line 

between civilian and strategic technology, raising political stakes for IT firms. 

 

 

 
3 Subpoenas considered served seven days after publication in the register, regardless of personal notification. 

Failure to comply within 20 days can result in restrictions such as travel bans, suspension of driving licenses, 

restrictions on real estate transactions, and access to credit (Meduza, 2025). 
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Selectivity and Room for Maneuver: Insights from Prior Research 

Importantly, not all firms are treated equally. While many studies treat ICT firms in autocracies 

as passive recipients of state control, this research emphasizes their agency. Drawing from 

literature on adaptive informal institutions (Tsai, 2007), strategic authoritarianism 

(Gerschewski, 2013), and business-state relations in Russia (Frye, 2010; Szakonyi, 2020), this 

chapter emphasizes that firms keep some space for maneuver depending on their perceived 

strategic importance and political behavior. 

 

Some firms have retained their privileges by cultivating political loyalty or embedding 

themselves in strategic infrastructure. Others, despite their previous size or economic 

contribution, lost access to benefits due to relocation, dissent, or misalignment with state 

ideology. Others have gained new structural importance by substituting sanctioned 

technologies. 

 

The core empirical puzzle is: why are certain IT firms rewarded while others are excluded or 

even punished? This chapter addresses that question by testing hypotheses developed earlier, 

using case studies to assess how the interplay of firm behavior and institutional position shapes 

state response. In so doing, it contributes not only to our understanding of Russia’s evolving 

digital authoritarianism, but to broader debates on firm agency, informal institutions, and state-

business relations in illiberal regimes. 
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Dynamics of structural power 

Yandex offers a robust boundary case to examine how structural power is both undermined 

and reconfigured in an authoritarian setting. Yandex is the largest private IT company in 

Russia, founded in 1997, providing a wide range of digital services: from search engine and 

advertising to cloud technologies, navigation, taxi services, food delivery and artificial 

intelligence. Until 2022, Yandex was considered the Russian equivalent of Google in terms of 

scale and influence on the country's digital ecosystem, although it is more comparable to 

Chinese WeChat. However, after the outbreak of full-scale war in Ukraine, Yandex came under 

pressure from both the government and the international community, leading to a restructuring 

and separation of the business. In July 2024, Yandex completed the sale of its Russian assets 

to a consortium of Russian investors for $5.4 billion what also included one of the largest oil 

companies. The deal marked the end of Yandex's foreign ownership and potentially increased 

the Kremlin's control over the internet and technology in Russia. Following the sale, the 

company’s international projects, including developments in artificial intelligence and 

autonomous driving, were retained and continued under a completely new structure led by 

former Yandex’s CEO Arkady Volozh. Yandex N.V., the parent firm with headquarters based 

in the Netherlands, initiated a large-scale restructuring relocating core employees and R&D 

functions offshore (The Moscow Times, 2024). These mechanisms eroded the firm's 

embeddedness in Russian critical infrastructure and led to the gradual decline of political 

backing and institutional support over time. To this extent, Yandex's innovation-oriented 

segments exhibit the logic of Hypothesis 1a: that firms losing structural power due to 

relocation, brain drain, or technology decoupling4 put themselves at risk of marginalization in 

 
4 Technology decoupling refers to the deliberate process of separating or reducing interdependence between 

countries or firms in the development, production, and use of technology. It often occurs due to geopolitical 

tensions, trade restrictions, national security concerns, or efforts to achieve technological sovereignty. 
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state industrial policy. However, it is noteworthy that in the case of Yandex's Russian division, 

holds the supposition proposed in H1a. Yandex is a borderline yet prominent case, and it could 

possibly be applied to any other strategically important and expensive company that may 

experience such a division in the future or in other countries. 

 

On the other hand, hypothesis H1b implies that a firm which has gained structural power after 

2022 recieves supportive treatment from the state even if it previously lacked it. The case of 

Astra Group – a developer of a Russian operating system and cybersecurity solutions – 

exemplifies how firms can acquire structural power in a post-sanctions environment by filling 

critical technological gaps. Its key product Astra Linux is an operating system based on the 

Linux kernel, which is being implemented in Russian state organizations as an alternative to 

Microsoft Windows, Red Hat Enterprise Linux and Linux Ubuntu – these firms left the Russian 

market reacting to full-scale invasion of Ukraine. Astra Linux is certified for handling 

classified information up to “top secret” levels by the Ministry of Defense of the Russian 

Federation, FSTEC and FSB of Russia, and included in the Unified Register of Russian 

Programs of the Ministry of Communications of the Russian Federation since 2019 (CNews, 

2020). Despite this and the fact that some government organizations adopted this OS (for 

example, some regional healthcare enterprises have been using this OS for their operations), 

prior to 2022 Astra Group could be called a niche player in Russia’s operation system market. 

Western alternatives like Microsoft Windows and Red Hat prevailed in the market, including 

regular users and state organizations. Although Vladimir Putin issued a decree ordering the 

transition of federal executive bodies to the use of free software in 2010, the usage of foreign 

software at government bodies and facilities that process critical information was ultimately 

forbidden only in 2022 (Awake Nerd, 2024, Federal Law No. 149-FZ, 2006). Leveraging its 
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compliance with strict Federal Security Service (FSB) and Federal Service for Technical and 

Export Control (FSTEC) certifications, Astra Linux rapidly became the de facto standard for 

government IT infrastructure. Regulatory mandates, such as Ministry of Digital Development 

Order No. 250 (2022), explicitly prioritized its adoption, propelling its market share in state 

institutions from under 5% to over 90% by 2024. This case underscores how firms that provide 

indispensable import-substitution solutions can secure state support, irrespective of their earlier 

market position. The state’s reliance on Astra Linux for national security and bureaucratic 

continuity transformed it from a marginal actor into a monopolist, proving that structural power 

gained through technological substitution can compensate pre-existing institutional 

disadvantages. The material effects of this transformation are reflected in Astra Group’s 

revenue, which expanded from 2.37 billion rubles in 2021 to 9.54 billion rubles in 2023 – it 

marks the growth of over 300%. Sales of the Astra Linux product line alone increased from 

1.65 billion to 6.3 billion rubles over the same period (Astra Group, 2024; CNews, 2022, 2023). 

 

This case offers strong support for H1b. The state's dependence on domestic substitutes for 

important foreign technologies has led to the creation of support mechanisms, and the firm 

happened to be in the right place at the right time, providing its product, for which it received 

further promotion, and its structural power has been reinforced. 

 

Dynamics of organizational power 

Moving on to the second group of hypotheses on how firms with varying degrees of 

organizational power can receive either a carrot or a stick from the state, it is worth recalling a 

very telling case. One of the clearest illustrations of how the Russian government reacts to the 
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loss of organizational power is the case of Group-IB, a leading cybersecurity firm that used to 

be engaged in state cybercrime prevention efforts. Founded by Ilya Sachkov, the company was 

in near constant contact with security and law enforcement agencies, holding joint operations 

with the Ministry of Internal Affairs and reportedly with the FSB. However, this relationship 

took a dramatic turn with the arrest of Sachkov in September 2021 on charges of espionage 

and treason, having allegedly transferred classified information to foreign intelligence services 

(Reuters, 2024). Although the arrest occurred before the full-scale invasion of Ukraine, the 

problems for the company escalated within the post-2022 scenario. After relocating its global 

headquarters to Singapore and delinking its operations from Russian state interests, Group-IB 

lost reputationally and faced a de facto prohibition on public procurement and high-prestige 

contracts (Cyprus Mail, 2024). Media coverage of the company turned negative, framing 

internationalization as a betrayal of national interests. The state no longer viewed Group-IB as 

part of the country's sovereign digital infrastructure.  

 

In 2024, Russia's Ministry of Digital Development (MinTsifry) rescinded over 2000 IT firms' 

accreditation as part of a broad campaign to, presumably, revise eligibility criteria and reduce 

government expenditure on IT support measures. In October of 2022, the government 

introduced new accreditation requirements in the form of at least 30% IT-reliant revenue, a 

primary IT business activity (by OKVED – All-Russian Classifier of Economic Activities), 

and workers' salaries at or close to regional levels. The reform also excluded institutions with 

over 50% state ownership, telecommunications operators, banks, and state institutions (CNews, 

2022). Some of the delisted organizations include well-known entities such as Rostec and 

Rostelecom affiliates, the Digital Economy League, and notably, the High Technology 
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Technopark “IT-Park” of Tatarstan – the country's first government-initiated technopark 

(CNews, 2024; Zoom CNews, 2024).   

 

A developed and advanced IT sector was the objective success of post-Soviet Russia. The 

sphere originates deep in the USSR's technical and mathematical schools of sciences which 

were accessible to people from different backgrounds and were free from the influence of 

ideology unlike sociology or historical science with its rigid Marxist inclination. IT 

infrastructure began to develop actively under the presidency of Dmitry Medvedev (2008-

2012), who was known for his support of innovation and technology. At the same time, the 

Skolkovo IT cluster in Odintsovo of the Moscow region was established. There is even 

technology parks engaged in defense technologies (e.g., Almaz-Antey Concern).  Officially 

Technopark in the Sphere of High Technologies “IT Park”) is a state-backed technology hub 

in Tatarstan, established to become a key instrument in regional digitalization policy, support 

sanctions-proof innovation, and integrate regional firms into federal import-substitution 

programs Founded in 2012 under Tatarstan’s Ministry of Digital Development, with federal 

backing from MinTsifry and Rostec, it receives subsidies from the National Technology 

Initiative (NTI) and Skolkovo Foundation for priority projects what indicates a high degree of 

organizational power. The park was designed not just to house IT startups but to have big 

companies and public – private R&D partnerships too. Throughout its operational years, the 

park welcomed over 150 firms: among them were top national and global brands like ICL 

Services, FIX, Acronis, and ABBYY. The Technopark played the main role of incorporating 

Tatar IT companies into federal-level initiatives (Tatar-inform, 2015). 

 

C
E

U
eT

D
C

ol
le

ct
io

n



 

37 

 

With the beginning of war, many companies left Technopark, thereby reducing its structural 

power. Among these companies was ABBYY, which relocated to Armenia. However, from an 

organizational power perspective, things were looking up: the IT park in Kazan significantly 

expanded its infrastructure, strengthened its support for startups and educational initiatives, and 

achieved significant economic success – all with the active support of the Tatarstan 

government. In July 2024, IT Park was unexpectedly removed from the federal list of 

accredited IT companies. This occurred despite its long-standing institutional ties and symbolic 

status in Russia's digital modernization policy. Removal from the register automatically 

deprived the company of benefits such as tax breaks, subsidies, and, what is particularly 

important in wartime, deferment of employee conscription into the army. The ministry did not 

officially justify its decision in detail, but observers noted that the revised accreditation 

standards placed greater emphasis not only on financial thresholds but also on increasingly 

strict formal compliance with federal policy guidelines – requirements that even government 

programs may not meet in the context of changing priorities (Zoom CNews, 2024). 

 

This example convincingly refutes the hypothesis H2b: organizational power, historically 

strong and built on federal programs, can even strengthen under new wartime circumstances, 

however, it does not always serve as a shield from state’s “sticks” implemented in the form of 

withdrawal of previously given incentives.  

 

Political loyalty of Russian IT-firms 

The case of Tinkoff Bank, later renamed to T-Bank and now operating under this name, can 

serve as a textbook example for the hypothesis that a firm can face punishment despite having 

C
E

U
eT

D
C

ol
le

ct
io

n



 

38 

 

high powers if it does not display political loyalty. Its clientele exceeds 40 million users, 

making it one of the biggest online banks in Russia after state-aligned titans such as Sberbank 

and VTB (Tinkoff Group, n.d.). The bank underwent a forced change in ownership and title 

following the publicized anti-war opinions of its founder Oleg Tinkov, a widely known Russian 

businessman. The rebranding was seen by the experts as an attempt to erase all traces of its 

dissident founder, who responded mockingly to the move: “T-Bank? They might as well have 

called it Z-Bank” – a scathing attack on the militaristic symbolism embraced by the Kremlin 

wartime propaganda (Meduza, 2024). 

  

Founded by Oleg Tinkov in 2006, Tinkoff Bank had grown into one of Russia’s most 

prominent fintech institutions by 2022, operating a sophisticated digital ecosystem including 

banking, insurance, and investment services. The headquarters were manned by around 70% 

IT professionals, further cementing the business as a tech company (The Banker, 2021). 

  

Despite the firm’s size and its noticeable presence in the digital economy, the bank's founder 

made headlines in April 2022 when he publicly condemned Russia's actions in Ukraine as a 

“massacre” and criticized Russian military (El País, 2022). This political disobedience led to 

prompt backlash. According to Tinkov, the Kremlin pressured the bank's management to sever 

ties with him, threatening with nationalization of the assets if they refused. The businessman 

was forced to sell his 35% stake in TCS Group at a significantly cut-price to Vladimir Potanin's 

Interros Group (The Moscow Times, 2022). Notably, Vladimir Potanin is also a beneficiary of 

Yandex’s share sells. This person is the president of Norilsk Nickel, second in Forbes' ranking 

of Russia's richest billionaires, and former member of Yeltsin's administration. However, even 

more interesting acquisitions and alliances are taking place in modern Russia. The story of 

C
E

U
eT

D
C

ol
le

ct
io

n



 

39 

 

Wildberries, an online marketplace and IT company, was marked by a shootout in Moscow 

and support for the conflicting parties from Ramzan Kadyrov and Senator Suleiman Kerimov. 

But this goes beyond the scope of the current research. 

  

Discussion of the results 

This section summarizes the empirical patterns uncovered in the analysis and evaluates the four 

hypotheses in light of the cases I studied. It also reflects the broader theoretical implications 

for understanding selective governance and firm-state relations in authoritarian settings, 

particularly in the context of ongoing war.  

 

Yandex, once the most structurally embedded IT firm in the country, was forced to restructure 

and divest its Russian assets. The case suggests that structural power offers only partial 

protection in wartime Russia, and at the same time this confirms H1a: structural power can 

erode due to relocation, technological decoupling, or ownership restructuring – each of which 

weakens a firm’s embeddedness in state-critical infrastructure and increases its exposure to 

marginalization. 

 

Tinkoff's trajectory demonstrates the vulnerability of structural power in an autocratic 

environment – as indicated in Table 1, such takeover explicitly represents the state's “sticks”. 

This rebranding symbolically represented the triumph of political restraint over entrepreneurial 

liberty, showing that innovation loses in the face of political conjuncture. In spite of its 

enormous customer base and technological influence, the firm's link to an unreliable member 
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of the elite proved sufficient reason for a state-led shift in ownership and obliteration of 

reputation. This confirms that in post-2022 Russia, political loyalty is now a condition for 

continued access to state favor and legal protection – irrespective of a firm's past contributions 

to strategic sectors or innovation value. 

 

On the other hand, Astra Linux’s case strongly supports H1b and shows that firms can gain 

structural power by becoming indispensable to the regime’s agenda of technological 

sovereignty and import substitution. Astra Linux became a core supplier for secure state digital 

infrastructure, receiving regulatory prioritization and substantial revenue growth. This 

illustrates the state’s instrumental logic. By offering selective subsidies, state contracts, or 

regulatory exemptions to favored firms (e.g., those developing “critical” technologies like 

import-substituted software or surveillance tools or military technologies), the regime creates 

a tiered market with its “insider” firms. They benefit from public procurement (“goszakupki”) 

(e.g., the “Digital Economy” program) which prioritizes funding for domestic IT solutions in 

sectors like cybersecurity and big data (Government of the Russian Federation, 2017).   

 

“A firm losing organizational power – whether through leadership targeting, relocation, or 

deviation from state agendas – faces the revocation of incentives”, says H2a, and the case of 

Group-IB strongly supports this. Firms are penalized not just for political disagreement but 

also for exiting the institutional space of state-driven technological sovereignty. Tatarstan IT 

Park case shows that companies based on local or semi-autonomous innovation systems can be 

particularly vulnerable when central authorities take control of IT support funds and restore 

loyalty and usefulness according to stricter standards.  
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However, this assumption requires further testing. The case has possible implications for the 

studies of Russian asymmetric federalism – where regional ties become liabilities under 

centralization.  

 

In both cases, strong historical embeddedness within state-led programs or law enforcement 

partnerships did not prevent eventual exclusion from state support mechanisms. Group-IB, – a 

case reviewed in relation to H2b – once a key actor in state cybersecurity policy, was 

abandoned following the criminal prosecution of its founder and the firm's relocation abroad. 

IT-Park in Tatarstan, despite being a government-established technopark and host to dozens of 

federal-level initiatives, lost its accreditation in 2024 – suggesting that symbolic institutional 

capital alone does not guarantee future privileges. A firm losing organizational power – 

whether through leadership targeting, relocation, or deviation from state agendas – faces the 

revocation of incentives. 

 

One could even say that the state actions are cynical, however, it aligns with the logic of crony 

(state) capitalism (Haber; Kang, 2002; Aslund, 2019). However, as Tinkoff case confirms, even 

highly digital firms can be punished if they (or their founders) show disloyalty. These cases 

suggest a need to revise the initial assumption of my hypotheses: organizational and/or 

structural power, while enabling access to state support, does not ensure protection unless it is 

constantly reaffirmed through behavior, formal compliance, and perceived loyalty. This 

reflects the broader mechanism of “coercive loyalty” described by Guriev and Treisman 
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(2022), where authoritarian regimes do not simply reward insiders, but continuously test and 

discipline them.  

 

This dynamic aligns with theories of strategic authoritarianism (Gerschewski, 2013), where 

coercive, co-optative, and legitimating strategies are deployed flexibly: based on regime needs. 

In this sense, the organizational power of IT firms in Russia under wartime conditions appears 

conditional, revocable, and more reputational than legal. Its utility for the state must be 

persistent and performative, like it is for the firms that obtain structural power. 
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Conclusion 

This study shows that the Russian state's approach to managing the ICT sector after its full-

scale invasion of Ukraine in 2022 is neither uniformly benevolent nor purely repressive. 

Instead, it can be imagined as a system of selective patronage, in which structural and 

organizational power – along with presumed political loyalty – determines a firm’s access to 

“carrrots” or exposure to “sticks”. Russia’s IT sector is being reshaped into a hierarchical 

patronage system, where “carrots” include subsidies for import substitution and military draft 

determents, while non-compliant firms get some form of punishment - “sticks”, conceptualized 

in this research as a wide variety of measures (see Table 1). 

 

The emigration of qualified IT specialists, followed by the outbreak of full-scale invasion, 

outflow of their earned income and reduce in tax base posed a significant problem for the 

Russian state and especially for Russian IT giants. These specialists formed a critical part of 

Russia's digital infrastructure and innovation economy which had been built in span of the 

whole history of young Russian state. This is yet another wave of emigration that the Russian 

people have faced throughout the country’s history. Based on my analysis, it can be assumed 

that short-term revenue gains (e.g., Astra’s growth) mask long-term R&D stagnation due to 

brain drain. And as always, it will not go unnoticed and will have long-lasting consequences 

starting from staff shortage and ending with another demographic crisis enforced by military 

losses. 
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With the full-scale invasion to Ukraine, Russia has been subject to sanctions in many industries. 

The United States, European Union, and other allied nations have implemented a broad array 

of sanction policies targeting various sectors, including finance, energy, and key individuals 

within Russian political landscape. The effect of the war and induced sanctions, however, is 

believed to be less pronounced than it was expected by the expert community (Yushkov & 

Alexeev 2024). There is an ongoing discussion why sanctions may not work. Starting from 

2014 when Russia annexed Crimea Peninsula and backed insurgency in Donetsk and Luhansk 

regions, territories of Ukraine. Although the sanctions create significant financial pressure on 

Russian companies, they have not led to a significant long-term deterioration in the economic 

performance of sanctioned firms. In the short term, there is a decrease in indicators (turnover, 

employment), but over time this impact weakens (Gaur, Settles & Väätänen 2023). With the 

full-scale invasion of Russia, this problem has become more important and critically practice-

oriented. While the war is continuing, any study of sanction policy effectiveness may be 

considered as the base for further decisions and policy developments. And, it is believed, an 

analysis of the economic situation of private and public actors in Russia may be useful. 

 

Of course, it should be noted that this research has its own serious limitations: internal corporate 

data or unpublished decisions on accreditation/delisting is unavailable for outsiders, thus it is 

only possible to conduct mostly qualitative, case-based study without statistical modeling on 

large-N dataset. Prospect for additional studies on the subject is formalization of indicators and 

variables to secure more robust results or small-n process-tracing. Another possible suggestion 

could be a series of expert interviews, if not with the firms’ management, then with players 

actively involved in the field. The other thing is that discussion of sanctions is limited under 

the current framework, while western sanctions have reshaped state-firm relations (e.g., import 
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substitution policies). This could also be explored further, attracting international players as 

the third party in the analysis. 

 

It gives us an idea of what might happen in other illiberal regimes, such as China. Some regimes 

where cronyism can be observed, are more dependent on the capital of major market players 

and business elites. It can be said that crony capitalism’s binary logic (loyalty vs. exclusion) 

oversimplifies firm agency and many Russian IT companies engage in “strategic hedging” 

balancing state demands with global market integration. This leads us to another limitation of 

the study: as the state strikes a balance between incentive and repressive policies, employing 

one or the other, many firms too are balancing to remain, if anything, part of the global 

economic system. External forces are the third party, which we unfortunately cannot exclude 

at the moment, but it is a good point to look for further research.  Some firms like Wargaming 

obtain significant structural power but originate in Belarus. It is another possible venue for 

future studies – to explore companies that originate from both of so-called “Union State” or 

even CIS countries which host many of the companies that have left Russia, including 

Kazakhstan, Armenia and others.   

 

The war has turned Russia’s digital economy into a testing ground for twenty-first-century 

authoritarian governance. Selective repression and incentive distribution are used not just to 

silence dissent, but to re-engineer market hierarchies. In this context, the ability of IT firms to 

remain adaptive, loyal, or useful to the state defines their survival. 
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